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Protection contre les Attaques 
de Nouvelle Génération 
Ou comment identifier et bloquer un événement 
Zéro 

« L'Art de la guerre est basé sur la tromperie» 
Sun Tzu, The Art of the War. Attitude of the Army 

.  

Yogi Chandiramani                                              Denis Gadonnet 
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SUMMARY OF FINDINGS 

Based on these latest test results, cybercriminals are becoming more effective. Consumers 
are facing a dizzying array of threats that are not completely addressed by even the best 
performing products. Products need to improve – some more dramatically than others. 
Tested products slipped by 6% on average from 2009 to 2010.  And  the  notion  that  “you’re  
fine  as  long  as  you  keep  your  AV  updated”  is  completely  false.  To be clear, consumers need 
protection and should pick one of the products that scored best in our testing. Note that in 
most   cases  we   found   considerable   differences   between   a   vendor’s   corporate product and 
their consumer version. It is not safe to assume the results are identical.1 

Product Malware Blocking% Exploit Blocking % Performance Impact
Trend Micro 90.1% 19% 0.21
McAfee 85.2% 73% 0.67
F-Secure 80.4% 75% 1.17
Norman 77.2% 25% 0.05
Sunbelt 75.3% 3% 0.37
Microsoft 75.0% 60% 0.05
Panda 73.1% 10% 0.17
Symantec 72.3% 64% 0.09
Kaspersky 71.3% 75% 0.38
Eset 60.0% 44% 0.09
AVG 54.8% 15% 0.58  

TABLE 1: PRODUCT GUIDANCE 

OVERALL RESULTS & FINDINGS 

 Malware protection is far from commodity, with effectiveness ranging between 54% 
and 90%, a 36% spread.  

 Cybercriminals have between a 10% - 45% chance of getting past your AV with Web 
Malware (depending on the product).  

 Cybercriminals have between 25% - 97% chance of compromising your machine 
using exploits (depending on the product).  

 Expect use of exploits to increase since it is far more effective than traditional 
malware. 

The overall findings from the study underscore the need to choose wisely based on technical 
evaluations. Our assessment places a slightly higher importance on the malware protection 
over time, since that best reflects long-term averages of real-world usage. Currently, web-
delivered malware is a more prevalent attack against consumers than exploits, although the 

                                           
1 For corporate security product testing and research, consult our paid reports by contacting 
us at www.nsslabs.com 

 

 

 
CONSUMER ANTI-MALWARE PRODUCTS 

GROUP TEST REPORT 
 

AVG Internet Security 9 
ESET Smart Security 4  

F-Secure Internet Security 2010 
Kaspersky Internet Security 2011 

McAfee Internet Security 
Microsoft Security Essentials 

Norman Security Suite 
Panda Internet Security 2011 

Sunbelt VIPRE Antivirus Premium 4 
Symantec Norton Internet Security 2010  
Trend Micro Titanium Maximum Security

 
 

 
 

 

 

 

METHODOLOGY VERSION: 1.5 

SEPTEMBER 2010 
 

 
 
All testing was conducted independently and without sponsorship. 
 
License: Free for non-commercial use 
 
For expert, independent advice on corporate products, contact us at 
+1 (760) 412-4627 or advisor@nsslabs.com.
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Pas une semaine…… 
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L'art suprême de la guerre est de 
soumettre l'ennemi sans combattre 
 
Sun Tzu, The Art of the War. Offensive strategy.  
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Les Cybercriminels ont accès aux mêmes outils 

•  Notre méthodologie sécurité repose sur une approche 
collaborative 
ü  Partage efficace d’information 
X  Cybercriminels ont accès aux mêmes données 

“It’s not a fair war between the attackers and the defenders 
when the attackers have access to our weapons.” (Mikko 
Hypponen, CTO F-Secure)  
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Complexité des logiciels 

Année OS Lignes de Code 
1993 Windows NT 3.1 4-5 Millions 
2001 Windows XP 50 Millions 
2011 Windows 7 80 Millions 

Test 
du patch 

  
Découverte 

Publication CVE 

Disponibilité 
du patch 

Installation 
du patch 

Zero day 

temps 

Vulnérable Protégé 
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Les cybercriminels s’adaptent … 

•  Dès que des contre mesures sont déployées par les 
outils de sécurité, de nouvelles techniques pour les 
contourner sont utilisées par les cybercriminels;  
–  Code Polymorphic 
–  Binaire compilé à la volée en fonction du navigateur du 

client et l’adresse IP du client pour une infection optimum 
–  Domaines “jetables” 
–  Malwares sur mobile pour fraudes financières 
–  Modèle P2P pour infrastrcutures CnC 
–  Malwares qui s’autodétruisent 
–  … 
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La Réponse FireEye  
  

« L'Art de la guerre est basé sur la tromperie» 
 

Sun Tzu, The Art of the War.  

 



Copyright (c) 2012, FireEye, Inc. All rights reserved. | CONFIDENTIAL 9 

Protection Multi-Vecteur 
Blended Web/Email Threats 

Internal Lateral Movement of Threats 

Web Threats Email Threats 

CMS 
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Identification des attaques de type Zero-Day 

Phase 1: Capture Aggressive utilisant des techniques d’heuristiques et de signatures 
§  Déploiement out-of-band/passive (SPAN/TAP) 
§  Capture multi protocolaire HTML, fichiers (e.g. PDF), & EXEs 

 
Phase 2: Analyse dans une machien virtuelle 

§  Identification des comportements malicieux  
§  Minimum de false positive 

 
Phase 3: Filtrage des callback 

§  Les informations sensibles ne sont pas dérobées 

XML/SNMP alerts on 
infections as well as 
C&C destinations 

Global loop 
sharing into 
MPC Cloud 
Intelligence 

Fast Path 
Real-time 
Blocking in 
Appliance 

Phase 3 

Network traffic In Out 
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Filtrage temps réel 

FireEye Advanced Threat 
Protection Architecture 

•  Filtrage sur tous les produits 
Fireeye 
–  Filtrage des attaques web zero-

day  
–  Filtrage multi-protocolaire des 

callbacks 
–  Attachements zero-day mis en 

quarantaine 
–  Fichiers zero-day mis en 

quarantaine 

•  Rapport détaillé permettant de 
prendre des actions lorsqu’un 
évènement malicieux est 
identifié 

Email MPS Web MPS 

File MPS 

CMS 

Data Center 

Lateral 
Malware 

Movement 

signature-based defenses 

proactive, real-time defenses 
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Partage Global des Profils d’Attaques 

Local Sharing 

Seconds 

Web MPS 

Cross-Enterprise Sharing 

Central Management System 

Global Sharing 

Many 3rd Party Feeds Validated 
by FireEye Technology 
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Dashboard – Malware Protection Status 
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Activité Malware 

•  Social engineering 
•  Trust relationships 
•  IE 6.0 Zero-day 
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Correlation des attaques 
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En Résumé 

3.  Minimum de Faux 
Positives 

4.  Protection 360° 
 - BYOD 
 - Clefs USB, Data
 Centers 

 
5.  ROI Elevé 

 “FireEye me permet en 15 
 minutes d’identifier et de 
 bloquer une attaque Zéro Day 
 et call back qui me prend en 
 général de 1h à 24h” 
 Directeur SOC – France 

 
 

1.  Défense Dynamique et 
Multi-Vecteurs 

–  Analyse en temps réel 
des VRAIES menaces 

–  Identification du cycle 
d’infection du malware  

–  Blocage des attaques 
avancées 

2.  Protection temps-réel 
contre l’exfiltration de 
données 
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Don’t trust us, Test us 

Retrouvez-nous sur le Stand 7 
www.FireEye.com 
 

MERCI 


