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ARBOR

Arbor Networks: Security Industry
Bl | eader

Arbor’s Peakflow products ensure the security and operational
Integrity of the world’s most critical networks

Solid Financial Base
= Sales have more than doubled each year; 130% in ‘04

Solid Market Base

=  Worldwide over 100 customers including tier 1 service
providers, MSOs, enterprises and mid-tier enterprise

Solid Technology Base

= Solutions based on 5 years of academic research at the
Univ. of Michigan; 16 patents (pending)

Strategic Partnerships include:

Cisco SYSTEMS

Technology
M Pa tner l Ipe r.

OPSEC

CERTIFIED
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- Arbor Solutions

PEQI(HOW@ SP for service providers

Infrastructure security, intelligent traffic analysis,
managed DoS protection

pea k'F IOW”“‘X for large enterprises

Internal Network Security: Actively defend against
worms, segment and harden networks, eliminate
Insider misuse, simplify compliance

MEASURE VISUALIZE PROTECT
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B Peakflow|SP: Innovative Technologies

Relational
Network Modeling

Peakflow|SP measures normal network traffic,
correlates it with topology information to build
intelligent data-models, and presents the data
in flexible, real-time, business-centric reports

network configuration

~ Peakflow|SP provides the ability to react
quickly in the face of emerging threats via ;
access rule generation, blackhole integration,
sinkholing, and mitigation devices, all in a
single, integrated management console

MEASURE VISUALIZE PROTECT
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B Peakflow|SP: Innovative Products

Device Features Licensing
ALL Traffic & Routing (TR) Features “Right-to-Resell” MS
ALL Infrastructure Security (IS) Features Services & Customer-

Customer Facing Portal based Licensing

CP ALL Traffic & Routing (TR) Features Router-based Licensing

ALL Infrastructure Security (IS) Features
Converged Platform

Network-wide Traffic Reporting Router-based Licensing
Routing, Peering, Transit Management
Route Analytics

|S Network-wide Anomaly Detection Router-based Licensing
Classification, Notification, Traceback, Reaction
Infrastructure Security | Post-mortem via Flexible Anomaly Reporting

Device Chassis: 2RU rack height (3.35"/8.9 cm), 36 Ibs/16.3 kg
Specifications Power: -38 to —75 VDC, Redundant AC/DC power

Ports: 2 GigE, 1 Serial Console, 6 Optional PCI slots (Copper or Fiber)

Performance: Configured for NetFlow (OC-48) and packets (GigE)
Compliance: NEBS Level 3 certified (AC or DC), ETSI

MEASURE VISUALIZE PROTECT

Proprietary and Company Confidential Information 9



ARBOR Peakflow|SP Use Cases:

Blisssss==— Value Throughout the Network

BACKBONE @ @ @ BROADBAND EDGE
* Protect core infrastructure

* Infected host cleanup
+ Traffic and backbone engineering il VB GRSEGLAN

* Network abuse
ﬁa:{- \

(applications, top talkers)

AS456

AS123

AS234

TRANSIT/PEERING EDGE

CUSTOMER EDGE
* Reduce transit expense » Customer & marketing
via peer evaluation : A ....-i'.“é'r;;'.---:F analysis
+ Acceptable use policy 2 7 R« Customer portal
enforcement

Hosting BIA Government

MEASURE VISUALIZE PROTECT
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Protect Core Network Infrastructure
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— Real-Time, Network-Wide Engineering

tcsh — tesh

Route Table Size over Time
130 k danmytirambhler® cat. pr

Empowers operators by S
providing real-time, w04
network-wide traffic 0
reports for significant
events.
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Intelligent Capacity Planning

Traffic per Interface

Perform intelligent
capacity and
“hot-spot” planning
based on business
realities.

“By using Peakflow SP,
we are able to expand
our traffic monitoring
and planning analysis,
which will ultimately
mean better service for
our customers.”

.-'?

EarthLink

bes t- In o + Outd
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68770
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Tue 22800

Start Time
Wed Dec 15 16:55:01

Wed Dec 15 16:15:01

Man Dec 13 1:15:00

Sun Dec 12 1:15:00

Sat Dec 11 19:30:00

Sat Dec 11 1:15:01

Sat Dec 11 0:45:00

Fri Dec 10 1:15:00

Fri Dec 10 0:45:00

Wed Dec 8 18:00:00

Tue Dec 7 10:15:01

Maon Dec 6 19:15:00

Mon Dec 6 18:50:00

Mon Dec 6 10:45:00

Mon Dec B 5:15:00

Sun Dec 5 1:10:00

Hed B1tan
[ se- 1100554 I ge-0170.25

Hed 4200 Hed G710 Hed l0tan Hed 13100 Hed 16100 Hed latan

Showing 46 of 85 Items (39 have no datal

Interface Usage Alerts
Clear All D

B so-0020.1 [ ak-0B0.E ] ae-0100.24
Download | Email

Stop Time W Reported By  Alert Type Information

Wed Dec 15 1B:55:01  hete Iface Usage E'Di?gaumgpesfaggtgg;fZ&‘;‘E‘;‘iﬂ;gR””ter CELILES
Wed Dec 15 16:15:01 shete Iface Usage ?éggau:ﬂigpesf(o{?lgt;g?;zfsil?iuau”hﬁgsir] Rl
tan Dec 13 1:15:00 shete Iface Usage EEE;:SSS_%;DHE;iﬁggggaof?g;r;grunggﬁbgg]ﬁﬂumr
T e S
Sat Dec 11 12:30:00 shete Iface Usage BHziig_’gziu:dTJE:aesf(o;zllgtgg;‘:eofszlgﬁﬂaﬂnhgﬂb.gs;n T
L B e e e
D e
Fri Dec 1011500 e Iface Usage 'r"r:?ﬁzf'sggggamL?:ng%g;:‘;‘:‘;&_’gg‘"hﬂpg poute
e
Wed Dec 8 18:00.00 itte Iface Usage n‘g;‘s“;j%eggf Intertace hﬂﬁi:)’" o [RIEIET (12 Gl
Tue Dec 7 10:15:01 itte Iface Usage mg;sué?g;;;: l;ftjgégcg hﬂﬁi:)m G [RTHEA TIPS RN
Man Dec B 19:15:00 itte Iface Usage rdiggsu(sg%g_l;zfgf; I;ct‘eig.aucse hﬂﬁi:)m i [REIE (10 0L
Mon Dec 6 18:50:00 itte Iface Usage mg;‘sué?;fgg l;;jg%c; hﬂbﬁpi:)m )[R EITEr T S
Mon Dec B 10:45:00 itte Iface Usage mggsu;%g;;;: l;ftigéucse hﬂbﬁpi:)m & (Rt (s 52k
Man Dec B 5-15:00 shete Iface Usage High usage for Interface FastEthernetd/0 on Router

oaklandd: 93 15 Mbps (99.15% of 100.00 Mbps)

Sun Dec & 1:10:00 itte Iface Usage A0 QB (7 EIiED GESTAD @ [y (SIS 4820

Proprietary and Company Confidential Information

MEASURE VISUALIZE PROTECT
13



ARBOR

N ETWORKS

Peering Evaluation and Visualization

Percent Total Traffic |
@~ @ D @ ID hittps://hete/detault_reports/peering_evaluation — S0

Reduce transit o TSIt — S0
expense by monitoring o

peers and potentia T

p e e rS Chck on ASN to view brealidown By Peer. %108
. e

PeriodITDday 'I <%
Rank  ASN Name
1 174 PSINET
2 11537 ABILEME
o . 3 861 ChifL)
Wlth Peakflow SP, We DuwnluadlSBIEc‘tfurmatEj 4 | 7018 ATT-INTERNET4
5 ek iz} CevelZ-Momhdmerica
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. 7 2914 WERIO
k_ d g 6453 GLOBEIMTERMET
network-wide —_—

perspective of all i W

transit and peer traffic, _ N\ a—
providing us more T AT e |

insight and control B bl ATHNTERNET

19 8075 MICROZSOFT

over our business.” X 0w THEPLANET

21 577 BELL
22 20965 GEANT
23 1239 SPRINT

a = 24 4131 CHINANET
;‘E’fﬁT E L U 5 25 1239 TELIANET

Into Network Out of Hutwark Sum
63,00 Mbps 110,00 Mbps 173.00 Mbps

15,31 Mbps 951 Mbps 24.82 Mbps
94700 Khps. 000 bps 947 00 Kbps
54.00 Kbps 0.00 bps 5400 Kbps
44,00 Kbps. 0.00 bps 44.00 Kbps
1.54 Kbps 0.00 bprs 1.54 Kbps

Foe bachrinsd 3EripEasa with g proshant, Bondaet! L p0o S horr e vor g 2 02003 A% e Rabwna 114 A 1gand,
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Analyze Dark IP Space
to identify and remove
infected hosts

"Given the help desk
expense we would have
otherwise incurred [with
worm clean-up],
Peakflow has already
paid for itself.”

9\-'3 Aliant

Infected Host Cleanup

<:i| - E:> - @ O @ “:‘ hitps: A¢hete/defaul_reports/index?page=darkip_toptalkers ﬂj @ Go “Q, - 8 X
I‘n‘g_rit Logout  Help
1 Reparts RALTGERE  Mitigation Adrinistration
Unit [BPS -]

Worm “Michnet” Top Talkers

Period | Today “

Hed 13300 Hed 16300 Wed 18300 Wed 22300 Thu 01300 Thu 04:00 Thu 07300
195, 105216452 I 204.39.34. 11752 B 195.109.26.164.52 [ 196.111.161, 17632 [ 148.61. 14. 166,32

Download | Ermail
Showing Top 25 of All ltems

Clear All Update

Nang

W 198.108.215.4/32

W 204.359.34.11/32

¥ soaudmercy. edu (198 109.26.164/32)

I thewall.southgate. lib.mius (198.111.161.178/32
W 143.61.14.186/32

[T sauron.aadlorg (204.358.4.80/32)

™ pmB20-19.dialip.mich.net (204.35.203.173/32)
[ lucent-2 jeisd k12 mius (204.38.111.4/32)

™ {e0-0 st-clair.mich.net (198.110.16.113/32)

I 207.73.170.7/32

M AR0 440 e oA
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Converged Applications Analysis

40 H

30 H

Monitor traffic utilization o
of critical services e

-20 H

including voice, video,
and data. R

Tue 03:00 Tue BEI00 Tue 03308 Tue 12:00 Tue 15:00

Total Vonage Traffic on Network

“We now have ability to
monitor network and

service utilization in real- S
time and with a high ¥
degree of granularity.”

Fom Tazon Hon Z1z00 Tos vwron Tue #3300 Tue 05300 Tue #3300 Tue 12300 Tue 15:00
[ Vonage Ashs-http [ VYonage ASHz-https [ Vonage ASHs-smtp
I/---a_n r ]IS Amount of Control Traffic
el e
= &
40 H

in # + out?

bes

Hy ; ; , . , ; ;
Hon 15200 Hon 21200 Tue 00200 Tue 03200 Tue 06300 Tue 03200 Tue 1Zz00 Tue 15z00
| RTEREERY ASHz—mdre [ Vonaas ASH=-S051 [l Yonaas ASH=—10006 [ Yonags ASNz-zip

Amount of Data Traffic
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e Network and Bandwidth Abuse

Profile "abovenet”™ Top Talkers

Detect and track

B141.217.220.154/32
. . . W146.5.5.75/32
subscribers violating AN Top Talkers
W155.139.50.90/32 Reports
0155.139..67.35/32

acceptable use policies.

TopTalker Flows

Router Protocol SrcIP Src Port Dst IP

nl-chi3 tcp 206.16.1.243 80 161.57.214.84 1996 1500
nl-chi3 206.16.1.243 g0 161.57.214.84

tcp

Showing Top 200 of All tems

Clear All I pdate Current!AueragefMaxf%
A Name In Qut Sum
W 141.217.220.154/32 0.00bps 6200 Kbps 62.00 Kbps | Details |
W 146.9.3.79/32 000 bps  45.00 Khps
o 141.217.220.216/32 000 bps  12.97 Khps
¥ 155.139.50 90/32 55500 bps  0.00bps 555.00 bps| Details |
¥ 155139 67 35/32 411.00bps 000 bps  411.00 bps

"Teleglobe” TCP Applications

FLAN, |
= 100 H
H
Application :
= 50 H1
Breakdown .
Reports i
-50 M T T T T T T T T
Tue Z2:00 HWed 01:00 HWad 04:00 Hed 07200 HWed 10:00 HWed 13:00 Hed 16:00 Hed 19200
B http B bit-torrent [ gnutella [ edonkey2iin [ napster B rs-sql-= Bl microsoft-ds
[ black jack Tetal

MEASURE VISUALIZE PROTECT
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Evaluate Potential Market Offerings

Evaluate new service
offering for customers
in order to recognize
cost savings and
generate new revenue
streams.

bEs - in ~ + oubd

-1 G T T
Sun 0D0z00 Sun DBZOD Sun 12200
I NNTP-Giganews

Shuvasding Togp 200 al Ll Bams

Clearall Uptaiz
T

BTG
FNTP-mbl ot S0
METE-Hewshoating
HMTR-PEINET
METE-Broadwing
NNTP-AS-ELDOSALES
HMTR-NIBELE
HNTR-HOWLA
HATR-HET-SUPERNEWS
HNTR-VERID
MNTR-BARD-2-US-1
HATR-ADPY
HNTR-Huoslcentrs:
MMTR-AOICENET
MMTR-LLHY
MNTR-ET31
MNTR-ALTCPA
HMTR-PRODIGY
HNTR-GOLDENGATE
HNTR-INFE
MATR-BAIS-RETH

Hayr

b S B e i S o M o M M B R

Sun 18200 Mon DOZO0

I NNTP-Weblsehet-51C [ NNTP-Hewshosting

Mon 06200

6305
11588
26234
4306
11607
2014
THENS
&2TH
11368
3932
22h2
E731
B45G
TGOE
763
14116
G350

Man 12100
[ NNTP-PSINET

Man 1100

Iz
540,00 Mibpes
26610 Mbpes
136,00 Misges
10700 Mbpes
BT.00 Moges
B2.00 Mipes
42.00 Mbpes
35.00 Mbpes
15.67 Nbps
11.63 Mbps
12.06 Mbps
.33 Meps
11.68 Meps
9.28 Mbps
9.81 Mbps
T.76 Mbps
.08 IMopz
4,56 Mbps
6.60 Nbps
2,71 Mbps
1.4 hbps

News Services
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Tue 0000 Tue

M6ran  Tue 12ron

[ NNTP-Broadwing

Oui
STT Mbpa
530 Mbpu
225 Mbps
1160 Mhbpy
1006 Mbpa

TR0 00 Khps
T12.00 Kbps
56100 Khps
301.00 Kbps
E51.00 Kbps
45500 Kbps
160.00 Kbps
22200 Kbps
153.00 Kbps
311.00 Kbps
311.00 Kbps
2B5.00 Kbps

95 00 Kbps

9500 Kbps

45 00 Kbps

7000 Kbps

MEASURE

fermimge | Flas | PCTOS
il 1]
519 76 Mbps
7150 Mbps
135 25 Mbps
10390 Mhbps
5 05 Mbps
62 9 Mbps
42 71 Mbps
3558 Mbps
15.97 Mbps
12 1% Mbps
1251 Mbps
F.4% Mbps
1180 Mbps
344 Mbps
1013 Mbps
307 Mbps
537 Mbps
465 Mbps
60 Mbps
2 75 Mbps
321 Mbps
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Create on-net security
offerings via a customizable
portal

“Rapid growth in the
managed security services
(MSS) market is forcing
vendors to offer increasingly
comprehensive bundles to
keep pace while customer
premises-based equipment
(CPE) moves to in-the-cloud
network-based security”

T H E

4

YANKEE

G R O U P

Adrninistration
UM Hetwork Status

Alert Snapshot

Alert Totals Medium Low

Network-based Security Offerings

Ircerit
Alerts Traffic

Logout  Help

[ 19:49:16 EST 15 Dec 2004 |

Customer Traffic Summary

nnnnn
Ongoing [0] 0 0 0 %
.
Recent [z 16 1 BemE
! H
Last 24 Hours| [27]: 5 1

Top Ongoing Ale=*~

Mo alerts foun rﬁ%‘!: ia

For techrical as:

¥Walcome to the MichMet Customear Fortal?
Plaass aubnamicars

kT asars, . v,
S m s ey

oo Eanan s
I— BIREL G roscie ks
Srreics in Alabe of dichigar
—teqin | EMEMTE
ORI, Jak 3031
VERED BY Mimrit Calendae of Ewmnl

ARBOR

a1 Fiprmeaah Ronc e mAsE
ATAT Lasss @ o 1

Fade AR
e Frlsas LA A0 10 TTHY
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Leverage BGP route
analytics to troubleshoot
network problems,
validate policy changes,
improve application
performance, etc.

“Route analytics

technologies will become

an integral part of any
network management
system deployed at
companies and service
providers alike by 2008.”

FORRESTER

Practical Route Analytics

e @0 G [ mpsreterstatusouterisn 8] © = [IGL = & 8

Iri@_rit Logout  Help

System > EENH Reports Administration

RouteViews Status [08:41:23 EST 21 Mar 2005 ]

Status of external BGP routeviews routers

EGP Routes
163
182

T T e S W e I R

11
Py
Do w
HY
157
156

155 k

154

Sun 15100 Sun J6200 Sun 13200 Sun 200 Mor GLi00 Hon 19200 Hon #7200

rossing (gualisblxinet?
— Tire Warner Telecom tdauidmitchell@utel
InberNAP-1 Cjderalofinternag . com)

—— TnberNRP-2 CJderal

¥ https://hete - BGP Instability Analysis - Mozilla Firefox

’) https:/7hete - Diff Rou 29 [=] B

Diff Routing Tahle

Report
Start 08:42:55 PM EST 03/20/05
End 07:42:55 Ah EST 03721405

Summary
Unchanged 154516
MNew In

Changed 1797

Deaggregated 3
Deleted 219
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— BGP Instability Analysis Start=154703,
EFEer Origin ASN  End=154798
¥ Global Crossing (guy@gblx. net) Report _
¥ Wiawest (ipetkou@viawest net) Stant 08:44:48 PM EST 0320405 [:Net—BSJ
¥ Time Warner Telecom (david. mitchell@tutelecom. com) End [07-44:48 AN EST 0321405
¥ MCI (morrowc@ops. netrman. het) s
Summary
¥ InterhlAP-1 (jdepalo@internap. com)
¥ InterhAP-2 (jdepalo@internap. com) AT il Diame hete IEI
I Lewel(3) (Kevin EppersonglLevel3.com) AL <3k
[ X0 (AHaraguchi@xa. com) Murnber Unigque Prefixes 20
[~ Asia Metcom - Customer Routes (Derek. Tay@Asianetcom. com) Top Origin ASNs Top BGP Prefixes
I™ Northwestern (tk@narthwestem. edu) ASN Number of Upd Per g Prefix Number of Updates Percentage
™ COLT (mbind@colt.net) ASZ2488 2544 453 193.255.236.0/23 16 0.03
I [Vl (e el Gai) AZ12455 162 3.00 61.94.176.0/24 9 0.02
AS7018 1264 2.25 184.116.232.0/23 g om
AS17E57 1090 1.94 220.67.244.0/22 5 om
ASTB43 1014 1.8 207.193.32.0/23 5 om
i AS14B54 702 125 202.63.219.0/24 4 om
BGP Route Ana|yt|cs ASEPE5 605 1.08 195.251.118.0/24 3 0.0
. AS4795 897 1.08 B8.208.214.0/23 3 0.01
from Inside the AS24219 5B .01 67.33.7.0/24 3 oo
k d f A521351 865 1.01 61.11.4.0/24 3 o0.01
N etW ork an rom AS20096 507 0.20 60.208.56.0/22 5| om
H ASTOS 476 0.85 62.3.64.0/18 g om
OUISIde the NEtwork ASTEI3 443 0.79 65.18.0.0/20 3 om
1 AS34E4 403 072 80.69.96.0:20 3 om
External R Views)
( te a Y Ute ews ASEEES 391 0.70 80.67.128.0/20 2 0.00
ASB3EE 368 0.668 13.12.0.0186 2 0.00
AZ19773 366 065 213.15269.0/24 2 0.00
AST24 348 062 202.88.36.0/24 2 0.00
ASE746 343 0.61 208.219.171.0/24 2 0.00
ASZ2024 340 0.61 157.253.0.0/16 1 0.00
Cloge Download I
Done hete (=
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Instantly detect, track,
contain, and cleanup
worms

"Within minutes,
Peakflow detected the
anomalous traffic created
by the worm, provided
filters to mitigate the
effects and pinpointed
the affected servers.
Thanks to Peakflow,
Rackspace was able to
maintain its record of 24
months of 100 percent
network uptime."

Worm Detection, Tracking & Cleanup

Track Specific Worm Traffic
(Per Interface, Customer, Profile)

Detect Worm Activity (W32/Sasser alert)

“Code Red or Nimda’ by Interface

Download | Email
Showing Top 25 of All Items
Clear All Update HAverage / Max / PCT93
= Hame In Out Sum
nl-chi3d
¥ ge-0/30.12 0.00 bps 1.45 Kbps 1.45 Kbps
vian to CEW st Equinix
" 674.00 bps 0.00 bps 674.00 bps
nl-chi3
¥ ge-1/30.23 579.00 bps 0.00 bps 579.00 bps

vian CHI-LAN_Bin

Dark IP Suspicious Hosts

Tue 01300 Tuz 04300

Tuz 07300

Find Infected Hosts
(infected host is removed)

Tue 10300 Tue 13300 Tuz 16300

[ 204.38.4.80032 B 195,111,161, 17632 [ 148.61.215.49.52 [ 198.111.165.56.32 [ 148.61.215.133.32
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ARBOR
o Fingerprint Sharing Alliance

= The Fingerprint Sharing Alliance has recognizable
benefits for participating providers:
= |ncrease in total network availability and recognize cost savings
Automate a formally manual response process
Decrease MTTR (response/repair)
Increasing traceback scope beyond single administrative domain
Conduct collaborative responses
= Lower wasted bandwidth by filtering closer to the real ingress
points
= Reduce the number of compromised hosts from networks

= Leverage a common language to improve communication between
diverse network operators

Proprietary and Company Confidential Information 22



ARBOR

N ETWORKS

mmssssss= 'ngerprint Sharing Example

Service Provider C ARBOR &2

@ peakflow |SP

Service Provider B

peakflow |SP
3 A =
Y i D)
——— & peakflow-|SP
- 1

Enterprise

1. Using Peakflow SP, Service Provider A detects and mitigates a DDoS attack.

Service Provider A automatically sends the attack “fingerprint” to the relevant upstream
providers affected by the attack.
3. After securely receiving the fingerprint, the information is used by the upstream ISP to
traceback, analyze, and mitigate the attack, thereby identifying and removing compromised
hosts as close to the internet ingress point as possible.
MEASURE VISUALIZE PROTECT
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Intelligent Mitigation Management

Peakflow SP not only supports today’s
remediation options ...

= Filtering/ACLs
= Rate-Limiting
= BGP Blackholing
= Off-Ramping/Sinkholing
» Dedicated Filtering Device
... but provides the intelligence necessary

to know which one to choose and how
to configure it.

MEASURE VISUALIZE PROTECT
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mmassss- cakflow|SP: Standard Architecture

BROADBAND EDGE

FILTERING DEVICE
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OR Results at Global Tier-1 ISP

B  Improved Security Response with Peakflow SP
250 -

200 -

Average time 150 -
spent during
a DoS attack

in minutes 100 1

50 A

Detection Analysis Trace-back Mitigation

B with Peakflow SP-16 min B without Peakflow SP-370 min
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- Next Steps

= Product Demonstration

= Schedule Trial to Demonstrate Value

= Protecting Key Customers and Critical Service
Delivery Infrastructure

= Protecting Peering and Regional Infrastructure

= Action Items

Thank you
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