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Arbor Networks:  Security Industry 
Leader

Solid Financial Base
Sales have more than doubled each year; 130% in ‘04

Solid Market Base
Worldwide over 100 customers including tier 1 service 
providers, MSOs, enterprises and mid-tier enterprise

Solid Technology Base
Solutions based on 5 years of academic research at the 
Univ. of Michigan; 16 patents (pending)

Strategic Partnerships include:

Arbor’s Peakflow products ensure the security and operational 
integrity of the world’s most critical networks
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Arbor Solutions

Infrastructure security, intelligent traffic analysis, 
managed DoS protection

for service providers

Internal Network Security: Actively defend against 
worms, segment and harden networks, eliminate 
insider misuse, simplify compliance

for large enterprises
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Peakflow|SP: Innovative Technologies

Peakflow|SP provides the ability to react 
quickly in the face of emerging threats via 

access rule generation, blackhole integration, 
sinkholing, and mitigation devices, all in a 
single, integrated management console

Peakflow|SP detects both known and zero-
day network anomalies without requiring 

signature updates and with minimal 
network configuration

Peakflow|SP measures normal network traffic, 
correlates it with topology information to build 
intelligent data-models, and presents the data 
in flexible, real-time, business-centric reports

Intelligent 
Mitigation Management

Network 
Anomaly Detection

Relational 
Network Modeling
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Peakflow|SP: Innovative Products

CP
Converged Platform

Network-wide Traffic Reporting
Routing, Peering, Transit Management
Route Analytics

Network-wide Anomaly Detection
Classification, Notification, Traceback, Reaction
Post-mortem via Flexible Anomaly Reporting

MS
Managed Services

TR
Traffic & Routing

IS
Infrastructure Security

ALL Traffic & Routing (TR) Features
ALL Infrastructure Security (IS) Features

ALL Traffic & Routing (TR) Features
ALL Infrastructure Security (IS) Features
Customer Facing Portal

Router-based Licensing

“Right-to-Resell” MS 
Services & Customer-
based Licensing

Features Licensing

Router-based Licensing

Router-based Licensing

Device

Compliance: NEBS Level 3 certified (AC or DC), ETSI

Performance: Configured for NetFlow (OC-48) and packets (GigE)

Ports: 2 GigE, 1 Serial Console, 6 Optional PCI slots (Copper or Fiber)

Power: -38 to –75 VDC, Redundant AC/DC power

Chassis: 2RU rack height (3.35”/8.9 cm), 36 lbs/16.3 kgDevice 
Specifications
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Peakflow|SP Use Cases: 
Value Throughout the Network
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Ensures operational 
integrity for the world’s 
largest service providers.

"Peakflow SP alerted us 
to the SQL worm well 
before we received the 
first customer-call, 
allowing us to focus on 
remediating the affected 
servers.”

Protect Core Network Infrastructure
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Real-Time, Network-Wide Engineering

Empowers operators by 
providing real-time, 
network-wide traffic 
reports for significant 
events.

“Peakflow’s real-time 
awareness of behavior 
across our entire 
network equips us to 
close the expensive gap 
between the onset of an 
attack and its resolution”
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Intelligent Capacity Planning

Perform intelligent 
capacity and 
“hot-spot” planning 
based on business 
realities.

“By using Peakflow SP, 
we are able to expand 
our traffic monitoring 
and planning analysis, 
which will ultimately 
mean better service for 
our customers.”
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Peering Evaluation and Visualization

Reduce transit 
expense by monitoring 
peers and potential 
peers.

“With Peakflow SP, we 
have an accurate, 
network-wide 
perspective of all 
transit and peer traffic, 
providing us more 
insight and control 
over our business.”
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Analyze Dark IP Space 
to identify and remove 
infected hosts

"Given the help desk 
expense we would have 
otherwise incurred [with 
worm clean-up], 
Peakflow has already 
paid for itself.” 

Infected Host Cleanup
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Converged Applications Analysis

Total Vonage Traffic on Network

Amount of Control Traffic 

Amount of Data Traffic

Monitor traffic utilization 
of critical services 
including voice, video, 
and data.

“We now have ability to 
monitor network and 
service utilization in real-
time and with a high 
degree of granularity.”
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Network and Bandwidth Abuse

Top Talkers
Reports

Application
Breakdown

Reports

Detect and track 
subscribers violating 
acceptable use policies.
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Evaluate Potential Market Offerings

Evaluate new service 
offering for customers 
in order to recognize 
cost savings and 
generate new revenue 
streams.

News Services
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Network-based Security Offerings

Create on-net security 
offerings via a customizable 
portal

“Rapid growth in the 
managed security services 
(MSS) market is forcing 
vendors to offer increasingly 
comprehensive bundles to 
keep pace while customer 
premises-based equipment 
(CPE) moves to in-the-cloud 
network-based security”
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Leverage BGP route 
analytics to troubleshoot 
network problems, 
validate policy changes, 
improve application 
performance, etc.

“Route analytics 
technologies will become 
an integral part of any 
network management 
system deployed at 
companies and service 
providers alike by 2008.”

Practical Route Analytics 

BGP Route Analytics 
from Inside the 
Network and from 
Outside the Network 
(External RouteViews)
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Instantly detect, track, 
contain, and cleanup 
worms

"Within minutes, 
Peakflow detected the 
anomalous traffic created 
by the worm, provided 
filters to mitigate the 
effects and pinpointed 
the affected servers. 
Thanks to Peakflow, 
Rackspace was able to 
maintain its record of 24 
months of 100 percent 
network uptime." 

Worm Detection, Tracking & Cleanup

Detect Worm Activity (W32/Sasser alert)

Track Worm Activity (all)Track Specific Worm Traffic 
(Per Interface, Customer, Profile)

Find Infected Hosts 
(infected host is removed)
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Fingerprint Sharing Alliance

The Fingerprint Sharing Alliance has recognizable 
benefits for participating providers:

Increase in total network availability and recognize cost savings
Automate a formally manual response process
Decrease MTTR (response/repair)
Increasing traceback scope beyond single administrative domain
Conduct collaborative responses

Lower wasted bandwidth by filtering closer to the real ingress 
points
Reduce the number of compromised hosts from networks
Leverage a common language to improve communication between 
diverse network operators
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Fingerprint Sharing Example

1. Using Peakflow SP, Service Provider A detects and mitigates a DDoS attack.
2. Service Provider A automatically sends the attack “fingerprint” to the relevant upstream 

providers affected by the attack.
3. After securely receiving the fingerprint, the information is used by the upstream ISP to 

traceback, analyze, and mitigate the attack, thereby identifying and removing compromised 
hosts as close to the internet ingress point as possible. 



24Proprietary and Company Confidential Information

Intelligent Mitigation Management

Peakflow SP not only supports today’s 
remediation options …

Filtering/ACLs
Rate-Limiting
BGP Blackholing
Off-Ramping/Sinkholing
Dedicated Filtering Device

… but provides the intelligence necessary 
to know which one to choose and how 
to configure it.

> more
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Peakflow|SP: Standard Architecture
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Results at Global Tier-1 ISP
Improved Security Response with Peakflow SP
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Average time 
spent during 
a DoS attack 
in minutes
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Next Steps

Product Demonstration

Schedule Trial to Demonstrate Value
Protecting Key Customers and Critical Service 
Delivery Infrastructure
Protecting Peering and Regional Infrastructure

Action Items

Thank you
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