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HARDSPLOIT

Framework for Hardware Security Audit
a bridge between hardware & a software pentester

HARDSPLOIT-. 7"

Designed by Opale Security
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‘-
Who we are ? Fmres

e Julien MOINARD
- Electronic engineer @opale-security (French company)
Security consultant, Hardware & Software pentester
Team project leader of Hardsploit
DIY enthusiast
Blackhat, NullCon, HIP, CansecWest, 32C3 speaker & trainer
* Yann ALLAIN
- CEO
Blackhat, HackInThebox, HIP, speaker & trainer

Cybersecurity veteran (+ 20 years) / (old) electronic engineer
Former CSO of ACCOR (software domain)
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Opale Security in 1 slide

A PRAGMATIC APPROACH FOR YOUR IT & IoT SECURITY

O VIS

TRAININGS CONSULTING PRODUCTS

WWW.OPALE-SECURITY.COM

CONTACTROPALE-SECURITY.COM +33 (0)9 53 22 99 64
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Internet of Things & Privacy concern ?

How Will You Safeguard Your Data?

* Any loT object could reveal information about

individuals @ =m0
PX1
* Wearable TechnologK clothes, watches, contact lenses ﬁ “
with sensors, microphones with cameras embedded
and so on
* Quantified Self: pedometers, sleep monitors, and so
on
* Home Automation: connected households using smart
fridges, smart lighting and smart security systems, and This prolferation

SO ON poses new privacy

and security risks that
must be assessed

N
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Internet of Things & Privacy concern ? BraLe

 Last news : (you can update this slide every week ®)

BB Q Signin News Sport Weather Shop Earth

NEWS

Home Video World UK Business Tech Science Magazine Enterts

Technology

VTech hack: Parents complain of
Christmas disappointment

By Kevin Rawlinson
BBC News

© 5 January 2016  Technology

VTech was hacked in November, exposing
millions of accounts.

In response, the firm took some essential
services offline, meaning products could
not be registered on Christmas Day.

16/03/2016

Tumning a \Weocam Into a Backdoor

Posted by Vectra Threat Labs on Jan 12, 2016 5:00:00 AM

Firmware can be read without
any problem (SPI memory)




lot Eco-system (20000 feet view)

* Privacy Risk level : Where?

HF communication (ISM
Band) + Wifi + 3G-5G,
Bluetooth, Sigfox, Lora etc..

‘ CLOUD

Central servers, User
Classical wired connections Interface, API, Backoffice etc.

loT devices
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Security speaking,

hardware is the new software ?

16/03/2016

-

SOFTWARE

To secure it;

.

* Security products (Firewall, Antivirus, IDS,...)
* Security services (Pentest, Audit, ...)
* Tools (Uncountable number of them)

/

I

HARDWARE

To secure it:

 Few orunimplementedsolutions(Encryption
with key in a secure area, anti-replay
mechanisms, readout protection,...)



Hardsploit & hardware hacking
nasic procedure

* 1/ Openit

* 2/ Fingerprint all the component if you can else automatic brute forcing

3/ Use those that may contain data (Online / Offline analysis ?)

4/ Performread | write operation on them

* 5/ Reverse engineering, find vulnerabilitiesand exploit them
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Global Purpose
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Why ?

* Because chips contain interesting / private data
* Passwords
* File systems
0000000

* Firmware 0000010
0000020

* ... 0000030
0000040
0000050
0000060
0000070
0000080
0000090
00000a0
0000000
00000¢0
00000d0
00000e0
000000
0000100
*
0000130
000013e
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ow ?

* A hardware pentester need to know electronic buses and he need to be
able to interact with them

PARALLEL

Q\
S g,

-
UART me [TAG / SWD
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Hardsploit framework oraLe |

‘Hardsploit |—>| database |—>| Module (swb, sSMBus, 12C, SPI, etc..) I—

Same hardwarebut a software update is needed to add a new protocols

‘ Input /'Output ‘

1

‘ loT target ‘

16/03/2016



ardsploit bus indentification & scanner

(in progress, not published yet)

‘Hardsploit H Database of components H Module (12¢, spi, etc..) }I

"‘ Database of patterns ‘
6@ Scanner — l

6\&\(\6( ~‘ 1O hardware mixer ‘
W 1

(o)
\e@e@ ‘ Input / Output ‘
O l

‘ loT target ‘
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Tool of trade

FUNCTIONALITIES BUSPIRATE JTAGULATOR GOODFET HARDSPLOIT

UART Bus identification

Pl O % O O

PARALLEL > 4 % b4 O

12¢ @) 9% ® @)

JTAG / SWD @) Bus identification O @)

MODULARITY Microcontroller Microcontroller Microcontroller uC / FPGA

EASE OF USE Cmd line + datasheet Command line Command line Official GUI / APl / DB

/O NUMBER <10 24 <14 64 (plus power)

WIRING TEXT (out Mosi =spa ©) TEXT / AUTOMATIC TEXT LED / TEXT/
identification AUTOMATIC

identification

16/03/2016 14



Hardsploit: Communication

Graphical interface (QT)

GUI Set 64 led
tatut
RUBY Wiring module Gest 64 led
t <> statut
High level layer communication
API
RUBY FPGA

t Low level layer communication 6 Sniffing

Bridge between

any module and Compatible P e
PC SPI Control & Data buses
For microcontroller communication # Write
USB 2.0
Custom
Full Speed (12 Mbits/s) 0 e

Control SPI 15Mhz

—
e

Data SPI 30Mhz

Microcontroller

SPI 15Mhz Serial Configuration Device (AS mode)

FPGA memory

16/03/2016

Input / Output
&
Led for Assistance
wiring

64 GPIO

TARGET

15
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Prototype making ®raLe

* Applying soldering paste (low budget style)

16/03/2016 16



Prototype making

* Manual reflow oven (DIY style)

16/03/2016 17



HARDSPLOIT

Designed by Opa Security
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Prototype making (with a budget)

* The rebirth
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The board — Final version

HHQDSPLOITﬂj‘“———~-*~.

Designed by Opale Sec

* 64 1/0 channels
* ESD Protection
e Target voltage: 3.3 & 5V m |
e Use a Cyclone Il FPGA
* USB 2.0

e 20cm X 9cm

16/03/2016 20



Hardsploit organization BraLe

HARDSPLOIT

lWIRING

£

2R T

Y vanace COMMANDS INTERACT
- Search - Dump 'i?
- Create - Full dump -
- Share - Custom UnRT

16/03/2016 21



Chip management IPALE

Hardsploit - Chip editor © 00
Hardsploit = Chip management © 00 Name / Reference: [24LC64 ‘
Menu SWD About Description: [20[2» chars max l
Current chi Q| | | Manufact v||T v| Voltage: RO
° Se a rc h urrent chip anufacturer... ype...
241C64 . B
Reference Type Manufacturer BUS Manufacturar: XMICROCHIP " [ﬁ
Y Manage [MICROCHIP l
PY C re ate Wiring 1 P33-65nm MEMORY  Numonyx PARALLEL =
Edit 2 25LC640 MEMORY MICROCHIP SPI Type: lMEMORY v‘ m
. Template |3 GYINGHI MEMORY | MICROCH P 12C IMEMORY '
* Modify . _
v 12C 4 M25P40 MEMORY | Micron SPI Package: | TSSOP RECTANGULAR v/ | X |
Settings 5 SST39VF802C-70-4|-EKE MEMORY MICROCHIP PARALLEL Not in the list ? Create a new one
ommands = Package name: TSSOP RECTANGULAR l
o I nteract c ds | 6 AS6C4008-55TIN MEMORY | ALLIANCE MEMORY | PARALLEL |
Import ) [ |
Package pin number: 8
Export
Package shape: Square Rectangular
Pin Number Bus Signal A
1 NA v NA v
Double click a chip reference to load it Create component i
2 (NA v NA v
& Console: Clear 3 NA v NA v
Date / Time Message ¢ {NA i HNA v‘
, 5 12c v | sDA v
1 21/12 14:51 |Hardsploit board detected GUI V2.0 beta APIV1.0.6 BOARD : HW:V1.00 SW:V1.0.2
6 12¢ v | 12c_cik v
2 21/12 14:51 Hardsploit ready to suck chip souls ! 1
7 NA v NA v
[ I LY
To complete this form, please report to the component datasheet.
| Cancel || Edit |

16/03/2016 22



Wiring helper CraLe

Harsploit = Wiring helper w SO NA —l1 8 = NA
Click on a pin number or signal name to turn ON the corresponding LED - Nﬁ g g g g II\éAC CLK
Your chip (24LC64): NA —4 5 = SDA
NA 1 8 /= NA
NA 2 7 = NA
i NA —3 6 /= 12C_CLK
A0 [Tt 8] vee NA 4 5 = SDA
A2 7dwe ‘ . .
a2 ef7scL GUI <—> Board interaction
vss[]4 5[] sDA Close ’ l Rotate
Datasheet
representation
Hardsploit Wiring module
representation ' ae A1 A2 A3 A4 AS AG AZ

16/03/2016 23



Settings

.'!gh=%£\L_EE

security

Hardsploit - I?C settings @ © @

o CEN
.-
| —————
CON

16/03/2016

Hardsploit - Bus settings

|_ﬁ_!i'__l'.:_l~_-}'—“_,'_|'§j} - Parallel settin... =

RAM R
tses [zoo0 |
W r—
s ) 8 bit L

I
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Command editor

I C)

Hardsploit = Command editor
Hardsploit -~ Commands @ ®© © Current chip: 241C64
Current command: READ PASSWORD
“ Current chip: 24LC64 Name: READ PASSWORD
Name Description A Description: Read training board password
1 Pointer Write pointer of I2C memaory at 0x00 0x00 o L S
2 Coée Reéd the first four bytes inside the 12C me... T Byte (Hexa) Besenhon
3 Write 2 bytes at 2050 Write 2 bytes at 2050 11 2 Paylondsizelllow
4 Read 2 bytes at 2050 Read 2 bytes at 2050 B : e
5 write chipno at 0x0 Writes chipno at 0x0
gl 3 AO Read address
6 write 1 Writes the number 1 at 0x6
- - 44 19 Payload byte
7 write 2 Writes the number = "=~
. ) - Action... i 55 00 Payload byte
8 write 3 Writes the number o
. . “ 6 6 4 Payload size - low
9 write 4 Writes the number
10 READ PASSWORD Read training board SOt 7 0 Payload size - high
An AALamiba L A ML LAT AT OO AA b LA ML LAT ;‘ Delete 7 v 8 8 Al Read address
& Show command result New Command l Template \ Next Clone (- -~
Cancel ] l

Edit

16/03/2016
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What are available on github (Open) -

 Microcontroller(c)
 API (ruby)
 GUI (ruby)

* Create your own Hardsploit module : VHDL & API (ruby)

16/03/2016

r PIN_134
Parameter |Valu ok os AU  —
{Parameter...[/alue.] Ty PREFETCH |1 Signed Integer i resetn MR dincss
N Signed Integer 5 Signed Infeger DATAE2.0) shep PIN_136
|cPOL R E sTcP
1 [ o o PIN_137
: : s masine s emman® q
PIN_142 :[PIN_141 B gy i | 1oy PIN_133
« led_state[83.0]
- ‘ L ] data_out_master[7..0]
| SUFRLEE=S SRiahiiso wite_enable_master

SPIEIIGS

do_sin1.0]

do_valid_o

=)

hardsplcit_buso[7

hardsploit_bus1l:

hardsploit_bus2[7

hardsploit_busa[7

,,i,,,,

[P ] b PN A 5o et R o e o\ NN
R | EEEER R Y i e R S (] ot n_reauest_master Rarssloi_bus oGRS BATA SIS A N NN T
----- conffes i_en_master Rarsslot_ousel? ST
..... : R S e
sote_outstmverr 0 ]
wite_enebie sime ||
- [PN3 | e /
o e = s s [PNTZ |
X | surRs S sHiissTPIN 7T PIN_119 | [PIN_101 | [PIN 87 | [PIN_73 || PIN 50 |[PIN 47 |[PIN_31|[PIN8
SPIMSS TR PIN_120 | [PIN_103 | [PIN_92 |[PIN_74 |[PIN_60 |[PIN_48 |[PIN_32|[PIN_9
- = Parameter... \/alue.l Ty PIN_121 | [PIN_104 | [PIN 93 |[PIN 75 |[PIN 63 |[PIN 51 |[PIN_40 | [PIN 24
- Pigeivyr 4 8 [Signed Integer PIN_122 | [PIN_112 | [PIN_94_|[PIN_76_|[PIN_64 |[PIN_52 | [PIN_41 |[PIN_25
- CPOL 0" [Enumerated PIN_125 | [PIN_113 | [PIN_96_|[PIN_79_|[PIN_65 |[PIN_53 |[PIN_42 | [PIN_26
S CPHA 0" [Enumerated PIN_126 | [PIN_114 | [PIN_97 |[PIN_80_|[PIN_67 |[PIN_55 | [PIN_43 | [PIN_27
B PREFETCH 1 [Signednteger - [PIN_129 | [PIN_115 | [PIN_99 | [PIN_81 | [PIN_69 | [PIN_57 | [PIN_44 | [PIN_28
- [PIN_132 | [PIN_118 | [PIN_100 | [PIN_86_|[PIN_70 | [PIN_56 || PIN_45 | [PIN_30
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Already available (github)

Parallel non multiplexed memory dump
e 32 bits for address
» 8/16 bits for data

Helping wiring
12C 100Khz 400Khz and 1 Mhz

e Addresses scan
* Read, write, automatic full and partial dump

SPI mode 0,1,2,3 up to 25 Mhz
* Read, write, automatic full and partial dump

SWD interface (like JTAG but for ARM core)
* Dump and write firmware of most ARM CPU

GPIO interact / bitbanging (APl only for the moment)
* Low speed < 500Hz read & write operations on 64 bits

16/03/2016



More to come (See online roadmap)...
e Automatic bus indentification & Scanner (@30%)

e Component & commands sharing platform (@90%)

 TTL UART Module with automatic detection speed (@80%)
* Parallel communication with multiplexed memory

e |2C sniffing (shot of 4000 bytes up to 1 Mhz)

* SPI sniffing (shot of 8000 / 4000 byte half / full up to 25Mhz)

 RF Wireless transmission training plateform wordic Nrr2a, 433mhz, ssgmnz transcievers)
 Metasploit integration (module) ?7?

 JTAG

* 1 Wire

e CanBUS (with hardware level adapter)

16/03/2016



Concrete case ﬁ}?ALe | LgeR

* An electronic lock system

* 4 characters pincodeA—-B—-C-D
* Good combinaison—Door opens, green L.E.D turn on
* Wrong combinaison— Door closes, red L.E.D turn on

16/03/2016 29



Concrete case: Open it

HARDWARE HACKING LAB BY OPALE SECURITY ;

16/03/2016 30



Concrete case: Fingerprint

SPI MEMORY 25LC08

HARDWARE HACKIM, LAB BY OPALE SECURITY :

STM32F103RBT6

12C MEMORIES 24LC64
16/03/2016 31



Concrete case: Online / Offline analysis ? ﬁ’?&& s

16/03/2016 32



Concrete case: hardsploit scenario

Open Hardsploit to create the component (if not exist)
Connect the component to Hardsploit (wiring helping)
Enter and save the component settings (if not exist)

Dump the content of the memories (1 click)

Change the door password by using commands (few clicks)

o Uk Wb

Try the new password on the lock system (enjoy)

16/03/2016



Concrete case: @, c
Read | Write operation, 12C, SPI, SWD ...

e Time for a live demo ?

16/03/2016 34



Parallel bus memory
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Concrete case: Fingerprint

16/03/2016 " | 36



JTER MEMORY
9.U320EBTI-786
~ OPALE SECURITY

e = Y

- (MW

16/03/2016 37



-

[root/Bureau/FirmwareRouter.bin - Bless @ ® ©
File Edit View Search Tools Help
A00G -~ ¥YD0DB @Q

FirmwareRouter.bin x ‘

00000000 EZ 08 24 2C 12 F1 85 19 41 77 85 19 DB 7B 85 19 48 44 D5
00000013 |E6 88 78 85 19 D8 B2 85 19 76 DD 85 19 E8 FF E9 87 4D 3E
00000026 |85 19 0C 14 85 19 25 28 85 19 CB E9 A4 34 5C 4C 85 19 EO
00000039 |36 85 19 8A DC 85 19 OE 00 C2 DF 35 BE 85 19 9A 88 85 19
0000004c 3B 28 85 19 31 4C 1B E4 0OA 55 85 19 2D 86 85 19 59 30 85
0000005f (19 04 00 F9 70 21 CD 85 19 75 30 85 19 AE 0A 85 19 E2 64
00000072 |85 19 5E DC 85 19 97 CcC 85 19 D3 4D FF FF 69 6E CD 52 65
00000085 |2C FF FF 26 4B FF FF 3E 32 FF FF E3 D8 03 BF 91 EO0 FF FF
00000098 |66 OE FF FF A3 29 FF FF 10 00 E1 37 02 1B FF FF 72 7A FF
000000ab |FF E3 D7 FF FF 25 1C 00 00 00 2B FF FF 0OA 41 FF FF 87 69
000000be |FF FF 21 A0 05 35 OE 2A FF FF 76 48 FF FF D6 95 FF FF C8
000000dl1 |[E8 D6 04 93 07 FF FF 9C 96 FF FF 2F 7E FF FF 76 65 ED 3C|........... /~..ve.<
000000e4 [B9 7C FF FF 24 72 FF FF 9D 86 FF FF 94 D7 FF FF E4 B6 FF|.|..$r.............
000000f7 |FF B8 5A FF FF F8 5E 46 4C 61 64 34 95 20 E1 FF FF ED 17|..Z...AFLad4. .....
0000010a |FF FF C4 R4 FF FF 6B D6 11 47 B9 61 FF FF 4A 8A FF FF BA|...... k..G.a..Jd....
00000114 |FF FF FF 00 00 53 84 28 2E FF FF 7E FF FF FF E7 C6 FF FF|..... =
0000013010 60 12 DC FO 83 FF FF 1B F9 FF FF BD 54 FF FF 21 38 83|. ........... T..!8.
00000143 |D8 87 FC FF FF 19 8F FF FF 94 AC FF FF 68 74 ED D6 02 0E|............. ht....
00000156 |FF FF AE 08 FF FF 31 1A FF FF 58 20 E2 E1 77 37 FF FF 0A|...... 1...X ..w7...
00000169 |60 FF FF 2C 83 FF FF 37 5E FF FF D3 6F FF FF 4C 8D FF FF| ' ..,...7A...0..L...
0000017c |75 96 FF FF 03 00 3D FA 9E D3 FF FF FF 45 FF FF F9 6C FF|u..... R E...Ll.
0000018f |[FF 5C 3D 3B 6C 7C BD FF FF 2D 18 FF FF 1& 01 FF FF 00 00|.\=;1]...-.........
000001a2 |45 57 Al 8A FF FF 85 64 FF FF 75 02 FF FF 2F 1E 00 00 86 |EW..... d..u.../....
000001b5|3A FF FF 9D C9 FF FF BE 19 FF FF 08 00 A0 AB 21 6F FF FF|:.............. lo..
000001c8 |15 95 FF FF C5 66 FF FF C2 A5 F8 59 ED A3 FF FF 84 6F FF|..... f..... Y.o.o... o.
000001db |[FF 74 6D FF FF 00 08 34 7C 58 3B FF FF 63 BC FF FF B2 08|.tm....4|X;..c.....
00000lee |FF FF EA 7C FF FF 0D D5 FF FF 06 6B FF FF 76 19 FF FF 70|...|....... k..v...p
00000201 |9E 9D OD DB 50 FF FF 30 F8 FF FF 9B 97 FF FF 24 23 B4 E6|....P..0....... $#. .

Signed 8 bit: |23 Signed 32 bit: 1386442284 Hexadecimal: {17 08 A4 2C x
Unsigned 8 bit: |23 Unsigned 32 bit: 1386442284 Decimal: 1023 008 164 044
Signed 16 bit: | 5896 Float 32 bit: |4,415118E-25 Octal: |027 010 244 054

Unsigned 16 bit: 5896 FMat64bR:’LO3014042409718E-197 ‘ BMEw:[000101110000100010

[") Show little endian decoding [} Show unsigned as hexadecimal ASCII Text:

Offset: 0x0 / 0x3d0900 Selection: None IN3 8




Conclusion Fimiraad

 |oT Device are (also) prone to vulnerabilities help you to find them

e Security policy need to be adpated, nowadays, it is not so difficult to
extract data on loT

* Designers need to design with security in mind

e Skills related to pentest a hardware device is mandatory for Security
Experts (but training exist)

* Industry need to take care about device security

16/03/2016



Thank you !

Hardsploit board is available at shop-hardsploit.com (250 € / 277 USD / 370 CAD excluding VAT)
To learn more about Hardsploit and follow the development

Hardsploit.io & Opale-Security.com

* Yann ALLAIN (CEO) e Julien MOINARD (Project leader of Hardsploit)
e yann.allain@opale-security.com * julien.moinard@opale-security.com
e +33 6 45 45 33 81 * +339724387 07

Hardware & Software, Pentest, Audit, Training
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