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Introducing Security Yisualization




* A pl‘CLZ‘L{/‘e 1S worth a thowsand /. o9
records’ ( Kol Fae/ MQrZ‘y>

* 77 ‘5 A prOCeSS

* Geheraz‘/nﬁ A p/cZ‘é(re ( or 3/‘@?/’» f ot / 03
rec ords ( or S ecar/z‘y evenls 1n Che
broader sense)



* Sec \//Z Z‘a:éeé Secar/z‘y even?s as /n/%zz‘
and (showl/d) produce a ewordhy viswa/
repres endalion

* 4 worZ‘hy Vis aa/ rep/‘e\f entction 15 a
visual represesntalion LA provides

1nS1Ighat and s L{p'porf dec1S1on—raking




* Viswalizalion allows ws o rove fror
data o inforsriction arnd Zhen riove
£rort inforsriction 2o 1ns /;9/72‘

* 4 »d ins /3/72‘ 1S pd)‘d/)’/oahz( ! ( C/ L(eAQZ‘S
have yeZ‘ to be imented)

cluebat

A metaphorical bat used to 'beat some sense into' someone who is blatantly

stupid

some guy just tried to install 'crack_hotmail_passwords.exe' and he wonders

why his machine is full of crap. someone needs to beat him with a cluebat.




* &ver Zried Zo analyze a /03 £ile of
529083 /ines to Cry Co understand
a)/’ly 2 ere \5 a Swudden s rge of
z‘c/9/ 258 conneclions CAal are déan‘
o take dowon your Ffront—line
defenses?

* No? 7778/7 Ae % 3&(@5Z‘...
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* Becawtse of Z‘/’le /7&(/)7@/7 VisS aa/
systent!

* Pallern s ee,éer

* Massive, figh-bandeoidthy paralle/

prOCeS So,r

* The Aurian bran has a hard Zine
p/‘oCLeS S /ng ZeXx?



More Sources, More Data, More
cverything

* Databases, documents, emals,
websites...

* Y/age amount of dala in CAHsS
i ormadion—oriernted era (and

3roa)/n3 )

* A)e need neco ways N orZ‘/nﬁ ZAns

mMesSS owl



* D/‘S p/ d}/ re/. eVand 1 nf e O 1 O
3/‘@9/7/‘(1&/ /A v Zo ad 1n wunders Z‘ana//ng Z e

dat a

* Discover  fidden " reladions /7/?5

* A na/yZe a /arge amount of data very
?a/‘ck/ }/
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Application
logs

Firewall

Events

IDS/IPS
Events

Network
Events

Large Amount of
Data

Overview

Zoom and
Filter

Details on-
demand




From Data To Grabhs




* Viswalizadion of data 15 not a
S Z‘rd{g/’lZ‘f oreoard ﬁrOCeS S

* ... a)e//, not d/waS

* First, we need 2o define Zhe proé/em
and ZAhe oé/'ecz(/\/e ( Very, very clears y>

13



* e a/So rneed Zo Phink aboutd Sone
choices 2o make: color ass /gnmenf\s ,

Z‘ype of’ 3/‘@9/7 lo USe...

* 7These choices a/epena/ on Che proé/ et
and A e oé/'ecz(/\/e

14



. Define the probles

2. Assess avallable data / data Sowurces
3. Parse/ Filter data

4. Transtorm 7o visual representation
5. View visual representadion

G- Interprel and decide

I5



Data Processing

S -

/ >
Definition _—

Problem

A
“‘||HHHHHHHHI|"’ T A"lIIEII’IIIl"'
.'/”

/" Parse and Filter :
XyXyXyXyXyX J/ nterpret & Decide
YXYXYXYXYXY /
xyxyxyxyxyx
yxyxyxyxyxy @
XyXyXyXyXyX

yxy

Data / Data Sources
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* LA are oLl / oo,é/ng for?
* ﬂ) /’IQZ( are yoa Z‘/‘y/‘nﬁ o £ind arn

ansecoer for?

* ngMP/ e- %)/70 1S Z‘ry/ng lo connect Zo
rty SSY server?

17



Rssess Availahle Data / Data
Soyrees

* Whal data is available? Log Files?
*DO e need dny aa/a//‘zll‘ohd/ a/aZ( A

* fxamp/e : /\/ar//og/aé(f/’[ ./03 + (FeolP
/nf O/‘MQZ‘ 107



Y ParsSe and £ilter the data / data
Sowrces Co extract the necess ary
/‘/'7{j OI‘MQZ( /‘O/?

Y 7 e inforsricdion needs to be
normalized in order 2o be fed o Zhe
3rqp/1 3eneraZ‘ /ng oo/

19



Jan 11 12:06:00 skin sshd[8846]:
er testl from 220.162.241.11

Jan 11

r testl from 220.162.

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

Jan
Jan
Jan

12:06:00 skin

12:06:20 skin
12:06:23 skin
12:06:25 skin
12:06:27 skin
12:06:29 skin
12:06:32 skin
12:06:34 skin
12:06:37 skin
12:06:39 skin
12:06:41 skin
12:096:43 skin
12:06:46 skin
12:06:48 skin
12:06:50 skin
12:96:53 skin
12:06:55 skin
12:06:57 skin
12:07:00 skin
12:07:02 skin
12:07:05 skin
12:07:07 skin

sshd[8846]:
241.11 port
sshd[8851]:
sshd[8853]:
sshd[8855]:
sshd[8857]:
sshd[8859]:
sshd[8861]:
sshd[8863]:
sshd[8865]:
sshd[8867]:
sshd[8869]:
sshd[8871]:
sshd[8873]:
sshd[8875]:
sshd[8877]:
sshd[8879]:
sshd[8881]:
sshd[8883]:
sshd[8885]:
sshd[8887]:
sshd[8889]:
sshd[8891]:

error: PAM: authentication error for illegal us

Failed keyboard-interactive/pam for invalid use

45239 ssh2

Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid
Invalid

user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user

ts
ts
ts
ts
ts
ts
ts
ts
ts
ts
ts
ts

from 59,
from 59,
from 59.
from 59.
from 59.
from 59.
from 59.
from 59,
from 59,
from 59.
from 59.
from 59.
teamspeak from
teamspeak from
teamspeak from
teamspeak from
teamspeak from
teamspeak from

108.230.130
108.230.130
108.230.130
108.230.130
108.230.130
108.230.130
108.230.130
108.230.130
108.230.130
108.230.130
108.230.130
108.230.130

tsl from 59.108.230.130
tsl from 59.108.230.130
ts2 from 59.108.230.130
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59.108.230.130
59.108.230.130
59.108.230.130
59.108.230.130
59.108.230.130
59.108.230.130



SrcIP;NumConn
148.233.140.193;1
190.34.172.5;1
193.27.193.74;1
200.13.253.122;1
204.213.57.35;1
212.243.41.9;3
220.162.241.11;2
8.247,222.163;1
8.60.106.24;1
59.108.230.130;38
94.,23.203.221;2345

SrcIP;NumConn;CountryISO;CountryName
148.233.140.193;1;MX;Mexico
190.34.172.5;1;PA;Panama
193.27.193.74;1;SE; Sweden
200.13,253.122;1;C0;Colombia
204.213.57.35;1;US;United States
212.243.41.9;3;CH;Switzerland
220.162.241.11;2;CN;China
8.247.,222.163;1;CN;China
3.60.106.24;1;CN;China
59.108.230.130;38;CN;China
04.,23,203.221;2345;FR; France
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Y /AL properZ‘/eé do e need in the
/‘854(/ Z‘/‘hg 5f@ﬂh 4 ( /e Cl/7005 /‘nﬁ 2(/78
r/‘g/ﬂ‘ 3rqp/7>

K Yo about color, Size, shape?

K Yo about scale, lajout, zoonring

/‘/?/ out?

* 17 ‘5 Cime Co 1ntroduce 3/‘@?/’1 Z‘%peé /

22



* 7There are far oo mas/ Z‘ypeé Cand
varialrons >

* OF parz‘/ca/ ar 11leresSt are: p/e chAarts )
bar charts, Aistograms, link graphs
and T reemaps

23



* wWel/ ol )énoa) aéan‘ Zhese... =2
boss ( ard \Sd/eSPeop/e> crave Chen

* COMPQI‘Q S /‘nﬂ/ e—dimensiona/ values as
parZ‘S / % of a whole

* On/ Y a smal! number of different

\/d/ ves at a Cime

24



Source IPs for denied SSH logins

148.233.140.193
193.27.193.74
204.213.57.35
220.162.241.11
58.60.106.24
94.23.203.22]

25

190.34.172.5
200.13.253.122
212.243.41.9
58.247.222.163
59.108.230.130




* ((Sed ‘o sShoew Che £} re?aency of one-—

dimensional valces
* £QC/7 Aar repreSenZ‘S A \/a/ Ue

* 777@ Ad/‘ ‘5 /1&/19/72‘ repreé ents Che

£ re?aency count

26



Source IPs for denied SSH logins

750

148.233.140.193
193.27.193.74
204.213.57.35
220.162.241.11
58.60.106.24
94.23.203.221

27

2250

190.34.172.5
200.13.253.122
212.243.41.9
58.247.222.163
59.108.230.130




* Y//‘SZ‘og/‘aM\S / oo,é /. /,ée bar chards

* Bar chards are notd S L(/Z‘dé/ e for
Conlinuows data ehile Aist ograsts
are Cex. number of / 03//75 on any/ 3/\/817

a/ay>
* e can growp thousand of va/iues

28



* Best—swited for visua/ /Z/ng
relddions ﬁ/ﬁ\f

* Zewo dimensions Cex. Sowurce IP )
destination IP)

* Zhree dimensions (Cex. sowurce IP,
destination pord, destinalion ZP)

29
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148.233,140.
193.74

190344925

-106.24

59.108.230.130
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* EeSZ‘ -S L(/‘Z‘ea/ f ol \/1‘5 é(d/ /‘Z/nﬁ Mé(/ Z(/‘-—-

dimensiona/ ) AlerarcAical data

* USe Si1Ze and color o encode

Specific properlies

* Exz‘reme/y practical for vis aa//z/ng
/arﬁe data sets
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94.23.203.221
NumConn:

FR

France
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* So ) WAhdl 1S5 Che answer Co Che inmtial
proé/ enr?

* A) /742‘ actions S ha/ / Ae pe/‘r/’ ormed ( 1 £
any)?

34



Firemen For Firewalls




% O 44(5 2424, 2009, Irnternet—# ac/n3
£irecoa//s 5of oVerloaded all of a
Swdden

) ¢ /eﬁiz‘//naZ‘e CrafFic came o a hal

*4fZ‘er Some Time, Che firecwalls Felt
betler

36



* 4 Ve, M(T’ 6-—-//‘,@9 3/‘@?/7 Z‘e//S US Z‘/7ere /5
a spike in 25/2cp (SMTP?)

connellions o our ma// re/ ayé

Y 1A /%gﬂpenea/ 7

* Wﬁdf can we do Zo pre\/enf 1l Fronr
/qupen/ng aga/n 7

37



Availahle Data / Data Soyrces

*ﬁrewa// /03 £i/es
*Md// re/ay /03 £i/es
* (7eclP




* Very valuable

*DQZ‘ e and Cime, action y Sowrce 1P,
Source pord, destination 17,
destination por’é‘ ) proz‘ ocol...

* 7778 \Sp/.ée tORS Seen for déan‘ 24
* 7THhat s a WOMB, 529083 lines File

39



* A)orfh/ eSS

K T Zook a rocket scientist (eoell,
almost...) to ﬁgare owl TAA Chese
“ best—of ~breed’ ant —spam aqppliahces
don ‘Z‘ record /nCOM/ng connecltions
bet /nCOM/ng Connellions once Z‘/78y
passed Che £irst stage of SPAM

C/ eararcCe ./

40



* >f/ow Zo M@ée S OMQZ(/II‘hg owt of f/?df
WOMB £irecoall /09 £i/e?

Y thich TP connected o owr il
relays, how many Cimes, Co whch
Courtry does it be/ ong and is it a
/egiz‘ Imate MTH?

Y SeCOna/dry mcil! rel a/s 7 botrnet? ...

41



* 4 ?az‘clé ’ 3/‘8/9 | Sort —u« ) e?cC ... 3/\/&5

US Soe /n/Z(/a/ /‘/7{’ O/‘MQf /‘O/’?

KX 529053 /ines trans/ate into 125559
an/‘?ae sowrce IPs Cuh oh..)

Kk A Per! script Zells ws 19512 IPs made

O Conneclions or /ess

42



* A)e ot o See \//“Saa//y lhe Sowrce
IPs and the nurber of connections

ealh onrne r»ade

Y 4JAat 3/‘@?/7 fype SAhal! e choose?

43



W e need 2o normralize 2he data

*Depena//nﬁ on the TreeMap oo/, e

Mt ST erlher wUSe a Spec/ﬁ c Lormal
(77‘//3 £iles £or >//CIZ. 77‘@8/‘//@?> or A

more 3enera/ —PUrpPOSe ohe ( CS\/, . >

Y CSV is a gooa/ choice Cand ¥/CITL
77‘@@ qu 1S a nce p/ede of’ A/ ol ware>

44



Y 7l / o9 £ile e receved was in TX7T

X GJuite Crivial Yo parse and ranstors
into CSV

W e can a/so add (GeoalP inforsiadion

45



"Number” “"Date"” "Time" "Interface” "Origin" “"Type" “"Action” "Service” "Source Po

rt” "Source” "Destination”™ "Protocol” "Rule” "Rule Name" "Current Rule Number" "
ser” "Information” "Product”

"13" "27Aug20@9" "13:58:28" "eth-slp4c@” "mainsite-fleslp4-c0@3" "Log" "Accept”

"tcp-25" "1538" "117.204.18.22" "mainsite-mailrelayl-dmz" “"tcp" "17" "" "17-dn"

"" "service_id: tcp-25" "VPN-1 Power/UTM"

"15" "27Aug20@9" "13:58:28" "eth-slp4c@” "mainsite-fleslp4-c0@3" "Log" "Accept”

"tcp-25" "35187" "76.215.109.27" "mainsite-mailrelay2-dmz”™ "tcp”™ "17" "" "17-dn"
"" "service_id: tcp-25" "VPN-1 Power/UTM"

"24" "27Aug2009" "13:58:28" "eth-slp4c@” "mainsite-fleslp4-c0@@3" "Log" "Accept”

"tcp-25" "4823" "200.43.109.166" "mainsite-mailrelayl-dmz" "tcp” "17" "" "17-dn"
"" "service_id: tcp-25" "VPN-1 Power/UTM"

IP Addr;NumConn;Country (IS0);Country (Name);
.10.163.173;2;KR;Korea, Republic of;
.10.249.70;4;KR;Korea, Republic of;
.10.50.208;2;KR;Korea, Republic of;
.11.217.209;2;KR;Korea, Republic of;
.11.27.99;1;KR;Korea, Republic of;
.12.108.16;4;KR;Korea, Republic of;
.12.148.248;1;KR;Korea, Republic of;
.12.84.77;2;KR;Korea, Republic of;
.137.108.101;1;1ID; Indonesia;
.137.110.115;4;1ID; Indonesia;
.137,.111,167;1;1D; Indonesia;
.137.111.67;1;1ID;Indonesia;
.137.160.14;6;1ID; Indonesia;
.137.160.47;6;1ID; Indonesia;
.137.161.37;2;1ID;Indonesia;
.137.166.231;2;1ID;Indonesia;

46



X 7o put it otheriise, /et s load 2he
128k Jine CSV in the Macrofocus
T;‘equp Zoo/ ( oy better than YCIL
7 reeMap)

W (e need o Fiddle a &5 woith he
color ) S/lqpe ) 3roap/n3 elc. Zo 3eZ‘ ZA e
best from owr data

47



ui;';u::. e aj ara ce ol :: e reil :.n;lﬂw-».

Group by: Re | Country (ISO)

BR
e e %) 1P Addr ' '189.68.29”15 EE21211122112 1
The background shows:
The size represents: 123/ NumConn
The height represents:
The color represents: 123 NumConn v ) FR
1 842 : 6262626262 6362
o - ::
. 62

62
62

Filters | Details | Yariables | Layout

Filter through the search of values

tSC
Cl

4

NumConn




*DO&SM ‘Z‘ Sownd / /‘,ée /. egl‘f/‘maf e
busSiness , does 177

*QS/Z‘CP proée of” all those 125:é
an/‘?ae, IPs: 94912 fillered, 2536 open,
21098 cl/osSed

* Only ¢.23% anscoer on 25/7cp

49



Visual Yulnerahility Management




* COMﬁdhy 14)/277 Mdl?y A&( SinesSS wUmlS
/ocaled coor/deoide

* Ihn order Zo ,éeep Zhe at z‘acé Surface
as small as possible, a velnerabilidy
dis Covery Service 15 offered

* ( eﬁa/ a, vedl, nerdéf/ /‘Z(y S cann/‘nﬂ

51



* local contac?ds in AL(S eSS wmts
/[d\/e (\/ery > / innted Cime and Soretines
basic s ecar/fy ,énoa)/ ea/ge

* \/a/ nerdéz‘/ /‘Z‘y SCanner reporZ‘S on/ y oNn
/1/:9/7/ Y —~critical ) remotel v/ —eXp/ oitable
Ve neralilities

52



K Afler each scan campaign, The local/
contacts receive TML ( yes, el
2.0-5tyle!) reports, scoring, and
Excel spreadsheel qiving an overvieco
of which assels are more of /ess

vet/nerable

Y Buit « Spreaalé/%sez‘ 1S ST/ ZeXt...

53



W e need Zo p/‘/or/Z‘/Ze actions »ore
e/ £ Cll‘enZ‘/ }/

W e concerntrale effords on the more
va/ aaé/ e assels wilh Che /7/:9/185 Z

naméer of vl ne/‘aéf/ 1tiesS

* Le? \5 3&2‘ visua! eorlh 77‘@@/‘//@?5 !

54



* 77’18 vedl, ne/‘aéf/ /‘Z‘y SCanrner 3/\/&5 ws Che
nuumber of vilnerabilities for each
asse?

W e need 2o add the  buSiness value )

Y Scale From | Lo 3. The /7{9/7@/‘ ZAhe
value , Che more valuable an asset 1s

55
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[ Control the appearance of the rectangle: TreeMap | TreeTable

Group by:

The label shows: e | Asset I...

The background shows:

The size represents: 123 Scan R...

The height represents:

The color represents: 123) Busines. ..
155 35

= B

|| Filters | Details | Yariables | Layout

| ~Filter through the search of values

Filter with the slider values

-1 2 Scan Results

Business Value

S m

Hide values filtered by the sliders

Hide values filtered by the search

x.v.110.24

a.b.80.129

e.£.10.61|

vx.y.l.Zl

Scan Results:

Business Yalue:

3

a.b.1.102

X -;«.0.'-:..:1.:5-.:1|..:5:u::u x.v.12 c.d.25|

x.v.40 c.d.25e.f.1.1e.d.76 a.b.80 x.v. 14 c.d.24 -:,cl,36§

x.v.110.21 a.b. 1.3

x.yv.12c.d.25a.b.1."x.y.2.7a.b.0. x.v.2."x.v.2.2a.b.0."

a.b.80.12i a.b.80.

2.b.0, x.v.0.x.v.0.Zc.d.25 x.v.0.Z c.d.25 c.d.25 x.v. 11(

a.b.80.

€.d.249.2 'a.b.gCa.b.1. c.d2xy.11c.d.24 c.d.80 x.v.11(a.b.9.2

a.b.1.3f

x.y.120.14%"¥

%y 110317 Btxy 1.

1 c.dote.dgeabtief.1.2x.y.13(a.b.80. a.b.43

c.d2c.d2x.y.2a.b.8x.y.1j




R Few Things To Know




K SecViz is not really mature at ¢his
o1 it

% 77 p/c,éea/ UP Some mMmorentuUrt 1/
2007 and Sone active research 1S

Ae/nﬁ condwcted Since Z‘/’}en
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Y 7 lere are very Fecw 1ndustrial -—-3/‘aa/e
fool/s

X 7ime spent pars /ng, 71/ Z‘eh‘ng and

nor/y/a/ /‘Z/‘ng a/aZ‘ a Can Ae A /7&(/‘0// e

* 7 he proé/ err of £i/ Z‘er/‘ng loo much /

not enoaﬁ/'/
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*Daf 7 CLQPZ‘a/‘e . Z‘S/’ldhé

X Classic Unix 2ools ( grep, Sed, dw,é,
per/, raéy...>

* Z.fn:ég/*@ﬁ/?S ! A erG/ow ) Gr@ph Viz

* 77‘@8/‘//@?5 ! Macrofocas 77‘3@/‘//@'?

Y DAVTIX Lincess Distribedion
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http://afterglow.sourceforge.net/
http://afterglow.sourceforge.net/
http://www.graphviz.org/
http://www.graphviz.org/
http://www.macrofocus.com/public/products/treemap/
http://www.macrofocus.com/public/products/treemap/
http://www.secviz.org/node/89
http://www.secviz.org/node/89

* Sec. \//Z A)eé C’/O/)’lmanlfy

* Cont/ G. ) Secar/z‘y Data \//5aa/ 12l 10N .

* Mardy K, Applied Security
\//5 V24 d/ /‘ZQZ‘ 1ON.

62


http://www.secviz.org/
http://www.secviz.org/

* OSSIK
* YAPSTS

KX and of cowrse Zo you £or //sz‘en/ng Zo

/Yly AQAA/ e
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(et The Slides

* Yoa C.an 382‘ Zhe S/ides £ronr Zhe
OSSI( weAS/‘Z(e

* Juestions 7 Comments 7

»  saad Kadh @Rhapsis £+
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mailto:yom@retiaire.org
mailto:yom@retiaire.org

* Sda/‘a/ Kda//w‘ ) A S. Sedé(/‘/‘zly
Consultant, HAPSIS (htts )/
coewew HapSis £/ )
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http://www.hapsis.fr
http://www.hapsis.fr
http://www.hapsis.fr
http://www.hapsis.fr

Licejse

* Crecddive Corrions 4 Z‘Z‘/‘/‘AL(Z‘/on -

Non Commerc/a/ 3.0

) /72‘2,‘,0 / / Credl Vel o mons .orjj/

licenses)/ A,l/"/?C/ 3.0/
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http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/

