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Le chiffrement de disque sous linux,
vrai ou faux sentiment de sécurité?

Kevin DENIS
kevin2nis@gmail.com
http://exploitability.blogspot.com
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La perte L'espionnage
-par accident -industriel
-le vol -commercial
-le don -d'état...




Filesystem
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Solidité d'AES

CPU 32 cores a 30GHz
1 cycle d'horloge par calcul
1 Milliard de machines

-> 11mn pour 2“79 clés,
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L'échec du chiffrement?
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Can you trust your computer?

http://www.gnu.org/philosophy/can-you-trust.htmil

générateur de nombres L L2
pseudo-aléatoires

clé racine pour
le stockage (SRK)

générateur de clés RSA

registres de config.

hacheur SHA-1

_ —

clés d'identité
d'attestation (AIK)

moteur de chiffrement-
dés de Sm‘:kage




Systen Info TPH Security

Processor Info

@) @

Br.\llzru Infe
Battery Health
DatesTine
Boot Sequence
Onboard Devices This field le u control whether the Trusted Platforn Module
Video (TPH) in the ten is enabled and visible to the operating system.
Security
Admnin Password Off = The BIOS will not turn on the TPH during POST. The TPH will
Systen Password be non-functional and invisible to the operating system.
Internal HDD PW On = The BIOS will turn on the TPH during POST so that i n be
Password Change used by the operating system.
Pas"uord Bypass
| NOTE: Setting this Field to DFf does not change any setti you
Wi Fi Catcher Change nay have made to the TPH, mor does it delete or change any
information or keys you may have stored there. It simply disables
ur the TPM so that it cannot be d. When you change this field back
TPH Activation to Enabled, the TPH will function exactly as it did before you
Computrace(R) turned if OFF.

TrouSersS tools Un démon tcsd
http://trousers.sourceforge.net/ des outils tpm %




Trusted GRUB 1.1.4 (http://trusted

[ TPM detected? 1 (636K lower -~
—— e

PCR 4: MBR information and stagel

PCR 8: bootloader information stage2 partl
PCR 9: bootloader information stage2 part2
PCR 12: commandline arguments

PCR 14: all files loaded (Linux kernel, initrd...)



evin@darkstar:~% cat y pcrs
> | grep -E '(-04|-08|-09]-12|-14)"
86 CF 76 06 39 53 75 90 1D 88 30 EE DE
: 94 E8 E7 9F 9C OF F@ 5A ED 2A C4 E9 10

: 00 16 OC €8 9C 5A DA 17 5D 26 EA 56 F6

: BB 48 54 31 87 2C 17 6F 15 B5 87 34 F9

: B2 97 8D FC B2 2F 5C DB EA 12 54 35 5D
kevin@darkstar:~$ ||

Scellement d'un blob
tpm_sealdata -z -p(...) -i file -o seal.file

Déscellement du blob:

tpm_unsealdata -z -i seal.file -o clear

Utilisation des clés RSA
non disponible (engine openssi?)
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if [ -x /sbhbin/cryptsetup ]: then
echo "We are in the cryptsetup wagic part ™
mount $BOOTFART /kevw
if [ -f /key/seal.key ]: then
echo "TPM bhoot wode activated ..7
ifconfig lo 127.0.0.1
tosd
tpm_unsealdata -z —i /key/seal.key | cryptsetup luksOpen §ROCTPART
killall cesd
else
# asking user to unlock
cryptsetup luksOpen $ROOTPLRT $ROOT
fi
umount Skey
echo " Finishing cryptsetup .."

rootfislack: ~# rehoot

rootlslack: ~# modprobe tpm tis
rootfslack: ~# tosd
rootlslack: ~# cryprsecup luksiddKey /dev/sdal random key

rootlslack:~# tpm sealdata -z -p4 -p8 -pd -pl2 -i random_key -o seal.key
rootfslack:~# cp seal.key /hoot

rootfislack:~# shred random key

rootflslack:~# cryptsetup luksDelKey /dev/sdal 0
rootfislack: ~# reboot




Evil Maid neutralisée




Mot de passe SRK (-z)
00000000000000000000

tpm_takeow nership -y







TSS pas encore mature
Fonctionne... mais incomplet
V 0.3.4: Coredump lors du tpm_sealdata

root@darkstar:~# slackpkg search trustedgrub
Looking for trustedgrub in package list. Please wait... DONE

No package name matches the pattern.
root@darkstar:~#
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Bnp BTN 2R
BCAL*PHPOLIT
pop: dPHPOCILY

X sTp SHP mad unload G
1tpn:Force 1TPH warkarounds {found on some Lercva Laptops|

inter Enable i

at Fupts
hid:Set agditional specific HID

v Torce:Force device p
s Lpdarks tar - Pourquai waa -
Foura nanda intr







A CRYPTO NERD'S

IMAGINATION

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
CuJSTER T0 CRACK \T-

NO Goop! IT'S
uo% -BIT RGA‘-

EVIL m.m
1S FOILED! ™~

| ACTUALLY HAPPEN:

WHAT WOULD

H'S LAPTOP'S
DRUG HIM AND HIT HM wnm
THIS $5 WRENCH UNTIL
HE TEus LS THE PASSWORD.

GOT IT.
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Des questions?

Kevin DENIS
kevin2nis@gmail.com
http://exploitability.blogspot.com



