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Présentation à l’OSSIR 

14 Sept. 2010 

Frederic Benichou,   directeur Europe du Sud 

Damien Chastrette,   directeur technique 
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 Zscaler: société 

 Défis du filtrage Web 

 Réponse Cloud / mode SaaS 

 Briques technologiques et Architecture Cloud Zscaler 

 Distribuée et Multi-tenant 

 Fonctionnalités 

 Sécurité 

 Contrôle d’usage 

 DLP 

 Reporting et analyse de logs 

Agenda 
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Zscaler, la société 

• Fondée en 2007 dans la Silicon Valley. Equipe de très forte expérience 
• Focus unique: Services de Sécurité “in-the-Cloud” 

Focus  
Unique 

• Services intégrés web et email “security-as-a-service (SaaS)”  
• Permet d’éliminer les produits ponctuels et de réduire les coûts 

Services 
Intégrés 

• Conçu pour le SaaS – pas une techno standard dans des data centers 
• Architecture multi-tenant; latence quasi-zero, support des nomades 

Technologies 
Revolutionaires 

• Protège plus d’1 million d’utilisateurs depuis 140 pays 
• Plus de 300 entreprises, dont des noms prestigieux et Fortune 500 
• Le plus grand client: 300,000 utilisateurs 

Clients 

• Equipes commerciales et support dans 15 pays 
• Réseau global – plus de 40 data centers dans le monde 

Couverture 
Globale 

Reconnaissances 
Most Visionary 

http://www.networkworld.com/supp/2009/outlook/010509-startups-to-watch.html?page=10
http://www.informationweek.com/1227/startup50.jhtml;jsessionid=FQ2A2LY5M4A2QQSNDLRSKH0CJUNN2JVN
http://gartner.com/silentlocalechooser.jsp?locale=wcw
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Zscaler: Sécurité Cloud pour Web et Email 

Users 
Mobile, various devices 

Pas de hardware, pas de software!  Pas d’investissement initial; 
Déploiement facile 

Email 

Internet Access & 
Communication 

Web 

Internet 
Mission-critical for business 

Mobile 
phone 

Hotel 
Airport 

  Office 

Home 

Zscaler  Service 

Permet d’imposer des politiques de sécurité et de contrôle d’usage  
pour l’accès à Internet (Web et Email) 

Tout utilisateur, tout 
terminal, partout 

Fourni comme  
service Cloud, global 

Enforce business 
policy 
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 Equipe de recherche en Sécurité 

 9 personnes – en Californie et en Inde 

 Sous la direction de Michael Sutton, expert reconnu de l’industrie 

 Voir blog de sécurité: http://research.zscaler.com 

 Exemples de protection « zero-day »: 

 http://www.zscaler.com/security-advisories.html 

 Partenariat avec une douzaine de sociétés de sécurité pour les feeds 

en temps réel et échange d’informations de vulnérabilité, notamment 

Microsoft (programme MAPPS) 

 

Zscaler – Expertise sécurité 

http://research.zscaler.com/
http://www.zscaler.com/security-advisories.html
http://www.zscaler.com/security-advisories.html
http://www.zscaler.com/security-advisories.html
http://www.zscaler.com/security-advisories.html
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Quelques références dans le monde 

Awarded & Recognized By The 
World’s Most Respected Analysts 

Trusted By The World’s 
Most Respected Companies 

US Healthcare 

Indian Services 

Japanese Automotive 

French Finance 

German Insurance French Fashion 

US Beverages 

UK/AU Media 

Most Visionary 

http://wipro.com/index.aspx
http://www.apep.allianz.com/en/index.html
http://www.google.com/imgres?imgurl=http://www.healthcaresolutionsteam.com/images/humana_logo.jpg&imgrefurl=http://www.healthcaresolutionsteam.com/&usg=__B3-ux4cWzjyjnpJaYtmpiZbtHbo=&h=576&w=768&sz=29&hl=en&start=1&sig2=WIOI-lIfClLkHJ-uyjlIEA&um=1&itbs=1&tbnid=K8A0o6XXFZyuKM:&tbnh=107&tbnw=142&prev=/images?q=humana+logo&um=1&hl=en&safe=strict&tbs=isch:1&ei=L-XpS_T1HNX6-QaMrozDBA
http://www.google.com/imgres?imgurl=http://www.thetechherald.com/media/images/200949/Logo_LVMH_jpg_1.jpg&imgrefurl=http://www.thetechherald.com/article.php/200949/4863/eBay-fined-2-6-million-for-selling-authentic-perfumes&usg=__1OR1-rH7RXAXc1vX9pG52uo8HMI=&h=400&w=600&sz=16&hl=en&start=1&sig2=63LBKgnw-OzmKZRMOLSbTA&um=1&itbs=1&tbnid=PxcI3vG7434kDM:&tbnh=90&tbnw=135&prev=/images?q=lvmh+logo&um=1&hl=en&safe=strict&tbs=isch:1&ei=q-fpS4OrDJH6-Qaj1Y3DBA
http://www.google.com/imgres?imgurl=http://timerime.com/users/619/media/cocacola/coca-cola-logo.jpg&imgrefurl=http://timerime.com/content/timeline/806/~/49787/&usg=__VaKtGk0F3vL6spjstLnliywpkOQ=&h=200&w=300&sz=41&hl=en&start=11&sig2=goN41fn0UcjAzrtjXkxk1w&um=1&itbs=1&tbnid=aTT_3i543_NmYM:&tbnh=77&tbnw=116&prev=/images?q=coke+logo&um=1&hl=en&safe=strict&tbs=isch:1&ei=--npS--wGsvi-Qb8noTDBA
http://www.google.com/imgres?imgurl=http://komplettie.files.wordpress.com/2009/11/news-corp-logo.jpg&imgrefurl=http://komplettie.wordpress.com/2009/11/10/google-responds-to-rupert-murdoch/&usg=__G5grFIiVvlF0aSccVTt9gzACHMY=&h=255&w=340&sz=11&hl=en&start=9&sig2=jxQDDepJzwWQl7fC5VwSJg&um=1&itbs=1&tbnid=HrK9rl2Z-IAHBM:&tbnh=89&tbnw=119&prev=/images?q=news+corp+logo&um=1&hl=en&safe=strict&sa=N&rls=com.microsoft:en-us:IE-SearchBox&tbs=isch:1&ei=3OzpS4zDJ8v5-QbV_tzCBA
http://gartner.com/silentlocalechooser.jsp?locale=wcw
http://www.networkworld.com/supp/2009/outlook/010509-startups-to-watch.html?page=10
http://www.informationweek.com/1227/startup50.jhtml;jsessionid=FQ2A2LY5M4A2QQSNDLRSKH0CJUNN2JVN
http://www.google.com/imgres?imgurl=http://www.fireandreamitchell.com/wp-content/gallery/logos/newyorktimes-logo.jpg&imgrefurl=http://www.fireandreamitchell.com/2010/01/08/digusting-liberal-media-new-york-times-tries-to-make-point-about-gun-control-using-rep-bart-stupak-sons-suicide/&usg=__U_TSTzfDNfpzO4YKzjC5Lcg0_rc=&h=200&w=200&sz=9&hl=en&start=16&sig2=emzVVY5rqPTgItpzKpUeNw&um=1&itbs=1&tbnid=6yxiN0158R40fM:&tbnh=104&tbnw=104&prev=/images?q=new+york+times+logo&um=1&hl=en&safe=strict&sa=N&tbs=isch:1&ei=t-PpS52AGcWA-gaKrPXCBA
http://www.google.com/imgres?imgurl=http://www.beau-coup.com/PressCenter/june2007/wall_street_journal_logo.jpg&imgrefurl=http://www.beau-coup.com/press.htm&usg=__cXC96Z6XC8BlAmEeNCwEw8ewQ5A=&h=168&w=130&sz=9&hl=en&start=4&sig2=MtCkIO4iZr5PX89j_wEP5Q&um=1&itbs=1&tbnid=nBUBXEvOLZb6EM:&tbnh=99&tbnw=77&prev=/images?q=wall+street+journal+logo&um=1&hl=en&safe=strict&tbs=isch:1&ei=JOTpS_jIOcOC-gasw4jDBA
http://www.google.com/imgres?imgurl=http://blograge.files.wordpress.com/2009/12/the20economist20logo.jpg&imgrefurl=http://blograge.wordpress.com/2009/12/05/a-world-of-hits-must-read-for-media-economy-junkies/&usg=__UkbefYLQUZ5noeppTcUlQUHfOi4=&h=204&w=413&sz=25&hl=en&start=8&sig2=09mZPXknmozXRf5WspCYpA&um=1&itbs=1&tbnid=UljSqRFUXi_OiM:&tbnh=62&tbnw=125&prev=/images?q=the+economist+logo&um=1&hl=en&safe=strict&tbs=isch:1&ei=8uTpS4D8EsLD-QakkNjCBA
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Zscaler dans l’analyse Magic Quadrant de Gartner 

http://www.gartner.com/technology/media-products/reprints/zscaler/172783.html 

Zscaler: jugé comme le plus “Visionnaire” dans l’analyse MQ de Jan. 2010 

sur les “SWG” (“Secure Web Gateways”) 

“*Zscaler+ offering already has the largest 
global footprint of data centers.” 

“All reports are based on live data and 
allow drill down into detailed log.” 

“The policy manager is very easy to 
use ….. follows roaming users, allows  
service at the nearest node.” 

“Zscaler is a very strong choice for any organization interested in a Secure Web Gateway.” 

Source: Gartner 

http://www.gartner.com/technology/media-products/reprints/zscaler/172783.html
http://www.gartner.com/technology/media-products/reprints/zscaler/172783.html
http://www.gartner.com/technology/media-products/reprints/zscaler/172783.html
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Défis des entreprises  

liés aux flux Web 
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Enterprise 
Users 

Mobile Devices 

Road 
Warrior 

Défis du Web 2.0: Sécurité, Contrôle, et Visibilité / reporting 

Web 2.0  
Users can send and post content 

DLP: Blogs, Webmail, IM 

Web 1.0  
Read Only 

No DLP 

Fuites d’information 

Un risque réel pour l’entreprise 

Public Internet 

Problèmes de Bande Passante 

No bandwidth 
issues: HTML 

pages 

Streaming & P2P 
Bandwidth hungry apps  

(last mile) 

Besoin de prioritiser les flux Web (ex. streaming vs. pro.) 

URL Filtering 
Static list (almost)  
Allow or block 

Web 2.0 – User created content 
Social Sites, Streaming, Webmail, IM 

Contrôle des usages / prévention des abus 

Filtrage d’URL traditionnel atteint ses limites avec 
le Web 2.0 

Viruses, Worms 
(signature) 

Botnets , XSS,   
Active Content, Phishing  

Can’t be detected with signatures 

Menaces de Sécurité 

Anti-virus et catégorisation malware limités 

Visibilité/ Reporting / Analyse consolidée des logs 
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Comment le système Cloud Zscaler fonctionne 

Botnets + 
Malware 

Web 2.0 
Control 

Bandwidth 
Control 

Data 
Leakage 

Webmail, 
IM AV 

Bypass appliances & policy (VPN???) 

Caching 
+ URL 

Directory Consolidated Reporting?? 

Appliances have limited functionality 

Web Logs 

Mobile 
User 

HQ Users 

Remote Office(s) 

Zscaler  Utility 

Secure 

Comply Manage 

Analyze 

Forward traffic to cloud 

Inspect & enforce policy 

Inspect  pages being returned 

CLEAN traffic to user 

1 

Defines company policy 

2 

3 

4 

•  2 grands sujets techniques pour le déploiement: 
•  Traffic Forwarding 
•  Authentification des utilisateurs 

Road  
Warrior 

Forward Traffic: to the nearest ZEN or gateway.zscaler.net 

Proxy 
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Fonctionnalités Zscaler 

Anti-Virus  
& Anti-Spyware 

Advanced  
Threat  

                   Protection 

Browser 
Control 

URL  
Filtering 

Web 2.0  
Control Bandwidth 

Control 

Data Loss 
Prevention 

Forensics & 
Data 

Mining  
Policy & 

Reporting 

MANAGE 

Cloud Web  
Services 

Technologies 

Infrastructure 

10 GBPS  
Proxy 
 

ShadowPolicyTM     

 

 

NanoLogTM 

 
 

Transparent 
Authentication 
 

40+ Data 
Centers 
Worldwide 

High  
Reliability  
and Availability 

Near- 
Zero  
Latency 

Privacy  
and Data 
Security 
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Cloud Security Multi-tenant 

Architecture 
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Zscaler Architecture: Multi-tenant, Distribuée 

ZEN2 

ZEN3 

Central Authority 

Zscaler 
Enforcement Node 

Cerveau du Cloud,  
Politiques, Mises à jour, 
GUI, Authent, Santé du 

Cloud 

1 

Point de passage vers 
Internet, Filtrage des 

trames, exécution des 
politiques 

2 

Un utilisateur va de City A à 
city B: sa politique le suit, son 
trafic est redirigé vers le 
noeud ZEN le plus proche 

3 

Les logs sont envoyés 
/ consolidés au 
NanoLog en temps 
réel 

4 

• Multi-tenant : les utilisateurs ne sont pas attachés à un data center en particulier 
• Multiples bureaux, nomades et mobiles 
• “FollowMe Policy”: la politique d’un utilisateur le suit et s’applique à lui partout et toujours 
• Mise à jour immédiate de tous les ZENs face à une menace ou pour une politique. 
• Technologie “NanoLog”: Logs consolidés et corrélés en temps réel, interrogeables en qq. Sec. 

ZEN1 
NanoLog 

Temps de réponse rapides, et Haute Disponibilité 
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Le Cloud le plus global: environ 40 Data Centers 

Benefits: 1. Near-zero latency; 2. High reliability; 3. BW savings (no backhauling) 

• FollowMe policy ensures company policy is enforced no matter where you are 

Data Centers 

Coming Shortly 

Fremont 

Atlanta 

Mexico City 

Wash. DC 

Chicago 

Toronto 

Sao Paolo 

Buenos Aires 

Tel Aviv 

London 

Paris 

Mumbai 

Moscow 

Tokyo 

Beijing 

Adelaide 

Johannesburg 

Hong Kong 

Singapore 

Monterey 

Frankfurt 

Dubai 

Bogota 

Madrid 

NYC 

Stockholm 

Bern 
Dallas 
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Fonctionnalités: 

Sécurité 
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Why Traditional Technologies No Longer Work 

• Unauthorized Apps 

• Tunneling Protocols 

Header Inspection 

Knowledge of 
Application 

 
 Header Body 

• Virus 

• Spyware 

Signature Match 

Knowledge of  
Payload 

 
 Hash Hash 

• Malicious Active 
Content, Botnets, XSS 

• User generated pages 

Content Inspection 

Knowledge of  
Content (Body) 

 
 

Request 

Response 

      

        

    

      

Knowledge of  
Destination 

 
 

• URL Categorization 

• Domain Control List 

Black Listing 

www.google.com 

Full Content (page) inspection is required to detect today’s threats 

“AV signatures or URL filtering is obsolete for newer threats.   
High-speed scanning of content/pages is needed.”       -- Gartner 
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Zscaler Inspects Full Request & Response 

Domain  Path Parameters 

HTML Images Scripts XML 

Cookies Body 

RIA 

https://facebook.com/profile.php?id=x 

Response 

• Most vendors analyze  only 
domain and block based on a 
black list 

• Domain represents < 5% of a 
total URL 

Request 

ActiveX  
Controls & 
Browser 
Helper Objects 

Windows 
Executables 
& Dynamic Link 
Libraries 

Java  
Applets & 
Applications 

JavaScript  
(HTML, PDF,  
stand-alone).  
 

Visual Basic for 
Apps. Macros  
in Office  
documents 

Visual Basic Script 

HTML 

• URL represents < 1% of a 
total page 

• Most newer threats are 
hidden in the pages being 
served and require full 
page inspection 

Analysis of Request/Response is critical but can introduce latency 
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Traditional Reputation Score Ineffective for Web 2.0 

2010 2005 2006 2007 2008 2009 

IP Reputation 

Email 
Identify servers 

known to send or 
proxy spam email 

• Works reasonably 
well  

• Spam sources 
relatively static 

Page Reputation 

• Risk Index is 
created for each 
page in real time 

•  Requires 
inspection of web 
pages 

• Effective if latency 
can be minimized 

Web 2.0 
Identify malicious 
pages (content) 

dynamically Domain Reputation  

Web 1.0 
Identify domains 
hosting malicious 

content 

• Worked well for Web 
1.0 when web pages 
were static  

• With Web 2.0’s user 
generated content, it 
does not work 
(domain may be 
good, specific pages 
may be malicious) 

“Site reputation is no 
longer a useful measure” 
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Internet 

Real-Time In-line Analysis 

Knowledge of Destination 

Domain /URL Match 
Destination 
Reputation 

Knowledge  of Content 

Content Inspection of 
each object 

JavaScript, ActiveX 
 

 Knowledge of Application 

Header Inspection 
Tunneling Protocols 
Unauthorized Apps 

Knowledge of  Payload 

Signature Matching 
Executable Files Users 

SSL SSL 

Offline Data Mining – The Cloud Effect 

New URLs 

Based upon # of 
hits 

New Signatures 

Using multiple 
engines 

New Patterns 

Anomalous 
Patterns 

Integrated  & Comprehensive Threat Detection 

PageRisk  

Zscaler uses dynamic PageRisk to detect threats accurately 
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Zscaler: Comprehensive Detection Technologies 

Data Mining 
• Network effect 
• Identify emerging 

threats 

Offline Scans 
• Multiple Engines 
• Continual Scans 
• URL DB updates 

URL Database 
• Continuously 

updated 
• Proprietary  

Pattern Match 
• Custom signatures 
• Real time 
• High speed 

Malicious Content 
• Real time,  

in-line detection 
 

Malicious URLS 
• Feed #1 
• Feed #2 

Phishing 
• Feed #3 
• Feed #4 

 
Botnets 

• Feed #5 
• Feed #6 

 

Vulnerabilities 
• Feed #10 
• Feed #11 
• Feed #12 

AV Signatures 
• Inline – Feed #7 
• Offline -  Feed 8 & 9 

Zscaler Security Technologies 

Third-Party Technologies 

Combination of internal research & best external feeds results in the best threat detection 

0 100 

Safe Suspect Risky 

Block Allow 
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Browser Control 

Missing patches 

Hackers are exploiting browsers to infect users’ computer. Older and unpatched 
browsers are vulnerable. 

Enforce browser policy: browser versions, patches, plug-ins & applications 

Benefit: 

Challenge: 

Solution: 

Zscaler Policy Enforcement 

Reduce security risk with least effort (centrally configured) 

Browser Version 
e.g. IE 6 & Firefox 
3.0.10 are vulnerable 

Plug-in/Extension 
 

3rd party plug-ins are 
vulnerable 

Applications 
Browser becoming an 
application platform 

Browser Patches 
e.g. Google’s patches 
to secure Chrome 

• Configurable scans frequently (daily, weekly, monthly, etc) 
• Warn if outdated or vulnerable 
• No client-side software or download required 

IE 

Firefox 

Safari 

Opera 
Vulnerable Plug-in 

There are more browser capabilities to be exploited, more potential for vulnerabilities. 

“ ” 
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Fonctionnalités: 

Manage 
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Zscaler Manage 

Challenge: 

Granular control of Web 2.0 applications. Policies by location, user, group, 
location, time of day, quota 

Solution: 

Right access to right resources to empower users and optimize resource use 

URL Filtering 

• URL DB, multiple languages 
• Enforcement by URL, not 

domain, Safe Search 
• Real-time Dynamic Content 

Classification 
• 6 classes, 30 super categories, 

90 categories 

Enforce traditional URL 
policies at low TCO 

Web 2.0 Control 

• Action-level control for Social 
sites, Streaming, Webmail & IM 

• Allow viewing but block 
publishing 

• Allow webmail but not file 
attachments 
 

Enable use of Web 2.0 with 
right access to right users 

Bandwidth Control 

• 40 – 50% of BW is consumed by 
streaming 

• Enforce policies by type of web 
application 

• Ensure enough BW to mission 
critical apps 

Tangible savings due to 
proper use of BW (last mile) 

URL Filtering is mostly reactionary. It has a fundamental flaw to be 
an effective security filter; it does not monitor threats in real time. “ ” 

Internet bound traffic should be inspected for more than URL 
filtering. Web 2.0 applications require granular policies for control. “ ” 
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Users 

Challenge:   

Solution: 

Benefits: 

Managed access - Granular policies by action, location, group, etc.  

IM 
Chat   
File Transfer  

Streaming Sites 
 

View/Listen  
Upload 

Social Networks, Blogs 

View  
Publish  

Webmail 
Email  
Attachment  

SaaS Service 

 Provide right access to right users 

Manage - Managed Access to Web 2.0 

Internet 

Discerning one app from another is far from just a URL recognition game  

“ ” 

The advances in Web 2.0 technologies require a new generation of Web security tools that 
go well beyond traditional URL filtering. “ ” 
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Users 

General Surfing 
Min 10%, Max 30% 

Sales Apps 
Min 15%, Max 50% 

 Financial Apps 
Min.15%, Max 50% 

Streaming Media 
Min 0%, Max 10% 

Zscaler 

Manage - Policy-based Bandwidth Control 

Challenge:   40% - 50% of bandwidth is consumed by streaming applications 

Benefits: Right applications get the right bandwidth; cost saving 

Solution: Bandwidth allocation by application type 

Internet 
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Fonctionnalités: 

Data Leakage Prevention 
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Social networks, Blogs, Webmail/IM are easily accessible from any browser and are 
dangerous backdoors. May lead to accidental or intentional leakage of proprietary 
and private information.   

Users 

 Policy 
Engine 

Detect 

Enforce 

Define 
blog 

Credit cards 
IM 

Sales data 
webmail 

file  upload 

Benefits Rapid deployment.  Highly accurate, Ultra-low latency, Complete inline 
inspection (not a tap node) 

Define Policy - IP Leakage 
or regulatory compliance 

Detect violations -  DLP  
dictionaries and engines 
 

Challenge  

 Enforce by location, user, app 
 Allow or block. Notify 

Comply -  Data Leakage Prevention (DLP) 

Solution  
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Fonctionnalités: 

Reporting & log analysis 
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Reporting interactif: 5 Avantages uniques 

Real-time log consolidation 
across the globe 

Real-time correlation across apps 
– email, web, DLP, security, etc. 

Internet usage by Location 

NanoLog 
Technology 

Full drill-down from any view to 
transaction level within SECONDS 

Query Response time 

Response Time 
Others Zscaler 

2 
secs 

2 
hours 

Real-time interactive analysis 
Usage trend by department 

2 1 

3 
4 

5 

Analyse interactive du reporting et des logs 

Top Internet Users 

Overall usage for Social Networks 

Top applications for: guest 

Social Networks used 

Webmails sent and viewed 



Copyright ©  2009-2010 Zscaler   CONFIDENTIAL 31 

Multiple and Easy Traffic Forwarding Options 

No device needed on customer premise, no software to deploy.  
Simply forward the traffic from each location to Zscaler 

GRE Tunneling Create a GRE tunnel to forward Port 
80/443 traffic our SaaS  Service 

Primary Tunnel 

Secondary Tunnel 

Tertiary Tunnel 

Proxy / PAC File 
PAC File/Explicit Browser to SaaS Service  

Browser based PAC file or explicit proxy 
setting support Road Warriors 

Forward Proxy  
     Chaining 

Forward port 80/443 traffic from 
Squid, ISA, Bluecoat, etc. 

Web 
proxy 
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Questions / Réponses 

 
damien@zscaler.com 

fbenichou@zscaler.com 

 

 

mailto:damien@zscaler.com
mailto:fbenichou@zscaler.com

