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US IN NUMBERS

e Clarified 2010:

* Estonia (gov & NATO CCDCOER), Russia,
-inland, Sweden

e CERTs, Banks, Large teleoperators, Large
enterprises, other gov orgs.

* | 5x growth, profitable, AAA-rating

* Clarified 201 I - Joining forces with
Codenomicon, sales rep now Includes:

e UK, Canada, Japan, Sweden, Netherlands,
US

* Operating In US/European/APAC market

* As a whole: 70 person R&D community
producing innovative solutions to protect
you and your constituencies
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| 2@ € Agelopen 7 dagen Omroepen Genres F

|. Analyzer used in Bredolab botnet

—— < [ takedown, Dutch TV-channel covers
e — g

—_— N

2. White House still remembers our
> R L6 O | s B | research results from 2002, Chief of
“—,‘7 ez 1 Defense Command Finland tweets
S ————— ~f1 ) about it after his visit. (Clarified
Networks and Codenomicon are
spin-offs from Oulu University
Secure Programming Group).

Mikko Hypponen: Fighting viruses, defending the net

L 279,890 Views

INTERACTIVE TRANSCRIPT
ABOUT THE SPEAKER
ABOUT THIS TALX

3. Virtual Situation Room deployment
for Estonian Government

4. Situation rooms for NATO Baltic

Cyber Shield exercise, covered by
Swedish national TV (SVT)

5. Clarified Visualization in Mikko

's Doen 25 yoats Sncte B eyt

oL And whal was 0008 an anny
sophisticaled 0ol for oime and
securly expert Mikko Myppdnen
S0 Pass New vty Fom thy
W sow it

Hypponen's TED talk, 300 000 views
As e ZOkSE=E0
‘ , 6. News coverage of CERT.be fighting
mgo"*;i:_v”‘"" against website hacks, AbuseHelper's

1V-premiere.

RECENT (PUBRLIC) EVENTS
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ABUSE SITUATION AWARENESS

Jani Kenttala, Clarified Networks Oy, part of Codenomicon Group

Monday, November 7, 11



CI—IALLENGE ABUSE N REAUTY

Credit card

frauds

Dropsites
source/target

\\-

Spamming @

Phishing

Botnets

Screenshot of a real-time visualization showing abuse events.



B AND A NEVY CHALLENGE: A LO LGS
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ShadowS‘erVer Spamhaus D"OP & SBL
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AlD, AND A NEW CHALLENGE:A LOT OF
Beel)S [ ELLS US ABOLULEES

' @ Safari File Edit View History Bookmarks Develop Window Help =3 €9 = 4 @] (3.18) su22.50 JaniKenttala Q

e M O Feeds - abusehelper Collab

(|t I https:/ /www.clarifiednetworks.com/collab/abusehelper/Feeds

: <coportal collaby

Clarified Networks Oy - Save by u. .. | Feeds - abusehelper Collab

PuuhZapKaboom abuse CharifiedVideos Feeds

Add new feed

Add new feed using form
13 from 53 feeds avallable in A

| | | |povides  louputtamspot | JLRL______________________________

abusix

cleanmx-phishing
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e PROCESS

VVe help our customers to deal with
Cyber threats (malware, spam, botnets

etc) by:

from external sources,

* fully automating the data collection

*cnabling actionable reporting to

stakeholders, and
*visualizing the collected Ir

for risk management and deci

support
e Additionally we enable cross-
organizational collaboration

for
SIO

mation

|
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RAISING THE MATURITY OF ABUSE HANDLING

UP 1O THE FULL AUTOMATION

.
e Manual —
* Ad hoc (In-house) scripts | A
* Hands on automata (abuse specific . L):V
ticketing systems) ST ):.:

e Hands off automata
* [nvestigative capabillity

ooooooooooooooooooo



CSO SECURITY AND RISK Newsletters Dashboard RSS Solution Centers + White Papers Webcasts Podc

__Micresoft | Security Blog |
Data Protection

News Blogs Tools & Templates  Security Jobs Basics Data Protection Identity & Access Business Continuity Physica

TechNet Blogs > Microsoft Security Blog > Finale - Lessons from Some of the Least Malware
Infected Countries in the World - Part 6 )
Home » Data Protection

Finale - Lessons from Some of the Least o - DATA PROTECTIC
Malware Infected Countries in the World - il » g 2 Network security face
Part 6 Nations with Low Malware Rates have Better from botnets and ma

resources offer expei

RATE THIS e
HTim Rains - Microsoft 24 Aug 2011 10:38 AM | &2 5 ISPS — e through specific key
. . e sture.
@, Finland, Germany and Japan top for se@ S
5 A o enmrrEs— M7 1 Network security basi
In this final post in the series on select locations with consistently low malware infection rates, By John ED Computer incident de

| share some key findings on how these regions maintain low infection rates. S X
A few good IT securit

My previous five blog posts in this series focused on the threat landscape and insights from August 27, 2011 — CSO — Countries with good national security teams (CERTs) and diligent ISPs .
security professionals in Austria, Finland, Germany, and Japan. All these regions have enjoyed show consistently lower rates of malware infection than those states that adopt a less paternalistic Map of data breach di
relatively low malware infection rates over the past several years. i i i s o
Y P Y approach to security, a new analysis by Microsoft researchers has suggested. IT risk assessment frs
LG1F0AGIA [OM WITIMILE IULECLION LIL62 OAGL (16 DI2( 26A61S| AGTL2 According to statis.tics dr_awn from the company’s wide!y-usgd Malicious Software RemovaI.Too.I How to do end-to-enc
| (MSRT), the countries which have shown notably lower infection rates of malware are Austria, Finland,
Germany and Japan. How to compare and

Using the yardstick of computers cleaned per mile (CCM)*, Austria recorded a normalised rate of 3.3

CCM in Q4 2010, Finland 2.3, Germany 5.3, and Japan 2.3, all significantly below the global average DATA PROTECTIC
taken from 116 countries of 8.3. These low rates have remained consistent since the first

measurements taken in 2007.

eg2Ni6illecUI? [9K&U 1L SO0

— Kimmo Bergius, Microsoft’s Chief Security Advisor
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HOW DID [T WORK FOR CERI-FI¢

I‘OOO manually | IOO 000 automatically

handled cases B handled cases

e e

'« That opened our eyes!!

From: abusereport.demo@gmail.com & Hide
Subject: Daily Abuse Report for SecurityAware Inc. O
Date: August16,201121:44:11 GMT+03:00 nbox - Clar © 4

To: Jani Kenttdla <jani@clarifiednetworks.com>

» We probably still only see the tip of the icgberg..

1 Attachment, 566 bytes Save v Quick Look

100000 N\
\
AbuseHelper found reports regarding your networks. See the data below, or click the attachment.
5000 time,ip,type,cc,asn,as name | O report-23 | Open with Numbers
2011-08-16 18:44:05 UTC,71.94.146.92 drone,
I 2 O 0 6 10000 2011-08-16 18:44:05 UTC,71.94.146.92 drone
n ;s WE 2011-08-16 18:44:05 UTC.71.94.146.92,drone)  time P type cc asn  asname
\, 2011-08-16 18:44:05 UTC,71.94.146.9,drone,U T
en ha nced 2011-08-16 18:44:05 UTC 71 94 146 8 drone,)  2021708-16 18:44:05 UTC 71.94.146.92 drone US 20115
\, 2011-08-16 18:44:05 UTC,71.94.146.93, drone,|  2011-08-16 18:44:05 UTC 71.94.146.92 drone US 20115
H \ 2011-08-16 18:44:05 UTC,71.94.146.93 drone
a UtO m atl 0 n 2011-08-16 18:44:05 UTC,71.94.146.11 drone,] 2011-08-16 18:44:05 UTC 71.94.146.92 drone US 20115
1000 2011-08-16 18:44:05 UTC,71.94.146.7,drone,U PR s la
2011-08-16 18:44:05 UTC.71.94.146.75,droneyl - 0 10 18:4405UTC 71.93.196.9  crone US 20115
h 2011-08-16 18:44:05 UTC 71.94.146.9 drone US 20115
# Regards 2011-08-16 18:44:05 UTC 71.94.146.93 drone US 20115
# AbuseHelper 2011-08-16 18:44:05 UTC 71.94.146.93 drone US 20115
0 = 100 ] 2011-08-16 18:44:05 UTC 71.94.146.11 drone US 20115
Soie i s ‘ 2006 2007 2008 2011-08-16 18:44:05 UTC 71.94.146.7 drone US 20115
| 2011-08-16 18:44:05 UTC 71.94.146.75 drone US 20115
report.csv (566 bytes)
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WHY THIS HASN'T BEEN D

P

ONE EARLIER!
p

v

."’b ' <N

\

SRR

/

Sources

Internet Superheroes, CERTs, Security
Vendors, Reconnaissance (Whois, DNS,

e Fach feed Is different In Routes, AS, Geolocations)
terms of timing, transport,
data format, data content
elc,

Daily, Hourly, Realtime, ...

Transport

’.ﬁ,

e On the other hand,

reporting requirements may
e very specific.

Dat

a
CSV, HTML, EXECUTABLES

IPs, ASN, CC, URL,...

Reports
~ PDF, HTML, Visualisators
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COMMUNITY HAS
el D FORIT

® [deally: Security data is collected and
either shared or made readily
accessible in a trusted community in
real time.,

® [oday: Security data is mostly
discarded or at least not shared in @
common framework.

-- Paul Vixie, Andrew Fried, Dr. Chris Lee - Stalking Badness Through Data Mining
presented at Black Hat USA -09

Internet Special Ops

Stalking Badnless Through Data Mining
J

Pan Uxe
fhoRer Frie

Da. Chrs Lee

) : Tl
. J - <« g
X ) el
¢ N "? .
"D ) ) F
-, . {2 |
’ » ¢ ‘
v
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http://www.blackhat.com/presentations/bh-usa-09/FRIED/BHUSA09-Fried-DataMining-SLIDES.pdf
http://www.blackhat.com/presentations/bh-usa-09/FRIED/BHUSA09-Fried-DataMining-SLIDES.pdf

B0 S FOR DEALING WITH ABUSE

* AbuseHelper
* A tool for collecting and sharing suspected malicious
activity
e Collect and process Abuse Information
* Sent out actionable reports

*\/irtual Srtuation Room

e Gain situational awareness over Abuse
nformation
* Real-time visualizations from your perspective

Monday, November 7, 11



ABUSEHELPER

* A tool for collecting and sharing
suspected malicious activity
* Botnet Inspired architecture
* Distributed
* Modaular
* Bot for each specific task
* Build for various feed formats,
download mechanisms, augmenting,
sanitizing, normalizing, reporting
* Based on 6 CERI-F and 2 CERI-EE
oenerations of abuse handling
automata
¢ Fully automatic

ooooooooooooooooooo




ABUSEHELPER BENEFTS

e Handle more Abuse with less effort:
e With AbuseHelper you are able to consume more information sources than ever!
e Stay up to date with newest feeds:

e New Abuse Feeds pop up on monthly basis. Some of them are specializing on latest threats, which you
want to be aware of. In typical case you have incorporated new feed to your AbuseHelper within a week
from discovery.

e Save time & effort:

 Automate mundane tasks, such as abuse & incident data collection and reporting. Skip the bootstrapping
time needed to build your own solution from the ground-up.

 Modularity & extensibility:

e Bring together information from sources with wildly varying qualities (e.g. streaming real time data, daily mail
reports, periodically polled HTTP resources, different data formats).

* Robustness & scalability:

e With its botnet inspired architecture AbuseHelper is an extremely robust and scalable solution.
 Sharing & collaboration:

e Benefit from the know-how of other similar actors, share yours to benefit them.
e Open source for a closed community:

e Scalable, robust and actively developed open core, while still allowing non-publicly available extensions.
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VSROOM

* [aps Into stream of events and
brovides real-time visualizations
* Map based views, classification

views, text based views.

* Benefits: T
* See up-to-date situation from your
perspective;
* National: how different nations are - S GheR
coping with abuse _ @ b &b &b &
* Organizational: how large e -e

enterprises suborganizations and
supcontractors are doing.
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HOW IS THIS DIFFERENT FROM IDS/IPS?

Sensor
@ based solutions are
expensive and they take

The world watches you.

AbuseHelper helps you to stay on top of

what others know about our security o *  long time to deploy. In
incidents 29 . '

/ national context, often

s plagued with legal and

@ .’ organizational

Others do the most
assets work-intensive part -

[ staying technically up to
source/target date with latest

Phishing threats.

Based on real
iINncidents and known

badness, less false positives
than 1DS

Spamming
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HOW IS THIS DIFFERENT -FROM RS/IPQ

long time to deploy. In
national context, often
plagued with legal and
organizational

Commercial
Botnets \ @es Abuse Feeders

\"Your critic

The world watches you.
AbuseHelper helps you to stay on top of
what others know about our security

incidents F

Others do the most

Based on real asSSets work-intensive part -
incidents and known /-\/ o staying technically up to
y ] Source/‘target da.te Wl-th |ateSt

S ' o
PATTRTS Phishing threats.
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abuseheiper. lobby.r e abusehelper.lobby.source.manual  abusehelper.lobby.source.phishtank  abusehelper.lobby.source.abuse.ch  abe rce.malw mainkstips  abusehelper .source.dragonssh  a helper.lobby.source. abuse.ch-dropsites busehelper lobby source.arborssh  abusehelper. lobby scurce.cleanmx abusehelper collab

abusehelper.lob f.kl_‘_.,....‘_',‘.'._ e erver resu il Ll e o o ._al —
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* Reports are
® -Or examp
detalls

ully tailorable
e add Inter-organizational

* Report timing (real time, periodic),

@

all tallorable as well

document templates,
istribution methods -

From:
Subject:
Date:

To:

abusereport.demo@gmail.com &

Daily Abuse Report for SecurityAware Inc.

August 16,2011 21:44:11 GMT+03:00

Jani Kenttéla <jani@clarifiednetworks.com>

1 Attachment, 566 bytes

AbuseHelper found reports regarding your networks. See the data below, or click the attachment.

® OO0 report-22 5
— — o
v 3 - Y v = ﬂﬂﬂ - T v @ @ O A
View Sheet Tables Reorganize Function Formula List Charts Text Box Shapes Comment Share Inspector Media Colors Fonts
| Helvetica Neue 3 | [ Regular s (20 [}l | EEIEEE ]2 ] Owap | 20[€ | %[v |~ ]|[s00] .00 | ="
Sheets || | May 12, 2010 11:12:30 =
B i | A 8 { c | D E | F | G | H
L 1 timestamp ip url type clecip c&c port clc cc as name
2 Mar27, 2010 13:36 hitps://www.or: botnet url  208.27.60.198 6667 US
3 Mar27, 2010 19:41 https://www.or: botnet url 208.27.69.198 8667 US
4  May 12,2010 10:00 x.x..215.95 drone 217.160.253.69 80 US
§ | May 12,2010 11:12 [x.x.86.79 drone 217.160.253.69 80 US
6 May 12,2010 12:12 x.x.177.155 drone 217.160.253.69 80 US
7 May 12,2010 14:49 x.x.33.43 drone 217.160.253.69 80 US
8 May 12, 2010 16:29 x.x.158.113 drone 217.160.253.69 80 US
| Styles =| 9 May12,201017:03 x.x.114.88 drone 217.160.253.60 80 US
== Basic 10 May 12, 2010 17:04 x.x.27.137 drone 82.165.99.3 80 DE
y 12, 04 x.x.27. .165.99.
[ Basic (No Grid) 11 May 12, 2010 18:33 x.x.68.86 drone 217.160.253.69 80 US
(L] Gray 12 May 12, 2010 18:40 x.x.80.25 drone 217.160.253.69 80 US
B Gray Headers 13 May 12,2010 19:15 x.x.89.17 drone 217.160.253.69 80 US
Y 14 May 12, 2010 19:50 x.x.67.74 drone 82.165.96.23 80 DE
Gray Fill |15 | May 12, 2010 10:47 xx.254.60 drone 217.160.253.69 80 US
1 Reiae 16 May 12, 2010 10:49 x.x.208.253 drone 217.160.253.69 80 US
| 17 | May 12, 2010 11:10 x.x.67.66 drone 82.165.96.23 80 DE
18 May 12, 2010 12:56 x.x.168.165 drone 217.160.37.231 80 DE
19 May 12,2010 12:56 x.x.168.164 drone 82.165.82.77 80 DE
20 May 12,2010 12:58 x.x.136.250 drone 217.160.253.69 80 US
21 May 12,2010 13:02 x.x.168.163 drone 82.165.72.58 80 DE
22 May 12,2010 13:02 x.x.28.166 drone 195.144.12.5 6667 BE
23 May 12,2010 13:15 x.x.40.84 drone 217.160.253.69 80 US
24 May 12, 2010 13:27 x.x..9.191 drone 217.160.253.69 80 US

100 - O

T

X N+

time

2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC
2011-08-16 18:44:05 UTC

report-23

p
71.94.146.92
71.94.146.92
71.94.146.92
71.94.146.9
71.94.146.9
71.94.146.93
71.94.146.93
71.94.146.11
71.94.146.7
71.94.146.75

type

drone
drone
drone
drone
drone
drone
drone
drone
drone

dgrone

Save v

Hide

A—

Inbox -Clari ' /

Quick Look

-

Open with Numbers |

CcC

Us
Us
Us
us
Us
Us
Us
Us
Us
Us

asn

20115
20115
20115
20115
20115
20115
20115
20115
20115
20115

as name
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Maturity " ; Activity ALk W Impact

Benefit demonstrated
and work scoped

Is processed and actionable Dirt removed from your network
reports produced more efficiently

Trends and situation visualized, timely Decision makers and experts collaborate

3 -Situational awareness and collaboration collaboration enabled on exact intelligence

Private sensors

4 _ Private sensors confirm and Incidents confirmed, coverage improved
extend

3rd party
reports
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ROADMAP IN
BRAC | 1CE

o sufficier

11l

environ
results

* Pllot (maturity level 1)

tegration to yo

REIE

fijiespresent ta

Olife

ngible

o with CSIRT/CERT/Securrty team and
decision makers

* reaching all stakeholders

* [ypically done in 4 s

* Production (maturity levels 2-4)
e full Integration,
e )4// operation,

Orints

ooooooooooooooooooo




