Picviz: logiciel de visualisation
des journaux
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Classification

WEB-MISC robots txt access
(wvendor-specific:1:1852, vendor-specific:url)
1x M5-5QL Worm propagation attempt

1 x MS-5QL version overflow attempt

1% MS-50QL Worm propagation attempt
1% MS-5QL version overflow attempt

2 x User Authentication (succeeded)

User login (succeeded)

2 x MAC Violation (succeeded)

1 x MAC Violation (failed)

1 x Login (succeeded)

ICMP PING Cyberkit 2.2 Windows
(vendor-specific:1:483, vendor-specificur)
1x MS-5QL Worm propagation attempt

1 x MS-50QL version overflow attempt
ICMP PING CyberKit 2.2 Windows
(vendor-specific:1.483, vendor-specificiur)
WEB-MISC robots.txt access
(vendor-specific:1:1852, vendor-specific:url)
1x MS-5QL Worm propagation attempt

1 x M5-5QL version overflow attempt
WEB-MISC robots.txt access
(vendor-specific:1:1852, vendor-specific:url)
ICMP PING CyberKit 2.2 Windows
(vendor-specific:1:483, vendor-specificiurl)
WEB-MISC robots.txt access
(vendor-specific:1:1852, vendaor-specific:url)
1x MS-5QL Worm propagation attempt

1 x MS-50L version overflow attempt

1x MS-5QL Worm propagation attempt

1 x M5-5QL version overflow attempt
ICMP PING Cyberkit 2.2 Windows
(vendor-specific:1:483, vendor-specificiurl)
1x MS-5QL Worm propagation attempt

1 x MS-50QL version overflow attempt

Source

74.6.22.126:44036/tcp

89.222.153.113

651.128.186.202

nia

74.185.148.203:50095/tcp

nia

206.174.74 22 :cmp

651.134.56.18

219.248.253.23%cmp

193.47.80.42:42819/tcp

51.132.223.14

78.137.163.133:52670/tcp

71.48.35.137:iicmp

78.137.163.133:49707 ftcp

118.86.63.202

61.153.560.237

222.235.168.223icmp

218.7.160.84

Target
66.162.173.83:80/tcp
66.162.173.81

66.162.173.80

66.162.173.80

zeus.web-insights net:22itcp
66.162.173.80:221cp
Userld name: steve
Process name: sshd (18821)

nia

66.162.173.861cmp

66.162.173.89

66.162.173.6icmp

66.162.173.83:80/tcp

66.162.173.88

66.162.173.83:80/tcp

66.162.173.6licmp

66.162.173.89:80/tcp

66.162.173.91

66.162.173.892

66.162.173.6:icmp

66.162.173.88

Sensor

snort

snort

snort

PAM (zeus.web-insights.net)

sshd (zeus.web-insights.net)

auditd

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

snort

Time

13:56:31

13:53:01

13:49:59

13:47:31 - 13:47.17

13:47:17

13:47:16 - 12:51:44

13:42:55

13:33:15

13:27:34

13:22:41

13:22:15

13:20:49

13:12:47
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12:20:05
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Statistics Top 10 Classifications

Interface up (56, 34.78%)

i Integrity checksum changed again (3rd time

Interface down (56, 34.78%) Integrity checksum chanaed again (Znd time
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Picviz Opensource

e Présenté a Usenix WASL en décembre 2008

http://www.usenix.org/events/wasl/tech/full papers/tricaud/tricaud.pdf

* Génere un graphe depuis un language

S pcv -Tpngcairo -Rheatline -rrrra syslogemu.pcv > syslogemu.png


http://www.usenix.org/events/wasl/tech/full_papers/tricaud/tricaud.pdf

header {
title = "Syslog picviz analysis";

}
axes {
ipv4 SRC [label="Ip source"];
ipv4d DST [label="IP destination"];
port SPT [label="Port source"];
port DPT [label="Port destination"];
}
data {

PortIN="",SRC="192.168.1.205",DST="192.168.1.240",SPT="48040",DPT="23";
PortIN="",SRC="192.168.1.205",DST="192.168.1.240",SPT="48040",DPT="113";
PortIN="",SRC="192.168.1.205",DST="192.168.1.240",SPT="48040",DPT="21";

}..
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Picviz Inspector

* Normalisation facile des données
— Binaire
— Texte
— Base de données
— Hadoop

* Visualisation interactive jusqu’au milliard
* Correlation visuelle



Problemes

Les machines sont devenues omniprésentes
Les données sont volumineuses

Un résumé par statistiques, diagrames,
camemberts etc. ne suffisent plus

On a automatisé tout ce que I'on pouvait, on a
oublié I’"humain derriere



But

Trouver des attagues inconnues dans une masse
de données colossale












LOG MANAGEMENT (woursms

Reaction auy alertes

connaissances ?







LOG MANAGEMENT (woursms

Reaction auy alertes

A

Anticipation ?




LOG MANAGEMENT  ourina




LOG MANAGEMENT  ourina

Trouver Uinconnu ?
Investigation




LOG MANAGEMENT  ourina

Difficile [ Impossible

Trouver Uinconnu ?
Investigation



LOG MANAGEMENT  ourina

Trouver Uinconnu ?
Investigation
avec Picviz




LOG MANAGEMENT  ourina

Rapide et exhaustif

Trouver Uinconnu ?
Investigation
avec Picviz
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Fichier de log d'un serveur
Apache

Vue globale ...

Events selected: 4112828 (1005 /4112828

NI
©

had

2 b /4112326
LPR: 80000 ”




Fichier de log d'un serveur
Apache

Rohot Twiceler

Events selected: 19975/(4%) /4112828 /412528

LPR: 80000




Fichier de log d'un serveur
Apache

Trouver les robots automatiquement depuis U'User Agent

Events selected: 11787809 (435 /4112429 /41 2429
LPR: 80000 ” E




Fichier de log d'un serveur
Apache

Yahoo

Events selected: 188738/ (3%) /4112420 /412429

LPR: 80000




Fichier de log d'un serveur
Apache

Google




Fichier de log d'un serveur
Apache

Zoomer sur UIP Source ...

Events selected: 1178789 (455 ) (412429 /A1 2429
LPR: 80000 ” E




Fichier de log d'un serveur
Apache

202.96.51.149 22/Jun/2007:04:25:14 GET [files/gvglue.py HTTP/1.0 200 msnbot/1.0 (+http://search.msn.com/msnhot.htm)

Events selected: 1l (0%) /412429 /412429

LPR: 80000




Passive DNS du Luxembourg

Vue globale ...

: 9000 4]

31



Passive DNS du Luxembourg

Probleme DNS avec Youtube?




Chercher ZEUS

« Utiliser la regex du CERT PL > |
[a-20-9]{32,48}\.(ru|com | biz]|info|org| net)

* On récupere des domaines supers:

cg79wo020kl92doowfn0logpo9Imdieowv5tyj.com
eef795ad4eddafle7bd79212acc9ddel6.net

* Mieux : on a le profile visuel nous permettant de trouver ceux
gui ne correspondent pas a la regex!



Zoom sur NS answer domain

64.120.234.195




Revenir a la vue globale

Domaine pour la requete : ns2.speed-tube.net

LPR: 300000

Events selecfed: 2 (056) /19989452 /1988452
4 <
Cy




Investigation de
nsZ.speed-tube.net

* On recupere des domaines non rankes :

atsforadsense.co.cc;1.0;ns2.speed-tube.net;1.0
extra-tube.net;1.0001125221;ns2.speed-tube.net;1.0 ...

* Site malicieux recurrent (reactive ou en cache) :

atlsforadsense.co.cc rogue safebrowsing.clients.google.com
20110315 20110125
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Correlation Multi-Sources
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Eve : un scanner des origines

e Synthese massive factuelle des surfaces
d’attaque

e Un scanner scalable

— Congu pour scanner un pays
— Sépare le scan de 'lanalyse

* Vision temporelle

[QUARKSLA )



Questions ?



