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Agenda Software Vulnerability Management

 Vulnérabilités logicielles
 Le Secunia Research Team

 Solutions :
— Vulnerability Intelligence Manager

— Corporate Software Inspector

« Software Composition Analysis
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Statistics

» Top 200 des Editeurs
 Profitable & pérenne
» 770+ employés
80,000 Clients

» 20,000 applications
FlexEnabled

» 200,000,000 PC’s
recevant des
téléchargements et
mises a jour

Highlights

* Couverture mondiale

* ltasca, IL (HQ) USA

* San Jose, Orinda, & San Fran
CA USA

* Minneapolis, MN USA

* Maidenhead & Cheshire UK

* Munich, Germany

* Copenhagen, Denmark

* Bucharest, Romania

* Paris, France

* Tokyo, Japan

* Melbourne, Australia

* Plus de 25 expérience
eStandard de l'industrie
e Consultants de haut niveau
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Performance

® Market Leader

- Software Monetization
(FlexNet Producer Suites)

- Software License
Optimization (FlexNet
Manager Suite, App Portal)

- Installation and Application
Readiness (InstallShield,
AdminStudio,)

* Acquisitions To Date
- ManageSoft
- Intraware, Inc.
- LinkRight Tracker
- Honico GmbH
- SCCM Expert
- Secunia (2015)

- Palamida (2016)

FLE)(E_R'\AC

SOFTWARE




’ uv \ . \ y y ' mp yV N y
vVulneraplilites Logiclelles

Un risque permanent pour les uns
Un marché plus que rentable pour d’autres
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Gérer les vulnérabilités logicielles est un cycle

Secunia
Research

Asset Inventory /

Continuous Reporting
Discovery

( Manage Workflows

New

Vulnerability ‘ ii f Assess and

Verified Prioritize Risk

1%

ASSESS
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Les challenges...

« Gestion des Vulnérabilités pas implementéee correctement
Collecte et vérification manuelle des données

Flux d'information peu fiable, peu utile

Flux d’information trop riche pour étre traité correctement
Pas de processus en place et de deleguations locales
Pas de traces écrites des audits et corrections

Pas de documentation et de reporting

Attente des rapports d’audits de vulnérabilité (position
réactive vs proactive)
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Secunia Research
Software Vulnerability Management

L’une des bases de données de vulnérabilités les plus completes du marché

v f_

Base de données 50 000+ 100% CVE Une base de
sur les programmes, compatible. données unique
vulnérabilités applications et Propriété
recensées depuis plug-ins Les donneées sont intellectuelle
2003. de milliers de testées et vérifiees exclusive de Flexera
vendeurs de par Secunia Software.
logiciels. Research..
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Workflow d’analyse (simplifié)

Assignments /

Robot / ML / Direct Emails >
Pipeline

Analyzing Not valid

Failed QA
Writing Advisory

Quality Assurance
4-eye principle

Secunia Advisory

QA Approved ssued
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Secunia Research Team

e QOu Secunia Research trouve-t-il les
vulnérabilités?

* Vulnerability Tracker: des milliers de meta-crawlers
qui recherchent dans des milliers de sources

« De bonne relations avec les CERT éditeurs
« De bonne relations avec la communauté

* Des recherches internes pour la découverte et le
compte-rendu de nouvelles vulnérabilites aux
éditeurs
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Activité du Secunia Research Team

« 300 — Quantité d'informations recues chaque jour de notre
propre robot web personnalisé et de plus de 1000 sources
differentes. Notre réputation nous aide eégalement ici, des
contributeurs nous alertent spontanément.

« 80 —vulnérabilités meritent une analyse appronfondie, dans
I'intérét de nos clients

« 25 — bulletins Secunia publiés sur ces 80 vulnérabilités en
moyenne par jour

« ~5 — bulletins rejetés. Mais publiés pour des raisons de

conformité réglementaire (certaines organisations doivent expliquer
pourquoi un bulletin n'est pas retenu)
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Vulnérabilites recensees, tous produits

DERNIER
RAPPORT

confondus en 2015: 16,081

Source: “Flexera Software Vulnerability Review 2016.”
http://www.flexerasoftware.com/enterprise/resources/research/vulnerability-review/
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http://www.flexerasoftware.com/enterprise/resources/research/vulnerability-review/
../../../EVENTS/2016-12 OSSIR pres SVM/Research-SVM-Vulnerability-Update-Oct2016.pdf

Les solutions

P FLEXERA SOFTWARE®
Vulnercblllf

In’relllgence Manager

reporting baseés
informations verifi
fournies par Secuni
Research, couvrant
I'ensemble des

applications et systemes

FLEXERA SOFTWARE®
. Corporate

Sof’rwc re Inspector

Fait l'inventai
logiciels, hiérar
gére les correctifs
sécurité

P FLEXERA SOFTWARE®
Personal
Software Inspector

* Logiciel gratuit et
automatisé de gestion
des vulnérabilités pour
les ordinateurs
personnels

* Installation automatique des
mises a jour pour une
protection efficace de votre PC
et de vos données

*  Plus de 7 millions de
téléchargements

Note: Une des plus importantes
sources de données pour Secunia
Research

17
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FLEXERA SOFTWARE®
Vulnerability

Intelligence Manager

VIM est une solution de recherche d’'information en Cloud pour les
spéecialistes de sécurité

Vue globale de toutes les vulnerabilités logicielles

Délégation du travail de recherche et d’expertise a Secunia Research
pour analyser et interpréter d'énorme quantité d’informations

Evaluation réflechie du risque par rapport a vos priorités
Suggestions prise en compte en 72 heures
Workflow pour déléguer le traitement
Gestion de tickets pour suivre la résolution
Intégration Imports & Exports par API
Rapports périodiques et diffusables
Compatibles avec les standards ‘.’"L"ﬁ':;f
« SOX, PCI-DSS, NERC, HIPAA, ... ——

Threats




Tableaux de bord et Rapports
Rapport d’évaluation des priorités & filtrage

Vulnerability Intelligence Manager  Dashboard

Dashboard
Latest advisories 1l Delete Latest advisories per asset list il Delete Your latest assigned tickets
Relsass Relsags 7 Tickst Aftecied .
. . 341D Title Criticality 2 SAID Titis L Wi Queus  Status  Pricrily SAID Titie
Maotification Center
Clson Aggregation Seniices Routars (ASR) TR 1EN Thvoil Metoool Configuratian Manager E-1Z- 15M Thval
SAT421E 5000 Saries IKEV2 Denisl of Senvios - Senalized Object Handing Wunersolty 12 Meteoal
z
\Auinerabilky Configura
IEN Thvoil Storage Managsr Clisnt Joumal- E-1Z- 2016 NMaraEger
P 645 Dsfaur O Low BN
Vulnerability Manager sozazys ' Tholl Netooal Confguration Manager 01512 Based Sackup Sufter Overow Wunersbilly 12 1242 pen Saralizzd
SRIESLS senalizag Ooject Hangling \ulnzrabiey 1z
Apache Tomeat NI HTTF Connecior e
SUSE upasts for MozllaFir=fax and mazilis- 201E-12- Infamation CiEcisure Vulneratdity 12
A -
VulnTrack ngs iz
IEN Secirtty Azoess Manager for et | R
I 201E-12- Thooll Access Managar for 2-businzss il
SAT4187  SUSEupasie for tomeat — MuRpie Vulnersbillies iH Py
_ ¥ DefauR  Open  Medum  FMNMS_import
R s 01512 IEN Secirity AzosEs Manager Froducts IO1E-12- 112
o . 5-12- o 2
SAT41EE  SUSE update for [ava-1_8 (HEm — 12 OpensEH Securtty Sypass Vunaratilly - 2
P - 0112 Cisco AnyConnect Sacura Mablity Client .
Analytics SAT4172  SUSE upaste for java-1_7_Hbm —— p Irterpw o n Pn?lege 01E-12- 15M Thal
Escalation Vulnessbily = 4 Swrage W
201612 LELEL T
3474154 Gantoo updsts for Ibenme —
- Open tickets split by advisory criticality il Delete Tickets split by status il Delete
SAT4150  Gantoo update for docker IE“E'”'
— 12 / - \
I 1512 . \
SAT4135  Mapela update for phomyadmin o 4 P
i {
saazye  '5M Tl Storage Manager Clem Joumal- 01512 \
==  Gas=0 Sackup Bufter Ourow Wuinsratiey 12 Hentt ation
. setup & Configue
Rejecied 2 s gb\
. Extrermely ritical 7 = :ﬁ . ablity wanegemert
Suehiy crilic 5 e o Lo vulnef
B Highiy critical 126 . e 'ﬁ..
Moderately critical an .
Less eritical 212 frredeant " Dt
- - Wailing on CHarge Ma L
. Mot oritical 68 pashbosrd
ction SR
:t;muc advisories .
on
eport confour™ ce Feeds

yL & RSS rieligent

e
: iy PEO
pashboard - st 3 HOUT

Advisories released last year

ﬁ Settings
. e

. User Profile



Gérer le bon parc logiciel

« Asset List : configurer les groupes de logiciels qui vous
concernent (par OS, Produit, editeurs, ...)

EVUMembi“iy Intelligence Manager ~ Vulnerability Manager » inventory » Asset Lists Y O i J

Inventory ~ Ticketing Approve Advisories

@ Browsing 4 asset lists . - .
Dashboard \ a +

\sset Li Recei Prod N Advisories ted Ti Notification Nofification Enforced
List Group Enabled e _uct Products Vendors end ‘.)f life need s c Ticket level for level for by
Name all versions warnings shared by threshold N .
approval email SMS admin
A No Yes 55046 44430 10040 4662 No No s UMY pione None Mo
Notification Advisories Critic al
Center CSlal Ext
oot Yes No 361 0 D 25 No Yes  nlias Crﬂ::;?“” None None N
Microsoft  \icrosont ves No 0 2 0 0 No No  pias  COEMEl yone Nene No
Windows Critic al
vul bili ) Extremely
ulnerability Adobe ‘fes Mo 0 0 ol 0 Mo Mo nlias - None None Mo
Manager Critic-al

« Peut étre importée (SCCM, FlexNet Manager...)
» L'Asset List peut étre deleguée a des groupes

20 © 2016 Flexera Software LLC. All rights reserved. | Company Confidential F I— E )(E_R\A

SOFTWARE



Gestion des incidents: workflows

Workflows personnalisés pour déclencher des notifications,
approbations ou tickets d’incidents

P& Vulnerability Intelligence Manager  settings » workdlow Manager » Rules Y © it J
Account - User Management ~ Vulnerability Management « workflow Manager ~ APl
Browsing 1-5 of 9 rules .
Approve adviseries notification & Edit [ Delete
Advisory
released f
an Asset . :
B > A e o+ D e
approval
flo
C ke & Edit [l Del

Advison
released fi 3 C k3 Chang
s ? o3 N <+ 3 ticket <+ Notify -
an Asse - - - aosignn
List.
}“" Email - Eﬁm (]
C kets (app 1 flow) & Edit [l Del
dvisory fo - c - Chang
% Asset List > 3 N <+ ’;‘_ ticket
pproved - - - e gssignm
sl Advisory & Edir [l Delete
Advisory
released for
% an Asset > ‘ Nerty
List.
Email PDF report = Edit [ Del

Intégration avec ServiceNow. API disponible en standard.
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Gestion des incidents: Suivi des tickets, allocation
de taches, relances, ...

Advisory Database ~

Products Database ~

Browsing 1-20 of 60310 advisories

SAlD Erom = To = Title Criticality Solution s... ™
Where CVE CV55 Score M CV55 Score M Impact -
[] sap Release date  Modified date  Title Criticality
D SAETEIE 2015-12-16 20151216 ISC BIND Qpen3SL Weakness and Two Denial of Service Vulnerabilities
[] sas7sgs 2015-12-16 201512186 Cyberfox Mulliple Vulnerabilities e
D SABTS48 20151216 201512116 Red Hat update for Red Hat Satellite =
[[] saAeTs42 2015-12-16 20151216 Oracle Linux update for libreoffice =
[] sas7988 2015-12-16 20151216 IEM Forms Server Two Spoofing Security 1ssues and Security Bypass Vulnerability —
[j 5A6TE26 20151216 21512416 Cisco Unified Communications Manager Identity Management Subsystem Denial of Service Yulnerability
[] sas7s87 2015-12-16 201512416 IBM Tivoli Netcool Configuration Manager Multiple Vulnerabilities =
D SAEE014 20151216 201512186 QEMUVMXNET2 NIC Information Disclosure Vulnerability =
[] sAeTe0s 2015-12-16 20151216 Mozilla Firefox ESR Muliiple Vulnerabilities f———
[] sae7soz 2015-12-16 2015-12-16 Mozilla Firefox Multiple Vulnerabilities [ ——
[] sAs7ssg 2015-12-16 20151216 TYPO3 Multiple Vulnerabilties
© 2016 Flexera Software LLC. All rights reserved. | Company Confidential FLE . E BA&




Sulivi analytique

« Apercu graphique de l'activité et de la santé de la gestion
de la vulnérabilité dans votre organisation

[ Vulnerability Intelligence Manager  Analytics > Advisories Y © 1t J
Advisories Tickets Reports
® Advisory Analytics and Reports
DER T ET

[ 264] 0150408 % E@ W60408 xR All Asset Lists - Criticalin - mm

Notification Secunia Advisories Advisories by year
Center
E00
=0
=00
agm 450
Vulnerability
Manager #
gosor
a
=
=
FIE0
= 2016 (1730
VulnTrack 1524 o=
100
-
. r —T—T —T—T
.,;““"’d o ,.af"’x \_.,\df""w' 2 o = it o § % % % % E % .§.

Policy
Manager

Analytics
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FLEXERA SOFTWARE® Q
Cor orate 9

SoF’rwc:re Inspector

* |dentifie et gere les les vulnerabilites logicielles
pour créer et deployer les patches de sécurite

« Tire partie de la base de connaissance de
Secunia Research

FLEXERA

24 © 2016 Flexera Software LLC. All rights reserved. | Company Confidental I k== /W k=TX /A



Corporate Software Inspector: évaluation

* Nouvelle vulnérabilité
— Alertes recues réegulieremement de Secunia Research

* Inventaire/Découverte:

— Intégration avec l'inventaire MS System Center pour une
recherché sans scan

— Scanner Non-intrusif, authentifié pour la découverte
— Scanner de logiciels: 20,000+ applications
— Niveau de Patch et criticité pour 20,000+ applications

« Etablir le risque et I'evaluer e
— Acces aux bulletins Secunia 2.
— Indication de la criticité m '
— Application de coefficients

— Alertes de vulnérabilité sans scan

25 © 2016 Flexera Software LLC. All rights reserved. | Company Confidential F I— E @
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Aide a la decision : évaluation de la criticité

« Criticité determinée par le Secunia Research Team

Dashmard

mﬁwmv«mmbw

Critcalty 5 Week Mstory - Bxtremely Crtical
Crmscality S Week History « Highly Crtical
Criticality S Week: History - Moderately Criical
Criticalty 5 Week History - Less Crivcal
Cricalty 5 Week Mistory - Not Crtical
Latest Actaity

Hast States - Time Since Last Scan

N My Dastooard -

o e
5 v

Insecare: (23 3 .
End ot Lite: 4 M
Poched: 4 o
201 °

Insecare: ) 1 °
End-of-Le: 0 °
Puched: 5 °
® o

TOTAL: 207 0

Site Overview - Average System Soore

ej2ix

Avernge System Score for each site, nchding last week's data for comparnison. Moure over the bars b see

et vaes.

csc

o —

[ n

© 6 o

Site Overview - Lmsecure Softwere instafiabions. 2i2(x

Top s#es (u3 to 10) with Sre mest Insecure Softrare Instalstons. Lower bar stows last week's data for

‘each ste. Mouse over the bars to zee actusl vabses.

W eatched
Erd-OF-Lte
W issecure

Shon Unsesng Vidrer sisbliny (5452867

‘Software Overveew - Status of lastallations.
Total Puiched, £OL, and

HERRI RN

campensen, Mouse over the Sars ts see exact voues,

Total rumber of to the ity bevels advwne.
meek's data % nchided for companson. Mouse over the bars by see exact values.

st

1B Sxtremaly Criveal {0)

18 Mighly Crtseal (18)
Maderately Critca (3)
L Cotical (7)

1 Mot Cribcal (0)

&

Version

Adobe Flash Player 13.x
Adobe Flash Player 13.x
Adobe Reader XI 11.x
Apple QuickTime 7.
Mozilla Firefox 18.x

Oracle Java JRE 1.6.x [ 6.x
Oracle Java JRE 1.7.x / 7.x
RealPlayer 1.x

WLC Media Player 2.x

13.0.0.223 (NPA...
13.0.0.223 (MPA___
11.0.07.79 Insecure
7.74.80.86 Insecure
18.0.0.4744

6.0.450.6

7.0.150.3

12.0.0.297

2.1.2.0 Insecure

2i7ix

SAID
SA67114
SA67114
SA66814
SA66145
SAG7179
SAGT038
SAGT038
SA59238
SAGZT20

B
=

Issued

30 days ago
30 days ago
58 days ago
111 days ago
36 days ago
50 days ago
50 days ago
525 days ago
311 days ago

Wulnerabilities



Corporate Software Inspector: Appliquer

« Appliquer le correctif ou le contournement

Contenu:
.
Z Secunia Package System (SPS)
° -
Search | View from the context of Smart Group: Al Products v | Configure View | New Custom Package
Patches pre-testés

Product Vendor + Patched Version Architecture SAID Caiticality Detected Insecure End-OF-Life Patched

* Contenu Non-Microsoft riche s e ST : : :

Create Update Package

EL Ttem)
Create Uninstall Package.

1 Adobe 11.8.800.94 (ActiveX)  Windows 32-bit SAS3975 = 2 days ag 1 0 0
» Ajout de ses propres Packages
5 ProquCe: AppFE TTUNES TUX (1 0,
Apple iTunes 10.x  Apple 107 ‘Windows 32-bit SA50618 = 2 days ago 1 0 0

S Product: Apple QuickTime 7.x (1 Ttem)

-
I ' [l

— aC kag I n g Apple QuickTime...  Apple 774 Windows 32-bit 5453520 = 2 days ago H 0 0
[l

3 Product: Mozilla Firefox 20.x (1 Ttem)

Mozilla Firefox 20.x dation 2x Windows 32-bit SAS3970 = 2 days ago 0 1 0
7 . .
- désactivation adware, EULA
) ) Mozilla Firefox 21 Mozilla Foundation 2x Windows 32-bit 5453970 — 2 days ago [] 1 0

S Product: Oracle Java JRE 1.7.x | 7.x (1 Ttem)

raccourcis, ...configuration en 1 click = come = o oo — o

— Priorisation:
» Listes de priorité basée sur la criticité
ou des Smart Groups

— Integration pour le déploiement:
* Microsoft WSUS, SCCM, Symantec Altiris

— SC2012 Plugin:

 Patching directement depuis
la console Microsoft System Center St Grong AR o~ Lot Comple: 215,88 20 06454

Showing All Sites v Showing All Platforms v

Host & System Score  Last Scan Insecure End Of Life

CSC-BL-WIN7-01 100% 27th Aug, 2013 16:10 0 0

C5C-5RV-DC 100% 27th Aug, 2013 16:10 0 0

C5C-SRV-FILESER. 100% 27th Aug, 2013 16:10 0 0

C5C-TS-A 27th Aug, 2013 13:41 1 2
View Scan Result

C5C-Ts-B 100% 27th Aug, 2013 16:10 0 0
Delete Host T q
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Corporate Software Inspector: Veérification

« Verifier que la solution est appliquée:

— Vue tableau de bord

— Rapport de type Executive Summary

— Statistiques par Site

— Statistiques par Machine
— Statistiques par Produit
— Scans réguliers

IRRIHIED

C5C-SRV-WSUS
Overview | ScenResult | Patch Information | Patches Available
Scan Information

Host Details
Host: CSC-SRV-WSUS.

Domain: ==
Site: Servers
Scan Details

Last Scan: 23rd Feb, 2015 10:06
Last 5can Type:

Scans Conducted:

© 2016 Flexera Software LLC. All rights reserved. | Company Confidential FLE @
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Et la vulnerabilite dans nos
propres logiciels?

SOFTWARE COMPOSITION ANALYSIS

- PALAMIDA

@ Application Security for Open S e Softwar
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Statut de of OSS in the Software Industry

* 50% - 90% du code des développements
internes est externe

« Mais les organisations savent typiguement
moins de 10% de ce qui est utilsé

« Un contenu externs non maitrisé mene a:
— Risques de Vulnérabilité Open Source
— Violations de propriété intellectuelle
— Probleme du contrble des exports
— Prolifération des versions de composants

30 © 2016 Flexera Software LLC. All rights reserved. | Company Confidential
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Risques introduits par la “Software Supply Chain”

La chaine de tracabilité est souvent rompue

mozilla

CPAN

=2 )ava.net

8 Apache githUb

Software Foundation SOCIAL CODING

http://xml.apache.org

CodePlex
Commercial

Est-ce que ce logiciel est sous votre contréle depuis sa création ?

© 2016 Flexera Software LLC. All rights reserved.
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FANTEC guilty of GPL infringement in

Germany

[Posted June 26, 2013 by corbet]

The Free Software Foundation Europe announces that Harald Welte
has won a GPL infringement case against FANTEC in Germany.
"The court decided that FANTEC acted negligently: they would have
had to ensure to distribute the software under the conditions of the
GPLv2. The court made explicit that it is insufficient for FANTEC to
rely on the assurance of license compliance of their suppliers.
FANTEC itself is required to ascertain that no rights of third parties
are violated."

/‘/

Heartbleed Open SSL

Heartbleed is a security bug in the open-source OpenSSL cryptography library, widely
used to implement the Internet's Transport Layer Security (TLS) protocol. A fixed
version of OpenSSL was released on April 7, 2014, at the same time as Heartbleed was
publicly disclosed. At that time, some 17 percent (around half a million) of the
Internet's secure web servers certified by trusted authorities were believed to be
vulnerable to the attack, allowing theft of the servers' private keys and users' session
cookies and passwords.

Heartbleed is registered in the Common Vulnerabilities and Exposures
system as CVE-2014-0160
Wikipedia

FLEXERA



http://fsfe.org/news/2013/news-20130626-01.en.html
http://en.wikipedia.org/wiki/Security_bug
http://en.wikipedia.org/wiki/Open-source
http://en.wikipedia.org/wiki/OpenSSL
http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/Web_servers
http://en.wikipedia.org/wiki/Certificate_authority
http://en.wikipedia.org/wiki/Private_key
http://en.wikipedia.org/wiki/Common_Vulnerabilities_and_Exposures

E’* PALAMIDA  Products and Services

Software Solution for Software Composition Analysis: Software
BOM, IP Compliance, Vulnerability and Export Reports

Professional Services Practice: M&A due diligence, product IP
baseline analysis, inbound source audit

Over 400 customers worldwide in Technology, Finance,
Manufacturing, Defense, Telecommunications and

Entertainment
= servicenbw cadence PayPal sifran]e,
2\ | s~ StubHub! cisco .
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Technologie spécifique e

25+ Source Languages* &
Codebase Binary File Detection

ST SRR e I> « Automated Analysis via Q
§ W' ~ L— <
e e a2 AutoExpert™

. ot

o ek NEEEEESR * Exact File Matches

Customer Palamida

Compliance Library

iurto 2Ny S A o Sourct_e Code Fing_erprints
Timer — T . O * Copyright Detection
e * License Detection
3 4 AR (GTRYY * Email Detection
wb-ncd"""l‘,gg (9‘.\"::{. . URL. Detection '
¥ Ccoun * Arbitrary Search Strings

* Java Names Detection

Automated Analysis via AutoExpert™

2 14 0O Y

e Detection Rules Kernel.org

MID & AutoWriteUp * CentOS * Maven
) * Codeplex * Mozilla
* Repository Analyzers « CPAN . MysaL
cran, jar, npm, nuget, php, rom, gem * FSF Directory * NPM
* Specific-File Analyzers il * NuGet
* GNU * RubyGems
jar, docker*, exe, msi, dll, etc. « Google Code  * Savanna
* Specific-Component Detectors 7 IR * SourceForge

openssl, libtiff, etc.

* Source Languages: Ada, ASP, C#, C/C++, Delphi, Erlang, F#, Fortran, Go, Java, JavaScript, Lua, Node.js, PHP, Perl, Python, Ruby,
Scala, ShellScript, Swift, Tcl, Verilog, Visual Basic, and VHDL
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Solution intégrée

SCAN > ANALYSIS P INVENTORY [

Exact File Matches Automated Manual Bill of Materials Items Legal / Security / OSRB
Source Code Matches . . Component
. . (A ert (GuidedAudi Pe
License Detection Version v n X
Copyright Detection . License ’
Email Detection [K.:Q Security Vulnerabilities \
URL Detection \ -‘ Legal Obligations
Arbitrary Search - N Audit Notes REQUEST WORKFLOW
Java Narsr;cgsngsetection Examine Files with Evidence Third-Party Notices Create / Associate
Associate to Inventory Items (BoM) Requests to Inventory
Mark Files as Reviewed Items
Publish Findings
REPORTS
Third-Party Indicators Analyzer Report Palamida Report Requests Report
Report Evidence Rank Report Audit Report Usage Reports
Evidence "™ =" tTeUUTYL R Usage Reports Obligations Report
o . CVE/Vulnerability Third-Party Notices
Report Report

Obligations Report
Third-Party Notices
Report
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Pour plus d’information: www.flexerasoftware.fr
Francois MAUFRAIS - fmaufrais@flexerasoftware.com
Christian HINDRE - chindre @flexerasoftware.com
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