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Tanker

This document (the “Document”) is strictly confidential and has been prepared solely for information purposes of persons or entities who have are interested by helping Kontrol to develop its business and may not be
relied upon by any person or entity without our express written consent. In particular, this Document has been prepared solely with a view to highlighting certain items of Kontrol's business and, as such, may not address
all items of interest or concern in connection with it or otherwise. As a consequence, we accept no liability or responsibility in respect of any statement, opinion or information contained in this Document.
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W The need for security

Data leaks

Data tampering

Hardware theft
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Our landscape
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p Our Mission

Secure applications by design

CORP

REMOTE
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p Our Solution

anker is a SDK available on desktop,
mobile and the web
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W Confidentiality

Tanker ensures confidentiality and
authenticity of resources among a
defined set of parties
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p Parties

Parties can be users or servers
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Multi-device

Parties can have multiple devices

—ach device
nas it's own private key
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Resource

Actors work on resources

A resource represent
a piece of data
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p Sharing

Resources can pe shared

TRUSTCHAIN

2 KEY FOR BOB - 0 TANKER SERVER
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p Integration
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Recovery

Balance perfect privacy

and user experience

UXx
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W Security Best Practice
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p Chain of accountability
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amperproof

e \erifiable

Blockchain alike

e Decentralized data ownership
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W Perfect Forward Secrecy
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Data Key Rotation

-ach data version
nas a new key
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p Trustchain

A blockchain references:

® Users devices

® esources

tis append only

ALICE DATA

ADD ALICE

USER

ADD RXXXXO01
RESSOURCE

Users:
Alice, Kate, Tom

SHARE RXXXXO01
RESSOURCE

Document key:
Encrypted for Bob,
Nick, Ron
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W Application creation - Register

Register a Trustchal

on Tanker's websit

W Tanker
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p Application creation - Trustchain 24

A new block Is created
with the Application
Key

The key will be used to
validate new user
additions

TANKER
Signature




W Application creation - Integrate

INntegrate the
SDK Into your
application
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Account creation

New user additio
py the app

NS are signed

ication
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Device creation

New device
additions are
signed by another
device
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¥ Resource sharing 28
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—ach resource
share is logged
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Trustchain
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v Gateway

REMOTE

® EMPLOYEE
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