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DIGITAL FORENSICS AND INCIDENT RESPONSE

▸ DFIR is a team work 

▸ Mantra: 'with enough eyeballs, skills and mindsets, all 
threats are shallow' 

▸ DFIR is a set of processes 

▸ We shall seek to drive the DFIR activity and continuously 
improve it 

▸ Thanks to operational, meaningful statistics



SHARING IS CARING

▸ Investigation performed, IOCs collected and proper 
response done 

▸ Wouldn’t they be useful to peers to defend themselves? 

▸ Hopefully, they will come up with complementary IOCs 
that were unbeknownst to us



SPECS
HOW TO GET THERE?



AUTOMATION & COLLABORATION

▸ Let many analysts work on multiple cases, sometimes 
simultaneously 

▸ Collect observables and make their analysis as simple as 
possible 

▸ Index observables, cases and any noteworthy evidence or 
reference



AUTOMATION & COLLABORATION

▸ Maintain history & an audit trail 

▸ Change behavior according to the TLP 

▸ Offer an open, documented API to extract IOCs or create 
cases out of MISP events, email reports or SIEM alerts 

▸ Generate statistics to drive and improve the activity 

▸ Facilitate report writing



WE ARE HUMANS — WARNING / 'EXPERT' DEBATE

▸ Human interaction with the constituency may be 
negatively impacted by a ticketing system 

▸ Do not expose tickets to the constituency 

▸ Automation is good… until it strips away the social aspects 
of our work



3 YEARS AGO…

▸ Hunting for a solution started in early 2014 

▸ Solutions existed but none completely fulfilled the 
requirements 

▸ Excel/OneNote, AbuseHelper, RTIR, MISP, CIF, Resilient 
Systems… 

▸ Build or buy? Build



THEHIVE
LEARNING FROM BEES



▸ 3-IN-1 

▸ Collaboration platform 

▸ Task & work log 

▸ Analysis and storage platform 

▸ Supports LDAP, Active Directory & local accounts for 
authentication 

▸ Used by several CERTs/CSIRTs throughout the world



ARCHITECTURE

BACKEND

STORAGE

FRONTEND

REST 
APIS

HTTP

A A A A

ANALYZERS 

REST 
APIS

HTTP

CORTEX



WORKFLOW

CASE

TASK

LOG

OBSERVABLE

JOB

ANALYZER

CASE  
TEMPLATE

AUDIT

USER

TASKTASK

LOGLOG

OBSERVABLEOBSERVABLE ANALYZERANALYZER

JOBJOB
REPORT 

TEMPLATE

ALERT / 
MISP EVENT

ANALYSIS 
REPORT



MAIN FEATURES

▸ Import & sync events from several MISP instances 

▸ Preview alerts from multiple sources (SIEM, IDS, email…) 

▸ Handle cases the way you want using templates 

▸ Analyze observables through several Cortex instances  

▸ Leverage statistics to drive the activity 

▸ Stay up-to-date on new cases, tasks, analysis jobs thanks to 
the real-time stream



▸ Automate bulk observable analysis through a REST API 

▸ Query analyzers through a Web UI to quickly assess the 
malicious nature of observables 

▸ Analyzers can be developed in any programming 
language that is supported by Linux 

▸ Invoke MISP expansion modules 

▸ Can be queried from MISP to enrich events
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DEMO?
SHOW TIME



MAIN VIEW
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THE BIG PICTURE
PLEASE REWIND
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GET THE SOFTWARE

▸ TheHive and Cortex are available under an AGPL license 

▸ Use RPM, DEB, Docker image, binary package or build the 
the source code 

▸ Linux with JRE 8+, Chrome, Firefox, IE (11) 

▸ Test/training VM: https://blog.thehive-project.org/
2017/07/06/train-till-you-drain-thehive-cortex-vm/ 

HTTPS://THEHIVE-PROJECT.ORG/  

https://blog.thehive-project.org/2017/07/06/train-till-you-drain-thehive-cortex-vm/
https://blog.thehive-project.org/2017/07/06/train-till-you-drain-thehive-cortex-vm/
https://thehive-project.org/
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