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Assistance personnalisée
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liecnde replay  Stéphane Huette Probléme technique lors de l'utilisation de notre plateforme
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Classement des meilleurs Hackers sur la plateforme

Adfrontes les meilleurs et prenez ls premige place de notre dassement |
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A : () Serge P. Ludovic B. S

2 Cours en Téléprésentiel oduction aux risques et aux enjeux de la sécurité applicative
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roject Intruder Repeater Window Help SQL InjECtion ChaIIEnge

mopication sinsi que @ meniére d sttzge W

Wanrabe Hacker
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17  Coeching en Téléprésentiel - Nos experts AppSec répondent a toutes vos questions

() New live tas @ {:} @ s Time to level up? Catch more bugs with Burp Suite Pro | 210500200 X > .

Running Paused Finished Issue activity [Pro version Only] ® ()’ 9 P9 Louis Chesnais Bordes

Detection Exploitation Remediation
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o 0 responses processed Suspicious input transformation (reflected)  http:ffinsecure-bank.... furl-shorten ° . ‘ bi 2 .
’ ¢) SMTP header injection http:ffinsecure-webs... fcontact-us I n ect I o n S L Membres inscrits
0 responses queued fblog

! Serialized object in HTTP message http:#finsecure-bank.... Q Utllissteurs

! Cross-site scripting ([DOM-based) https:ffinsecure-ban... f |
Suivez vos gains et vos pertes de Points et de SecCoins XML external entity injection https: #fvulnerable-w... fproduct/stock IntrOd uction

@ External service interaction (HTTP) https:/finsecure-web... fproduct o
@ web cache poisoning http:ffinsecure-bank.... fcontact-us i Utflicatewes: v

Cumrent Year Smthése des Points & SecCoing gagnés et perdiss durent votre parcaurs de formatian O Server-side template injection http:ffinsecure-bank.... fuser-homepage This article is focused on providing clear, simple, actionable =
S —— @ SOL injection https:fAvulnerable-w... £ B : . ) . ! T . Module
e Sostarm arta @ 05 command injection https:/finsecure-web... ffeedback/subm : guidance for preventing the entire category of Injection flaws in your

applications. Injection attacks, especially SQL Injection, are
<'e v ; unfortunately very common.

Iog @ ()‘ : Dol
Advisory ” Application accessibility is a very important factor in protection and L 3 GO TR Ll I

@ @ @ Debu| Search : prevention of injection flaws. Only the minority of all applications
S Tyoe P— TR : within a company/enterprise are developed in house, where as most
9 20 Dec 2020 Info Proxy Proxy service applications are from external sources. Open source applications
give at least the opportunity to fix problems, but closed source
applications need a different approach to injection flaws.
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Injection flaws occur when an application sends untrusted data to an 2oparRmal
interpreter. Injection flaws are very prevalent, particularly in legacy
04 - Database Assessment code, often found in SQL queries, LDAP queries, XPath queries, OS
05 - Password Attacks commands, program arguments, etc. Injection flaws are easy to

08 - Exploitation Tools gb-lon1-01: ~ discover when examining code, but more difficult via testing. Sloutecun chefe prolet
Scanners and fuzzers can help attackers find them.

03 - Web Application Analysis
Chefs de projet

2 chefi(s) de projet

Usual Applications
Memory: 71.2MB B ] Disk: 32kB

Depending on the accessibility different actions must be taken in
order to fix them. It is always the best way to fix the problem in
source code itself, or even redesign some parts of the applications.
But if the source code is not available or it is simply uneconomical to
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Les applications sont la SOUFGE#I des fuites de données et la Cible #1 des
cyber-attaques

Denial of Service ‘
crimeware D
Physical Theft and Loss (NED
St Cand Smmes | | : R B
N ——— e respgct de Ia,v!e privee, la conformite, la
RN o n— transformation numerique, le cloud, le DevOps,
FTR— les API, le mobile et I'ldO contribuent a
priviiege Misuse I accroitre de maniere exponentielle les
Cyber Expionage risques liés a la sécurité des applications
Web App Attacks m )
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Source: 2017 Verizon Data Breach Report (DBIR)
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La sécurité des applications est un sujet majeur pour le RSSI
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Approche continue de la sécurite applicative
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Total Issues Found Total Active Issues Total remediated
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Issue Type

Open Vulnerabilities Vulnerabilities Over Time

I Low Medium [ High [ Critical B Low Medium [ Hich I Critical
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SQL Injection (register.jsp)

Information Exposure Through an Error Message
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Secure your source code by building
and scanning your repositories to
identify sources of vulnerabilities to
be fixed.

Identifies risks in third-party and
open source components that have
been integrated into your
applications and your containers.

CAPACITES

Build and Deploy your code in a
virtual environment to run
sophisticated scans in order to
detect vulnerabilities in your code
changes with minimal user
Interactions

Just bring your own code,
continus.io will take care of
orchestrating the necessary

application security tests in a
dedicated environment without
slowing your Time-To-Market

NtiNus

Transparent and easy integration in
the SDLC to secure build and
deployment.

Deploy a Dedicated and Isolated
DevSecOps pipeline for each team
to increase Security.
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Developer

Continus SAST
Start Initialize Analysis
Environnement de sécurité Isolé pour chaque application

Push Code
Scan Source Code EEEEEEEEEEEEES Scan Dependencies
Build Build Container Dynamic Vulnerability Scan
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Source Code
Repository
(Git, GitHub, GitLab, etc)
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Team Details X

Dashboard

Dashboard

I~* Executive Metrics

FR API Back

% Technical Metrics

team excelle

. | @Connect to GitHub
2. Operational Metrics team excellence

Governance :
Team Details _

‘«» Team Management

# Username Email Action
® Awareness

Owned Teams

Member has been saved successfully!
+ Add Team

Member Email

Security Testing
> Source Code Analysis
<o Software Composition Analysis azziz.errime@contmus.io

3% Vulnerability Scanning

¥ Trained for security
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Team Detalls

team excellence

Activation Status: Activated

BConnect to GitHub

Enter Reposilory Name

AppSec-Academy/dvwa
AppSec-Academy/OfflineLab
AppSec-Academy/bodgeit
AppSec-Academy/juiceshop
AppSec-Academy/webgoat
AppSec-Academy/vulnapp

Trained for security

+ Add Member

NtINUS

Edit

remove

Intégration Git



