DARB HACK 20/1



CONTEXTE

Une conférence "jeune" (2eme édition)

1 journée, 1 nuit, 1 track, 3 workshops, 1 CTF
1 BBQ ... ou pas

~300 participants

Hyeres ... ou Toulon

https://www.barbhack.fr/fr/



https://www.barbhack.fr/fr/

PRESENTATIONS (1/3)

e What if you're pwned during an offensive engagement? //
Blue team goes brrrr
o Louka Jacques-Chevallier
e Sécurisation d’un systeme industriel par la mise en place
d’un IDS pour bus de terrain CAN
o Estelle Hotellier
e SOCMINT - Le produit c'est vous !

o @Palenath, @Geluchat



PRESENTATIONS (2/3)

e Reversing an M32C firmware -- Lesson learned from playing

with an uncommon embedded architecture
o Philippe Laulheret
e Contournement d'une 2FA.... avec une voiture bien sir !
o Phil BARRETT
e Utiliser un TPM pour protéger ses clés d'authentification

o Nicolas IOOSS



PRESENTATIONS (3/3)

e Reversing and Exploiting Samsung's Neural Processing Unit
o Maxime Peterlin

e FakeMyAS
o Thérése FILI & Hugo BRUNA

e Pwn20wn'age du TP-Link Archer A7 router
o Kevin Denis

e New detection techniques against

ThisPersonDoesNotExist.com

o Mathis Hammel
o https://fada.h25.170/



https://thispersondoesnotexist.com/
https://fada.h25.io/

RUMP SESSTONS

Liste (et slides)
https://twitter.com/ barbhack /status/1431975556162236420

1. Mathis Hammel / Adversarial Attacks

2. Laluka / How "secure" 1is secure (Root-Me, Spip, and
vulnz)

Worty / PHP 0Oday (crash)

Antoine Cervoise / Les pépites de Yopmail

Teo Mahl & Gallium / Organisation d'un LAN en 2021
Shutdown / The Pentester Lunchbox

Navlys / OSINT

La brosse Adam / CTF-KIT

co~NOOr W


https://twitter.com/_barbhack_/status/1431975556162236420
https://threadreaderapp.com/thread/1425523073806110720.html
https://thinkloveshare.com/en/hacking/rce_on_spip_and_root_me/
https://podalirius.net/en/shutdown/Barbhack%202k21%20(rump)%20pentester's%20lunchbox.pdf

WORKSHOPS

e Initiation au CarHacking, saison 2 : Radio Gaga !
o Phil BARRETT, Anthony RULLIER

e The DVID Challenge - BBQ 2021 edition
o Arnaud COURTY
o https://github.com/Vulcainreo/DVID
o http://dvid.eu/

e Workshop SOCMINT
o @Palenath, @Geluchat


https://github.com/Vulcainreo/DVID
http://dvid.eu/
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2 RootMeUpBeforeYouGoGo
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https://twitter.com/ barbhack
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[status/1431990166386847751/photo/1



https://twitter.com/_barbhack_/status/1431990166386847751/photo/1

INFOSEC TS BACK |

Des goodies !

https://twitter.com/ barbhack /status/1433031271094145030

Du drama !

https://twitter.com/pentesteur/status/1432623433481924611



https://twitter.com/_barbhack_/status/1433031271094145030
https://twitter.com/pentesteur/status/1432623433481924611

QuesTions | B

https://twitter.com/iotcert/status/1431319174933094405



https://twitter.com/iotcert/status/1431319174933094405

