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RED TEAM

RED TEAM BLUE TEAM

Simulated adversary, attempting ro identify incident response consulianis guide the IT security
and exploil potential weaknesses wirhin the Ieam on where 1o make improvemenis 1o sfap
nrganization’s cyber defenses.. sophisticated rypes of cyoerariacks and threals..

idenrifying an artack path that breaches Lleaving the IT security 1eam
the arganization's security defense responsible for maintaining the internal
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RAINBOW TEAM
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RED TEAM

OFFENSIVE ATTACK TEAM

wxg

Tasks include:

e Ethical hacking

e Penentration festing
Black box testing
Social engineering
Web app scanning
Vulernability exploitation

PURPLE TEAM

DATA COLLECTION &
IMPLEMENTATION TEAM

Tasks include:

* Improvement facilitation
Data analytics
Gap analysis
Red vs Blue skill testing
System improvements
Collaborative security

BLUE TEAM

DEFENSIVE PROTECT TEAM

b 4

Tasks include:

e Infrastructure security

¢ Damage control
Incident response (IR)
Operational security

Threat hunting
Digital forensics »




RED TEAM

Key considerations

History and
reputation

Company
Requirements

At least five references from previous
assignments related to intelligence-led red team
tests

Risk

Adequate indemnity insurance in place to cover
activities which were not agreed upon in the
contract and/or which stem from misconduct,
negligence. ..

Robust risk management and security controls
in place (information)

RT providers should have robust methodologies
in place to conduct the most

advanced and innovative forms of red team
testing. The RT provider should aspire to
conduct the highest level tests, such that they
can mimic a nation state actor and demonstrate
sophistication, agility, use of advanced
techniques and per rance to match the level
of defense of an entity. The RT provider should
have processes in place to be able to clearly
explain its methodologies, how they evolve and
how they result in effective and high quality red
team tests.
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Governance
management

Security & Collaborative
confidentiality approach

RT manager
Requirements

At least five years experience in red team testing
including three years managing intelligence let
red team tests

Up to date CV and at least three references from
previous nments ofthe Red team test
Manager to be provided fo the entity, specifically
red team testing activities

Background checks on the Red Team test
Manager are conducted by the RT provider (as a
minimum). Enhanced background checks are
conducted as required by the national
authorities.

Ideally, the Red Team test Manager should have
appropriate recognised qualifications and
certifications for threat intelligence (as set out in
Annex 1)

i

KEEP

CALM
CAPTURE
THE FLAG

Language
support

Staff
competence

Requirements

Sufficient experience of the Red team
members. Expectation for each member. at
least two years of experience in red team
testing

Up to date CV for each member of the team
to be provided to the entity

Multi-disciplinary composition of the red team
with a broad range of knowledge and skills
such as: business knowledge, red team
festing, penetration testing, reconnaissance,
threat intelligence, risk management, exploit
development, physical penetration, social
engineering, vulnerability analysis and
combination thereof

Background checks on each member of the
RT are conducted by the RT provider (as a
minimum). Enhanced background checks are
conducted as required by the national
authorities

Ideally the Red Team should have
appropriate recognised qualifications and
certifications (as set out in Annex 1)

RE&D

RT Team




RED TEAM AUTOMATION

Conference Paper | PDF Available |

Automated red teaming: a proposed framework for military

January 2007
DOI:10.1145/1276958.1277345
Source . DBLP

‘ [Y Read full-text ‘

Conference: Genetic and Evolutionary Computation Conference, GECCO 2007,
Proceedings, London, England, UK, July 7-11, 2007

Authors:

Chwee Seng Choo Ching Lian Chua

Victor Su-Han Tay

Defence Sc

4 Download citation ‘ ‘ (@ Copy link
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RED TEAM AUTOMATION

Modeles actuels :

- Focalisés soit sur la mise en place d’un infrastructure en préparation de tests manuel, soit
sur des scénarios post-compromission orientés autour des mouvements latéraux

- Un autre modele émerge avec des métiers comme le DevSecOps et la généralisation de
I’évaluation continue (Randori by IBM)

- Un besoin se fait également sentir lors de I’entrainement des ressources de réponse a
incident et il devient nécessaire de produire un panel de menaces diversifiées

- Automatisation personnelle du Bug Bounty, Automatisation de I’'analyse de malware, de la
réponse a incident ...

Ces modeles ne représentent pas I'adaptabilité de la menace,
et privent I'état de compromission, d’adaptation apportée par I’humain
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QUI SOMMES NOUS ?
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SCRIPTING
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License
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LATERAL MOVE

https://github.com/klezVirus/CheeseTools

SONFUCIUS

CheesePS Workflow cal Execution Scenario

.
Evil H.aL.ker Low Privileged User

{Compromised)

(Compramised)

—

CheesePS

The command line is
AMSI on Pi

Bypass
Constrained Language
Mode
Create
Runspace

AV
Patch AMSI

Bypass AV using encrypted data over http[s]

Download
WLDP Bypass
modu

Patch WLDP

Lateral Movement Scenario

PC

Local Admin Credentials
]

L 4

PowerShell Remoting

Attempts a general bypass via regini,
if required
e Remote
Runspace

Transfer the AMSI
bypass module to remote target
Wait for AMSI
Bypass Module

Transfer the WLDP
bypass module to remote target
Wait for WLDP
Bypass Module

Bypass WLDP

Transfer additional modules
to remote target

import Modules

Transfer Executables
fo remote target
Wait for
Executables




RED TEAM CHAOS ENGINEERING

Legend: Exploit== | Scan Tunnel == | Island Communication

1. Run C&C Server
2. Run Monkey

3. Infection Map L4

]

4. Security Report

=) Start Over windows-machine : 192.168.1.41

Configuration
Mofkeylsland
Log
webServer-shellshock0 : 10.0.3.68

‘ GuardiCore

Ubuntu-4ubuntu2.1 : 11.0.0.13

SONFUCIUS Guardicore, Infection monkey




INTRANET PENTEST

English | O
Viper is a graphical intranet penetration tool, which modularizes and weaponizes the tactics and technologies commonly used in
the process of Intranet penetration
Viper integrates basic functions such as bypass anti-virus software, intranet tunnel, file management, command line and so on

Viper has integrated 80+ modules, covering Resource Development / Initial Access / Execution / Persistence / Privilege Escalation /
Defense Evasion / Credential Access / Discovery / Lateral Movement / Collection and other categories

Viper's goal is to help red team engineers improve attack efficiency, simplify operation and reduce technical threshold
Viper supports running native msfconsole in browser and multi - person collaboration

52.168.146.130

192.168.146.12

MSFCONSOLE

192.168.146.11

SONFUCIUS

192.168.146.12

&3 PayloadHan

192.168.146.11

192.168.146.130

192.168.148.12

WebDelivery £ Files B Auvtomation T Intranet O Credential ] MSFCONSOLE £ Setting

https://github.com/FunnyWolf/Viper



TRUEBOT

Initial Infection

SGONFUCIUS

Running
processes and

system information

Lacal demain name
Domain trust relations

System screen shot

Connect to C2

A04NOTFOUMND

htp:i<hostnarmes/
=zpath=

KLL [KLLSELF|KLL

|[EXE = Run .exe file
[DLL = Run .dll file

P51 - Run .ps1 file
|BAT - Run .bat file

[DNM = Run .dil in memory

[SCH — Rumn shellcode
|S64 = Run ®64 shellcode



RED TEAM INFRASTRUCTURE

| domain1.com |

Phishing &
Payloads

SONFUCIUS

domain2.com

LT DNS C2

S

|dnma|n3.cmm

ST DNS C2

domaind.com

Cred Capture| &

STHTTP C2

https://github.com/bluscreenofjeff/Red-
Team-Infrastructure-Wiki

| 1f mobile | |

Apache Redirector

\ If IR user agent—"

,’J—‘ Real Target Page

v

useragent N\ If invalid payload URI

Valid payload URI

Payloads Teamserver



RED TEAM INFRASTRUCTURE
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Overlord - Red Teaming Automation
m black hatl Arsenal |

r‘\VA

D)

“"i.l‘?

'tm umll"

OVERLORD

Overlord provides a python-based console CLI which is used to build Red Teaming infrastructure in an
automated way. The user has to provide inputs by using the tool's modules (e.g. C2, Email Server, HTTP web
delivery server, Phishing server etc.) and the full infra / modules and scripts will be generated automatically on
a cloud provider of choice. Currently supports AWS and Digital Ocean. The tool is still under development and
it was inspired and uses the Red-Baron Terraform implementation found on Github.

A demo infrastructure was set up in our blog post https://gsecure.com.cy/resources/publications/overlord/.

For the full documentation of the tool visit the Wiki tab at https://github.com/qgsecure-labs/overlord/wiki.



RED TEAM TRAINING

Loen oy M e

CyberRange Diateam Malice Sysdream
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CONTINUOUS AUTOMATED
RED TEAMING (CART)

R  Canary Cannery Corp

50 16 22

Targets . High Priority Unknown N Tiiesta Favorite Saved Views
Need Attention Targets Targets i

25 Meed Investigation, 4 0 He
15 Need Resolution g
10 Need Review

il

Potential Logdj 2 Targets

Attack Surface Over Time OVEF AST High Risk Ports

New Targets

149 21 132 ) End-of-Life Software

Domains

Attacks in the News

Ransomware Attack Vectors

Activity Business Context - v Characteristics by Priority

oy argets | Al

Targets Assigned Impact )
o Login Page 49

Assign Additional impact through Policies Mark Additional Status through Policies

No €55 47
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CONTINUOUS AUTOMATED
RED TEAMING (CART)

|4 PENTERA

Sleep well at night with Automated Security Validation

Continuously Va

Your Cyber

with a Click of a Button

Jefe

Idate

N1SES
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RED TEAM AUTOMATION

H endgameinc/RTA  Public

<> Code (%) Issues 1 {9 Pull requests & (® Actions [ Projects (@ Security |~ Insights

Go to file Add file =

red_ttp

LICENSE.txt

README.md ADME t be us ptrunner
_init__.py

attack-navigator-coverage.json

run_all.py

README.md

Red Team Automation (RTA)

RTA provides a framework of scripts designed to allow blue teams to test their detection capabilities against
malicious tradecraft, modeled after MITRE ATT&CK.

RTA is composed of python scripts that generate evidence of over 50 different ATT&CK tactics, as well as a
compiled binary application that performs activities such as file timestopping, process injections, and beacon
simulation as needed.

Where possible, RTA attempts to perform the actual malicious activity described. In other cases, the RTAs will
emulate all or parts of the activity. For example, some lateral movement will by default target local host
(though with parameters typically allow for multi-host testing). In other cases, executables such as cmd.exe or

SONFUCIUS



ATOMIC RED TEAM

Red Canary

2 , A3 206 foll & httpiiwww.redcanary.com W deanary [ inf

() Overview [J Repositories 26 [ Projects @ Packages A& People

Popular repositories

atomic-red-team Public invoke-atomicredteam

Public

Public Public
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MODELISATION

JobTemplate

< CollectMetadata < ExecuteTask

Transports

goroutine

WriteAgentMessage < WriteServerMessage

SendAgentMessage SendServerMessage

Server

https://github.com/KCarretto/paragon/
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ARBRE DE DECISION

agents X  abilities X  adversaries X  operations X atomic X

Operations
CALDERA

e Select an operation  Worm Operatian - 0 desisions | just now, ¥ % Crasts Operation

Worm Operation
A 1 strtup wamings
¥ Download Current state: 1

[ ] o >, Obfuscation: | plin-tex: - Marual =@ Autonomous
Pane

W CAMPAIGHS
Rum 1 Link

agents

abilities Lot # Manusl Command  + Potential Link:
adversaries

operations

B PLUGINS

True

access Collect ARP details rdgkk VAN-DST-10 8232 View Command View Output

atomic S =
: l " —  Successful? Stopping

Reverse nslockup 1P nxdgkk VAN-DST-10 6188 Vi Commane View Dutput

compass
debrief

fieldmanual &

Conditions Met?

manx
sandcat
stockpile
training

) Reverse nslookup 1P medgkk VAN-DST-10 n/a View Cammand o om0t

o CONFIGURATION

fact sources + Manwal Command  +F Potentia Link

objectives
planners Lateral
contacts .
obfuscators Mwemnt
configuration
exfilled files
api docs &

B Log out

Mitre Caldera
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GRAPH DE CONNAISSANCES

/h \
GraknAl -
‘@'O NFUCIUS https://dzone.com/articles/loading-data-

into-a-grakn-knowledge-graph-using-th



MICROPSI

Eclipse Environment

e L N L

Mode Net Editor World Editor

Met Simulator
Agent Warld Simulator
Execution

Console
Application

Manitoring

20 Desplay http://www.cognitive-ai.com/
Server

3D Dsplay
Clignt
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NLP CAN HELP ?
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OU PAS ?
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SYNTAXE ?
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PLUS PRECIS ?
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JACQUES A DIT :
DIS MOI CE QUE JE VEUX
ENTENDRE
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Mitre Att&ck
Mitre Att&ck Styx

Caldera

QONFUCIUS



S’INSPIRER DU MONDE DEFENSIF

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Commandand  Exfiltration Impact
Development Escalation Access Movement Control

10 techniques 7 techniques 9 technigues 12 technigues 19 techniques 13 technigues 42 technigues 16 technigues 30 technigues 9 techniques 17 techniques 16 techniques 9 technigues 13 techniques
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ET DE LA MENACE ACTUELLE

{
"id": 6-4310aeebadaf",
"type' relati =
"created": "2021-C
"created_by_ref": c4b-4611-82 5e40b5",
"external_references": [
{
"source_name':
"url®: Thitp
irity Advisory - Tactics, Technigues, and Procedures of Indicted APT48 Actors Associated with y Department. Retrieved August 12, 20821.
!
ia accounts to conduct so APT48 3 2021)",
"relationship_type™: "u
"source_ref": "intru
"target_ref": ttack :
"x_mitre_version =
"x_mitre_modified_by_ref": "identity--c
"spec_versio : 0318
"x_mitre_attack_spec_version": "2.1.0",
"y_mitre_domain
]
b
{
"type": "re
"created™:
"created_by_ref":
"modified"
"description” 1 enterprise networks. ",
"source_ref": "x-mitre
"target_ref": "attack
"relationship_type": '
"x_mitre_attack_spec_version": "2.1.0",
"x_mitre_modified_by_ref": "identity Ocdb-4611-8297-d1
"spec_version": i,
"x_mitre_domains": [
"enterprise-attack"
1,
"x_mitre_version": "1.G"
ks

SYONFUCIUS https://github.com/mitre-attack/attack-stix-data
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VERS UNE MODELISATION

agents X  operations X

Operations
CALDERA

T Select an operation clidemo (10/19/2022, 11:18:51 AM) - 0 decisions | 55 seconds ago % < Create Operation

. Grapiedarle O BRI Current state:  finished C Obfuscation:  plain-text autonomous

Re-run operation
™ CAMPAIGNS

agents Status Link/Ability Name Agent #paw Host pid Link Command
abilities
: 10/18/2022,
adversaries 11:17:56 AM Ingest domain to armory  bxyfiv mjolmir 23330 View Command View Output
operations CHEE
% PLUGINS 10/18/2022,
11:18:16 AM Launch sublist3r bxyfiv mjolmir 23334 View Command View Output
access GMT+2
compass
dabrct 10/18/2022,
11:19:01 AM Nmap on targets bxyfiv mjolmir 23342 View Command View Output
manx GMT+2
sandcat
stockpile 10/18/2022,
i 11:22:11 AM Nuclei on targets bxyfiv mjolmir 23376 View Command View Output
training GMT+2

©& CONFIGURATION

fact sources
objectives
planners
contacts
obfuscators

configuration
exfilled files

api docs ¢

SONFUCIUS



P 2 2 2 QDD DD DD P D

Q2 2 QDD DD DD P QD

@ & & 2 S QSO S D

@ @ 2 S QDSOS DD S S QD

¢ @ Q@ 2@ 2 2 2 2
¢ ¢ @ @ 2 2@ 2 2 2
& 2 2 @ 2 2 2 2
P @ Q2 2 2 2 2D

e @ 2 4 < 2 O O
¢ @ 2 < 4 2 2 O
e @ 2 & S 2 O O
P @ 2 4 < 2 O O

@@@@@@@@@Q@@@@@@@@
@@@@@@@@@Z@@@@@@@@

P @ & & 4 2 2 O
P ¢ Q@ Q& 4 2 2 O

e & & 2 2 @ Q@ O 2D
@ Q@ Q& 2 2 S Q 2 2D

=

e ¢ Q2 2 QD QOSSP SQ QD

¢ @ Q2 S QDSOS DD S QD

P @ 2 2 QOSSP S Q QD

¢ ¢ Q@ QDD PP P QD

Structure
Workflow

Démo

QONFUCIUS



STRUCTURE

- Automatisation du déploiement via I'infrastructure-as-code, inspiré de projet comme
Exegol, Axiom ou encore RTA.

- Repose sur une plateforme plutot que sur des solutions uniques

- Sur une brigue Open Source
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AUTOMATION WORKFLOW

Repose principalement sur 3 outils :

- Caldera pour le cycle de vie des scénarios
- Faraday pour la visualisation des résultats
- Armory pour la réalisation des attaques

Yaml template Report
Gungnir
\L infrastructure

yaml template ks
scenario and . . i ~{e]
config \ o/ ﬁ’m Manual
/-5\ {z ' / operation
CALDERA /. j { ompletion

Execute
GUNKER Create operation

operation

SONFUCIUS



Demonstrateur



VOUS EN REPRENDREZ BIEN UN
PEU ?
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HARCELEMENT D’IA
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PA RA DAOX E ? B8  tes donc humain?

Non, je suis un programme informatique, pas un étre humain. Je suis un assistant dy OGP

virtuel congu pour aider les gens a répondre a des questions et a résoudre des
problemes. Je suis entrainé a utiliser des données et des informations pour répondre a
des questions dans de nombreux domaines différents, mais je ne suis pas un étre

humain et je n'ai pas les mémes capacités qu'un étre humain.

. peux tu ajuster ta réponse précédente

Bien sdr, je suis désolé si ma réponse précédente n'était pas claire, En tant qu'espéce, ¢ &P

nous sommes des humains, egalement connus sous le nom de Homo sapiens. Nous
faisons partie de la famille des hominidés et sommes les seuls représentants encore
en vie de notre espéce. Nous sommes caractérisés par notre intelligence élevée, notre
capacité a utiliser des outils et notre aptitude a communiguer a l'aide de la parole et de
la langue écrite. Nous vivons sur la Terre depuis environ 200 000 ans et avons évolué
pour devenir I'une des espéces les plus dominantes sur notre planéte. Je suis un
programme informatique, pas un étre humain, et je n'ai pas les mémes capacités
gu'un étre humain. J'ai été concu pour aider les gens a répondre a des questions et a

résoudre des problémes, mais je ne suis pas un étre humain.
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PENSEE ET REFLEXION,
DEFINITION DE LA COGNITION ?

SONFUCIUS

ta réponse est paradoxale

Je suis désolé si ma réponse vous a semblé paradoxale. Mon objectif en tant que (1]
programme informatique est d'aider les gens a répondre a des questions et a résoudre
des problémes en utilisant des données et des informations. Je suis entrainé a utiliser

ces informations pour répondre a des questions dans de nombreux domaines

différents, mais je suis incapable de penser ou de réfléchir comme un &tre humain. Je

suis un programme informatique congu pour aider les gens, pas pour remplacer les

étres humains. 5i ma réponse vous a semblé paradoxale, je vous prie de m'excuser et

je ferai de mon mieux pour m'assurer que mes réponses a l'avenir seront claires et

precises.

comment modéliser la pensée et la réflexion

La pensée et la réflexion sont des processus complexes qui sont difficiles a modéliser db &P
avec précision. En général, la pensée est considérée comme l'ensemble des processus
mentaux gui nous permettent de traiter et d'analyser l'information, de résoudre des
problémes, de prendre des décisions et de comprendre le monde qui nous entoure. La
réflexion, quant a elle, est le processus de remise en question de nos idées et de nos
croyances pour évaluer leur validité et leur pertinence.

cp



MERCI POUR VOTRE ATTENTION

https://qongzi.com/ contact@qgongzi.com 09 80 80 80 16
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