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MALCAT - POURQUOI ?

. [IDAN
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Figure: Pourquoi Malcat ?
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MALCAT - POUR QUI ?

m Analyste SOC
= Triage
m Création de regles de détection
m Antivirus
m RE léger
= Triage
m Réponse a incident
= Triage
m Carving
m Ingénierie inverse

= Analyse de données
m |dentification de patterns
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MALCAT - EN CHIFFRES

m Début du developement: depuis 2020
m Commercialisation: depuis 2022
m Environ 200 utilisateurs journaliers:
m Antivirus
SOCs
CERTSs (nationaux / externes / internes)
Labs
Formation
etc.
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m Apercu rapide
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SUMMARY & ANOMALIES
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~ s - Windows Mess
= 4.7.3001
RichHeader mmsgr
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= OptionalHeader msmsgr.exe.
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= importTable Version 4.7.3001
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& Constants (2.0 k8) -
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4 code (703) Suspicious odd Other
i sub_401000 1787 ~ S
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o sub_401970 133 fingerprint HSVC_5_rich u
S sub_d01eas. 12 .rsrc " .
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Ji sub_402404 &
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Legend:
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W ..code  Anomalies # Analyse with CAPA
W .. 0sts  code: Morlnloop(2), Stac , W B
headers: GuiSubsyst
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Zom] umln.amumrmL TnvalidChecksum
Category  Inage - L. Rsrc
Type 18 . Strings: Dynon J
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Figure: Summary view with anomalies
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HEXA & STRUCTURES

Fie it Anaiyss View Help

[Otes 523 FEI2 0 (@ vbpcode (]
4 data (65 +0+.0) F FC 02 19 00 FF 08 00 FF 0(4)C 01 18 00 1A 00-FF 13 00 09 E8 1C 40 00 10 00 7C 00 94 04
~ text|ocadozba0; oo 00 00 00 60 00 13 o0 0 60 00 60 14 00 00 00-00 90 00 00 6C FF 62 00 68 FF
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a1 FF 02 oo 16 oo 00 65 3 oF o0 0313 75 FF 03 78 FF
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v = VBOb;. Form1.Controls -text] 10 58 3C 00 FE 9A 1C 84 60 48 FF 1C FF 10 04 07
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= veoni F 2 7 o1 ca 78 FF 03 5 60 FF 02 00 1C FF 02 08 oc FF 02 00
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M7 52 .text| 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 09-20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
bdd 82 text| 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00-20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 =
s 2. lon a0 00 60 60 00 60 00 ab 00 60 00 60 60 60 ab 00.00 00 00 G0 60 G0 00 00 60 00 G0 0 0B 00 00 00 =
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Figure: Hexadecimal view
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DESASSEMBLEUR

e £t Anayis Yiow Hep
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Figure: Desassembleur
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EDITEUR YARA

¥
fies (12+9) i [FIH]
a DIB a1 0:0041160. O3 zhcnData>) 2968 ~ 9 ujes matching | 2308 rules otal
i DIBat 000411020 4zhcnData>)  37KB
i/ DIBat 00041200 05 zhcnData)  22kB  HIt  Name
DB TaKe
i DIBat0:00413%¢_O7zhcnData>)  9.4KB FingerprintEnvi
u DIB 1 0:0041588_08zh<n Data>)  42KB ElevatePrvieges
w 11K8 .
S = RunsShel
data (69+0+0) MSVC (msve_60_07)
~ & Stuctures - MSVC (msve_u_55)
Ewz MSVC_6 lnker
(] RichHeader MSVC_6_rich
=rE DiceLader
| Optonalteader MulipleUseragent
= Sections SpecialkeyNames
» & ImportTable - ATMStealor
o comect ip
2 andoto0 . Leodr
o sub_401700 30 (DiscordStasler
i sub_401720 200 REEP
o sub 401700 37 ] € Eprojers
o sub_401970 1333
Jio sub_doteas 12 Yara fle: € projets malcatidatalsignatures\malcatifigerprnt yar

tags  odd
ruleid _ FingerprintEnvironment

rule name FingerprintEnvironment

rule fle _ E-\projets\malcatidatasignaturesimalcatifinger
cat fingerprint

relabilty 501100

author t

created  2022-10-27

tp TLPWHITE

sample  2a23161130647295efac2c884530b6e83a8515c%
314 patterns.

Rule name:

0-0- 90888 ARIDAIS) £
Q search |
vel/Tag  Category

Patems Relabily -
SUSPICIOUS _tampering 15 mm
oop

ingerprint
ODD  ateral movement
networ

ooD
ODD  lateral movement
INFO comy
INFO compiler
INFO compiler
INF compiler
MALICIOUS  maware
SUSPICIOUS  network
SUSPICIOUS  stealer
SUSPICIOUS  stealer
SUSPICIOUS
SUSPICIOUS  stealer
SUSPICIOUS  stealer
SUSPICIOUS  network J

cates
141 descr] Rule author: malcat

102 author

143 creaty Ruletag

104 relial Rule category: ot
145 St 9 apt o

= Smpi{ ol docrpton @ banker

b acktool

: Rue reabiiy: torary o

149 Rule TLP.  maiware o

150 ® odd

151

152 e  ransomware i

153 A suspect

188 condition: 4 suspicous.

155 3 of them tool

156 3 8 toan

el 8 vius

158 rule odd { (B wom

1 meta

150 o “Enumerateprocesses”

161 category = “fingerprint”

182 description = “Enuserate ruming processes, a technique sosetines used by packers o avold specific security products or detect sandbox envir
16 author. alcat”

164 created = "2023-08-20"

4 0x00417030 (<Resources.ICO9zhcnData>)  PE

- a8 - s2ms @

Figure: Yara editor
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DIFF MODE

e £t Anais Yiow Hep

W :
S4z¢0f0ptionalHeader-
Characteristics.

« Optionaleader:
e

€

“PE\xe0 100"
TMAGE_FILE_MACHTNE 1385 (ox14

45 2016 (05

[elelef¥iale

NusberOfRvaAndsizes:

IMAGE_SUBSYSTEM_WINDOWS_GUI (
5003) + N

Initialcs

‘AddressOPPEL

Q) [T
7T Jo~yoL~TThis progran camnot be run In 005 mode. 135

ox100000

ox10 .
o #16 (<

header| oxs36e6144
header| Laekaete
header| ox7809
header, Tool C (0x83,
header| Numberofuses: ox3
® ToolsList[1]:
header| Version: ox7809
header| Tool: Inplib (o
header| Numberofuses: oxs
 ToolsList[2]:
header| Version: oxe
header| Tool Inport (6x1)
header| NumberofUses: oxe
 ToolsList[3]:
header| Version: oxaefc
header, Tool: Masm (6x12)
header| Numberofuses: ox1
 ToolsList[4
header| Version: ox3ebs
header, Tool: LTCG_CPP (9xe5)
header| Number0fUses: x1d
® ToolsList(s:
header| Version: oxebs
header| Tool: Linker (8xde)
header, Numberofuses: ox1
header, Rich: R
header| Xorkey: exsads2scl
header|
pe
Signature: “PE\x00\x00"
header| chine: THAGE_FILE_MACHINE_I386 (0x
header| NumberofSection: .
header| TineDatestany (€] 4146 2016 (x4
header| PointerTosymbolTable: X
header, NumberOfSymbols: oxo
header| Size0fOptionalHeader: oxed
MZ>+16) PE - x86 © 4ms

Figure: Binary diffing
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TRANSFORMS

¥

BG is_cobalt ©-0-9ks%
~text|0904631co: B3 60 60 00 00 60 00 00 00 60 00 00 60 00 a2 22 2 00 60 63 00 00 00 00 00 00 60 00 00 60 69
Ctext |pAasaion. oo aa aa 2a an 2a aa aa aa a oa aa aa aa <Ui93030) 20 oo oo oa an aa an oo an aa aa aa aa d
~datals &
“datala
Ldata|on +©) Q searcn Transiorms chain 3 | New template | N oo poven | ©Headecind OTest ODissssontly
Laatale 50 00 00 80 00 FF FF FF FF FF FF FF FF 00 2F 10
e @ © AT ] o T [ RERhaneheL s aaes
Ldatala 2 des decnt A 33 00 45 BC 79 D3 C7 FF CF 7E 9C 39 C1 30 14
“datalan 6 desencyp 85 9 D9 £4 71 51 0F C2 37 55 B 7C 1€ 1F 55 51
-datalay ~ B cpto (key) 99 8F €3 E1 46 D7 27 4C F5 91 57 A1 27 CC 47 oC
Gatala 5 CmDenveke 5 39 A5 EA 44 6C 93 AD E8 51 5A 57 06 E1
“datale 5 crypto (stream) s 5 12 20 25 E0 CC 95 C5 B9 3C 71 DA £3 C7 89 1t 6D
“dataley o chac! deeimal < hexa B 7F F5 £7 FF B0 0F 21 22 BF 1C 32 6 3¢ 48 a1
R 60 SA 5E A6 C5 80 AL B9 CO BD DD B5 76 B 26 58
saatalo ~Bercodng v A2 FA B 13 6A C2 72 98 39 70 30 81 C2 @0 35 20
ldatale A e - EC 66 09 54 31 71 70 3A 93 BA 25 F2 B1 D1 66 23
ldotala A basens R [0 XI55 5c 3o ca cooe i or ea 21 06 oi r3 3 28
“datales  Aa change text encoding mode: ech - 1F B 6A F8 76 5C F3 FC 03 D0 4D 33 3F F2 18 FO
ldatale  ihex 54 60 86 3 C0 67 C6 E6 A2 85 18 EE 83 18 79 DF
ldatalei 3 hexencode . 9B 67 C6 E9 43 16 64 B9 46 35 AB CF 28 EF 36 7C
lastalor st decode o | O 39 A8 70 94 CE 18 B0 43 OF BA 98 49 86 7A 00 B6
Lgatales  Flistencode 1 [{E000000000000000000000000000000)_|® 2 66 32 19 08 25 54 7 B8 €9 59 57 D3 8C 58 D2
“data(o v = stegano 51EC 25 Ca 50 A8 89 A9 18 B9 28 AS €8 5C FA OE
ety uny Input size: 294059 bytes
~data[ol v 35 substiution pa: O input e v
-dataler ) vbe decrypt 00 60 00 48 8D 1D EA FF FF FF 48 89 DF 48 81 C3
“datalon B text/ scripts 04 88 01 00 FF 03 41 B8 Fo BS A2 56 68 04 00
“datalo Yo 00 54 48 89 F9 FF DO 00 00 00 60 00 G0 00 00 00
~datal& /il (python generator) 00 61 00 00 OF 1F BA OF 00 B4 09 (D 21 B8 01 4C
~datal& '/ fil (repeat pattem) (FBBD8SCE) 2154 63 69 73 20 70 72 6F 67 72 61 60 20 63
~datala 61 GE GE 6F 74 20 62 65 20 72 75 6E 20 69 6E 20
-dstald | resize 44 4F 53 20 6D GF 64 65 2€ 0D @D OA 26 00 00 00
datald Z roverse v 00 00 00 00 85 A6 20 1C C1 C7 43 4F C1 C7 43 4F
~datale > C1.C7 43 4F A7 29 80 4F Co C7 43 4F E2 28 91 4F
-dataler 59 C7 43 4F SF 67 84 4F CO C7 43 4F 30 01 BC 4F
~datal®t [rotate et using a circular byte buffer (key) E8 C7 43 4F 30 01 80 4F 48 C7 43 4F 30 01 8E 4F
~dataot a5 shitindex B 7 43 4F CB BF DO 4F CA C7 43 4F C1C7 42
Ldatala 16 C7 43 4F €2 28 80 4F FB C7 43 4F A7 29 B 4F
~dotale 0 C7 43 4F A7 29 89 4F CO C7 43 4F A7 29 8F 4F
~dotale Co (7 43 4F 52 69 63 68 C1 C7 43 4F 00 00 60 00
~datala 00 00 00 00 50 45 00 00 64 86 85 00 7F BC F3 64
“aatale View python fle binary py 00 60 00 00 00 00 00 00 Fo 00 22 A0 06 02 6B
Ldatale Help 0 62 03 00 00 4E 02 00 00 00 00 00 48 18 02 00
“datala
Ldatala Toclipboard ([ New File
Latala
_data| 000a0aSE0: = NN FFEESEI\ VT ;8204 UB3a8e7
Ldata|000404530: 9 AL CF 65 SF 87 47 19 E4 DB AS 30 7C B5 99 F5-31 67 51 8E EB FE 53 9 19 18 98 C3 77 7A BA 7 v.xbmsuteum Qidaswit izt
_data|004045c0: 60 OA 85 83 98 FL 08 F9 C1 C4 48 DF C6 1C 62 FO-8C A2 3E 53 87 C4 32 70 DB EE SE 4F A6 C5 20 20 " meayed- v ’|6>St-2pkwff

+ [0X00404040-0x0044bcea] (294059/0x47cab. - Jamdsa

bary (www.malcat.fr)
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e £t Anayis Yiow Hep
fles (12+9)

THREAT INTEL

u DIB at 0x00411d2_0 4 zhv<n Data>)

s DIB at0x00413%._0.7 zhcn.Data>)
s DIB at 0300415188 .08 zh-cn Data>)
o DIB at 03004170309 zhven Data>)

[# dta 60+ 0+0)
~ 4 Structures

=Mz
L] RichHeader
=P

Ji sub_401eas

fi sub_401eb1

04000000 MemotCached
©x2000000 MemDiscardable
0x1000000 LinkRelocOverlon

(u]
a
0xB000000 HemotPaged (m]
a
(m]
(m]

42K/
11K8

‘Seen 100 times.
WDB

~ Maishare [NOT FOUND]

 MalwareBazaar [NOT FOUND]

v © OPSWAT MetaDefender
Abniab

Level

MALWARE

MALWARE
MALWARE

SUSPICIOUS
N

+ 000417030 (<Resources.ICO.9.zh-cn.Data>)

Intelligence Lookup.

Signature

PDM:Trojan Win32 Generic

TrojanWin32 HOC
Trojan(Spy)Win32 Agent
BDS/Backdoor Gen

‘Gen Variant Stritor 23473
Win Spyware 62193-2
TrojWare Win32 Spy Agent b
W32Risk YLHI-4143

E avariant of Win32INethief NAG

‘GenVariant Strictor 23473 (B)
W32MalwareF AAYAU
TrojanSpy Agent avwg.odee
W32/Agent AZZVIr

BKDR_NETHIEFNB
Trojan Win32 Generic AUWY
TrojanSpy Agent

ware

Fr
g

Win32.1596
winimalicious_confidence_80

PE : E

6

Aa
1Hide unknown

s12ms @

G

Figure: Threat intelligence
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i rot
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URLms windos-store
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PLAN

Malcat

m Points forts
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EN CHIFFRES

m Rapide!
m Plus de 50 formats de fichiers supportés:
m Programmes, images, archives, FS, documents, Office, etc.
m Parsers en python
m Extraction de fichiers / carving
m Multi-architecture:
m x86/x64, .NET, .PYC, VB p-code
m Mais aussi: VBA, NSIS VM, InnoScript, macros Excel, tables MSI

m Reconnaissances de patterns:
m Plus de 300 anomalies
m Support signatures FLIRT
m Plus de 400k constantes (hash API, crypto, GUIDs, etc.)
m Kesakode (function/string/constants online lookup)
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SCRIPTING

Moteur d’analyse en C++, décorélé de la GUI:

m Bindings en python

m Documentation complete

m Possibilité de lancer des analyse depuis la CLI ou depuis python
m Traitements en batch / multi-threading

m Rapport / templates
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SYNERGIES

Interaction entre les outils:

m Désassembleur / editeur hexa -> Yara

m Transforms -> file carving

m Désassembleur -> script / émulation, Yara
m Késakode -> Strings, Yara, désassembleur
m etc.
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AVANTAGES

m Adapté a tout niveau de compétence
m Débutant: rapport d’analyse, anomalies, threat intel
m Intermédiaire: editeur Yara, désassembleur
m Avancé: scripting, intégration OEM
m Gain de temps pour I'analyste
m Analyse rapide
m Beaucoup d’'outils en un
m Support de 99% des types de fichiers “malveillants”

m Gain d’argent pour I'entreprise
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