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Anatomy of a cross-platform endpoint
detection engine
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= 01 - OPENING

Who am|?

Théo Foucher

Threat intelligence, hunting and detection, moving to

product

e 10 years on the defensive side: CSIRT, malware analysis, CTI,

hunting

e Years of writing YARA and Sigma rules
e Lecturer in malware analysis and DFIR (EPITA, ENSSAT)

e Cyber defense operational reservist
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PACKRS

2018

2021

2023

2025

2026

2026

2018

2021

2023

2024

2026

CSIRT Analyst

French Ministry of the Armed Forces

Malware Analyst
French Ministry of the Armed Forces - YARA, Sigma, Suricata

Cyber Threat Intelligence Lead
Nokia - managed CTI service for telecom operators

Security Al Engineer
Nokia - security product for operators, Al and chatbot

Threat Hunting
Nokia - back to operations

Rustinel
creator and maintainer

Product Owner
open source cyber product - new company
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= THE COMMON THREAD

How far can you go with native OS
telemetry alone?

No additional driver or kernel module, using the mechanisms provided by each OS.

ETW eBPF Endpoint Security
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= 01 - OPENING

Rustinel in one sentence

Sigma, YARA and IOC rules applied to native Windows, Linux and macOS telemetry, with alerts kept local.

3 3 27 O

OSes: Windows, Linux, macOS engines: Sigma, YARA, 10C releases since February 2026 additional driver or kernel
module *
v0.1.0 v1.0.0 v1.2.0 vl1i.9.1
aO—C@O O O © O-Q0—-O0 O O O—QDOO—0 OO0
Feb Mar Apr May Jun Jul Aug Sep Oct
first commit, Jan 31 latest release

* 0n Linux, eBPF programs run in the kernel: verified, bounded code, not a module. More in part 04.
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= 01 - OPENING

What Rustinel is, and what it is not

v A detection engine % Not a full EDR platform
e Open source, one binary per OS e No anti-tamper
e Local detection and alerts by default ® No pre-execution blocking
e Labs, detection engineering, SIEM testing e No management console
e Machines with no EDR e Active response exists, but acts after the fact
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= AGENDA

What's ahead

02 The problem and the landscape

05 The detection engine and its
rules

08 Questions

& RUSTINEL

03 Overall architecture

06 Demo

04 How Rustinel observes each 0S

07 Ecosystem, limits and what's
coming



= 02 - THE PROBLEM

Three OSes, three worlds

Il Windows L Linux M macOS
ETW and Event Log eBPF, tracepoints, auditd Endpoint Security
ETW: Windows' built-in tracing system. eBPF: small programs, checked by the Endpoint Security: Apple's official API,
Providers emit typed events into it. kernel, attached to observation points. No which notifies security tools of events
Rich, but part of it depends on the audit single security API. (processes, files...).
policy. With eBPF, you write the collector yourself. Apple decides what is visible, and you need
permissions.

Same question on every machine: who launched what, with which command line, and what did it touch? Three different
answers.
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= 02 - THE PROBLEM

Sigma as a common language

title: Discovery via whoami
logsource:
category: process_creation
detection:
selection:
Image|endswith:
- '\whoami.exe'
- '/whoami'

condition: selection

The real question: can a rule that loads actually fire on this 0S?
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Kernel-Process
ETW - Windows

[ )
e ™
Sysmon fields
()
exec (eBPF) Image
. . ® ® CommandLine
tracepoint - Linux
® ParentImage
User - ProcessId
. Y,
®
ES exec
Endpoint Security - macO0S
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= @02 - THE LANDSCAPE

What already exists

TOOL

Sysmon / Sysmon for Linux

Aurora (Nextron)

Fibratus
Falco
Tetragon
osquery
Wazuh

Velociraptor

Overview as of October 12, 2026. See each tool's documentation.
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0S

Windows, Linux

Windows

Windows

Linux

Linux

Multi

Multi

Multi

SOURCE

Driver / eBPF

ETW

ETW

eBPF / module

eBPF

0S APIs

Logs + agent

0S APIs + ETW

ROLE

Collection, no detection engine

Sigma detection, proprietary (free Lite)

Detection, own language + YARA, open source
Detection, own language, containers

Observation and blocking, with or without Kubernetes
SQL queries on system state

HIDS/SIEM platform with a server

DFIR and hunting, standalone collection available
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= @02 - THE LANDSCAPE

Where Rustinel fits

Same philosophy as Aurora and Fibratus on Windows: native ETW, no driver. Rustinel extends it to Linux and macOS.

@ Cross-platform > Sigma, YARA, IOC o Local by default v Capture and replay
One engine, one config Behavior (Sigma), files Local ECS NDJSON alerts. Record once, replay every
format, the same fields on (YARA), atomic indicators Optional webhook delivery. time your rules change.
three OSes. (10C), natively.
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= @03 - ARCHITECTURE

One pipeline, three sensors

SENSORS NORMALIZATION DETECTION OUTPUT
Windows
ETW - Event Log Sigma + 10C
) pe IP - domain - path
inline, every event ®
r N
¢ alerts.json
® . .
Linux Single model ° )
® ® CanonicalEvent ECS NDJSON
eBPF S field - webhooks
o ysmon Tietds active response (opt.)
. J
YARA + hashes
° °

executables - files
macOS in the background

ESF - /dev/bpf

bounded queues between stages hot reload of rules capture instead of detection
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= @03 - ARCHITECTURE

Two detection speeds

INLINE - EVERY EVENT

Event

normalized

& RUSTINEL

IN THE BACKGROUND

- 0SSIR

Admission Sigma + 10C

arrival order preserved rules in memory

A

PE metadata = 100 ms

EXECUTABLES AND WRITTEN FILES

File analysis PE - hashes - YARA
opens each file 1 bounded I/0 threads
only once per-task deadline

Alert
ECS NDJSON

YARA - hashes - deferred Sigma
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= @03 - ARCHITECTURE

When the queueis full

Sensor . . Detection
burst fixed rate

186 23 14/14

accepted dropped, but counted max depth (high water mark)

1 The choice 2 Thereason
Queue full: drop the event and count the loss, without blocking the Blocking an ETW callback or an eBPF ring reader moves the loss into
sensor. the kernel, where it is much less visible.
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= 04 - THE COMMON PRINCIPLE

Who does what, on each side of the boundary

Windows Linux macOS
inel . inel
Rustine Rustinel Rustine
consumes ETW sessions loader - ring readers Endpoint Security client
+ Event Log g + /dev/bpf
9 v 9
USERLAND T
* * * KERNEL
ETW providers Rustinel eBPF programs Endpoint Security
provided by Windows loaded by Rustinel provided by Apple
Kernel-Process, File, Registry.. checked by the verifier NOTIFY messages
[] Rustinel code provided by the 0S
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= 04 - THE CHOICE

What you gain, what you lose

+ Gains - Losses
e No driver to get signed by Microsoft e Observation by design: response acts after the event
e Less privileged code to maintain e No anti-tamper
e Guided installation e You only see what the OS exposes
e No custom driver to adapt e E.g.the ETW Threat-Intelligence provider is reserved for PPL

antimalware processes
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= 04 - WINDOWS

ETW and Event Log

ETW PROVIDERS SESSIONS AND CHANNELS
Kernel-Process ° rustinel-etw-process
q
Kernel-Process - latency
Kernel-File ° "
Kernel-Registry ° r ~
e HY T A rustinel-etw-trace < Rustinel
files, registry, network A .
. DNS, PowerShell, WMI ° decodes manifests
DNS-Client ¢ sized for volume joins process sources
names handles and registry keys
PowerShell ® - normalized event
-Activi ® ] o \. J
tebal P e 5 Classic kernel logger
command line - SID
[ ]
Event Log
Security - System - PowerShell
16 / 38
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= 04 - LINUX

eBPF: kernel and user space

USERLAND T
KERNEL ¢

HOOKS

tracepoints exec - exit - fork
file syscalls
DNS send / receive

socket fexit (if BTF)
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Loader

BTF - offsets
tracefs - available hooks
loads and attaches

loads

\ 4

Readers

one per ring
decoding

eBPF programs

Rust (Aya) - JIT
capture, filter,
read kernel structs
checked by the verifier

process ring

network ring

file ring

DNS ring

\
Enrichment
/proc: cwd, exe
process identity
- event
J
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= 04 - MACOS

Endpoint Security and /dev/bpf

e N\ e \ T \
|
|
. o A |
ESF client Capture : Flow - process attribution |
|
root + Full Disk Access network flows 1 ‘I joins capture and sockets |
processes and files DNS (port 53) I best effort :
|
|
|
1
N\ - J \. - J o
USERLAND 1
® ®
KERNEL 4
®
Endpoint Security Network interfaces Socket table
NOTIFY: exec, exit, en0, utun.. libproc
create, rename, unlink, close one /dev/bpf per interface refreshed periodically
ESF required signed app with ESF entitlement capture optional experimental platform
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= 04 - SUMMARY

Three sensors, three coverages

WINDOWS LINUX MACOS LOADABLE SIGMAHQ RULES - 3,783 TESTED IN CI
Mechanism ETW + Event  eBPF ESF + /dev/bpf Windows 2,709
-9 - )
Code in the No Yes No Linux 178
kernel .
Collection Very broad Process, network, Process, files, 86
files, DNS network, DNS macOS
Status Stable Stable Experimental

Same field names % same coverage.
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= @5 - DETECTION

Three engines, three questions

> Sigma # 10C Y YARA
What is this process doing? Is it already known? What does this file contain?
Behavior and correlations, evaluated by Atomic detection: one known value, no File detection: strings, metadata and code
RSigma. Hash-based rules run in a deferred context. Hashes, imphash, IPs, domains, in executables and written files. Memory
pass. paths. depends on configuration and execution
inline or deferred IP - domain - path inline LS

background - limited resources

Ready-made packs: rustinel-rules, installed by rustinel setup. Hot reload, and a failed reload keeps the previous rules.
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= @05 - DETECTION

The content: rustinel-rules

R rustinel - the engine

Collects telemetry and evaluates rules.

vli.9.1 Apache 2.0

ESSENTIAL
Windows 19 rules
Linux 10
macOS | experimental 5

LOW FP

> rustinel-rules - the content

Sigma, YARA and I0C, versioned separately. One rule = one file,
one stable ID. Packs only reference them.

v0.4.0 DRL 1.1

ADVANCED MEDIUM FP

59

26

21

HUNTING

42

27

HIGH FP

Signed catalog (minisign), minimum engine version declared per pack, updated with rustinel rules update.
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= @05 - DETECTION

Can this rule actually fire?

rustinel sigma doctor --platform windows

can-fire Supported source. Fields measured as reliable
only add caveats.

degraded Evaluates, but a field is conditional, derived or
truncated and was never measured (e.g.
OriginalFileName).

can-never-fire Missing collector, field never filled, or missing
dependency.

Compatibility analysis. A test is still needed to validate detection.

FIELDS MEASURED AS RELIABLE - process_creation

Windows CommandLine - Image - ParentImage - ParentProcessId
Linux CommandLine - Image - ParentImage - ParentCommandLine

macOS CommandLine - Image

Every other field stays a limitation until it is measured.

DEMO WINDOWS PACK - 17 RULES

@ can-fire (with caveats) @ degraded @ O can-never-fire

SigmaHQ has 3,783 rules: 2,709 load on Windows, 178 on Linux, 86 on macQOS. Rule count is not coverage.
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= @05 - DETECTION

Detection as Code

The rule - simplified excerpt The atomic test - encoded_powershell.psl
title: Encoded PowerShell (demo) # Test for the full rule
logsource: # Benign payload: a plain Write-Host.
category: process_creation
product: windows $enc = [Convert] ::ToBaseé4String(
detection: [Text.Encoding] ::Unicode.GetBytes(
selection: "Write-Host rustinel-atomic-encoded'))

Image|endswith: '\powershell.exe'

CommandLine|contains: & powershell.exe -EncodedCommand $enc
- ' -EncodedCommand '
condition: selection # Expected alert, otherwise the test fails
level: high

On every change, Cl validates the rule, runs the test against a fixed Rustinel version, and runs sigma doctor on the packs.
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= 06 - DEMO

The main commands

( N N |
rustinel
rustinel

rustinel

rustinel

rustinel

rustinel

rustinel

rustinel

setup

run

doctor

sigma doctor

capture

replay

rules update

update
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configures and installs the service

# runs the agent in the foreground

# checks agent health

checks rule compatibility

records events

re-evaluates a capture without admin rights

# updates the rules pack

# updates the binary
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= 06 - DEMO

One capture, different rule sets

o
Windows host . .
session.ndjson
rustinel capture 1 .
RS normalized events
e

rustinel capture --output session.ndjson # Windows (admin)
# Then, without administrator rights
rustinel replay session.ndjson
rustinel replay session.ndjson --config candidate.toml

Events only: no YARA scans or hash computation during replay.
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Replay

current rules

Replay

candidate config

Compare

the alerts
before / after
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® DEMO

Rustinel for real

1 Live alerts 2 Capture and replay

whoami - encoded PowerShell - mshta same trace, two rule sets

3 sigma doctor
per-rule verdict on the Windows pack
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= 07 - ECOSYSTEM

A European open-source ecosystem

* % %
*

UPSTREAM EIE THE ENGINE . DOWNSTREAM !E
RSigma Rustinel Radegast EDR

Sigma toolkit in Rust: parser, evaluator, Endpoint detection engine: ETW, eBPF, EDR platform: web console, agent, end-
correlations, conversion, LSP. Its author ESF, Sigma, YARA, IOC. to-end encrypted alerts, hosted in the
also maintains Rustinel's macOS port. EU. Sensor: Rustinel.

@ L) @ L)

Adam Hlavacek, Czechia
Aris Sarris, Greece

radegast.app

Mostafa Moradian - Stockholm, Sweden Théo Foucher - France .
github.com/radegast-edr/
github.com/timescale/rsigma github.com/KaribOu/rustinel radegast-console-backend
MIT open source Apache 2.0 open source Apache 2.0 open source

‘ 4= | | EX= Three open-source projects, four European countries, and authors who also contribute to Rustinel's code.
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https://github.com/timescale/rsigma
https://github.com/timescale/rsigma
https://github.com/timescale/rsigma
https://github.com/timescale/rsigma
https://github.com/timescale/rsigma
https://github.com/Karib0u/rustinel
https://github.com/Karib0u/rustinel
https://github.com/Karib0u/rustinel
https://github.com/Karib0u/rustinel
https://github.com/Karib0u/rustinel
https://radegast.app/
https://github.com/radegast-edr/radegast-console-backend
https://github.com/radegast-edr/radegast-console-backend
https://github.com/radegast-edr/radegast-console-backend
https://github.com/radegast-edr/radegast-console-backend
https://github.com/radegast-edr/radegast-console-backend

= 07 - WHAT'S COMING

l [ ]
What's coming
@ Telemetry @ Reliability @ Engine > Rules
Mostly Windows, Detect dropped Parallel detection, About 150 rules to
then Linux. macOS events and disabled process ancestry, write, with evidence-
under study. Sensors. |OCs with expiry. based tiers.

The backlog is public. A contribution: one rule, plus one test.
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= 07 - TAKEAWAYS

Detection, testing and known limits

v Use cases ' Limits - Contribute
e Blue / purple team labs e Coverage varies by OS e Field feedback
e Detection engineering e macOS is experimental » Detection tests
e Testing a SIEM pipeline e No prevention, no anti-tamper e Platform work

e Endpoints with no EDR
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= THANK YOU

Questions?

A detection engine you can read, run, test, and try to
evade.

github.com/KaribOu/rustinel

github.com/KaribBu/rustinel-rules

P docs.rustinel.io - rustinel.io
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https://github.com/Karib0u/rustinel
https://github.com/Karib0u/rustinel-rules
https://docs.rustinel.io/
https://rustinel.io/

Appendix

Backup slides for questions: Why Rust, callbacks vs native, Windows and Linux
details, artifacts, observing and securing the agent.
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= A - ARCHITECTURE

Why Rust

1 Asingle binary 2  Memory safety 3  Predictable cost
No runtime to install. The same sources for The agent runs as root or SYSTEM and No garbage collector. Queue and cache
all three OSes. parses attacker-influenced data: ETW limits help control resource use.

payloads, PE files, rules.

The same language all the way into the kernel: the eBPF programs are written in Rust with Aya.
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= A - THE CHOICE

Intercept or observe

EDR WITH A DRIVER - SYNCHRONOUS CALLBACK

CreateProcess Kernel callback

action PsSetCreateProcessNotifyRoutineEx

RUSTINEL - NATIVE TELEMETRY, ASYNCHRONOUS

CreateProcess Process created
@ ( ]
action the action already happened
L ETW event

session buffer

A collection choice: ETW, Linux tracepoints and ESF notifications.

& RUSTINEL - 0SSIR

Decision
allow / deny

decode

Rustinel

- detect

Process created
. or blocked

Alert

after the fact

On macOS, AUTH events could also block actions.

- optional kill
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= A - WINDOWS

Rebuilding the context

FileCreate FileObject=0xA1l C:\Users\bob\AppData\x.d1l named
P Processes

Kernel-Process and the classic kernel logger are
FileWrite FileObject=0xA1 (no path) no path joined on PID, parent PID and timestamp.

L, FileObject - name index

) . . : I Limits
FileWrite TargetFilename C:\Users\bob\AppData\x.d1l rebuilt

Security auditing and PowerShell logging depend on

. . . the machine's policy.
Same mechanism for registry keys. Objects opened before startup are named from an policy

initial snapshot. Not collected: cross-process access, remote threads,
named pipes, drivers.
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—_— A

LINUX

One binary, several kernel versions

/sys/kernel/btf/vmlinux
kernel BTF

offsets
task_struct, sock..

Available hooks discovered in tracefs. A missing hook only degrades its own feature.
C Collection E  Enrichment

Processes, files, plain DNS. Network: tuple
read from the kernel socket structure.

Process identity via kernel birth time.
/proc for cwd and exe. Inode and device
measured in the kernel.
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eBPF map
passed to programs

programs
correct reads

! Limits

Kernel 5.8 minimum. No encrypted DNS
(DoH, DoT). No auditd.
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e A - DETECTION

Open once, analyze four times

Execution - DLL File identity

oo depends on the source

or written fite inode/dev - file ID

Written files need an identity to be scanned. Windows measures it

after the event.

& RUSTINEL

Single open

checked when identity is known
read once

PE metadata

Hashes - 10C, Sigma

Imphash

YARA

Process memory: a separate YARA worker, after a delay, under a

shared budget.



e A - OBSERVING THE AGENT

Knowing what you cannot see

Kernel

full eBPF ring - ESF drops - ETW
buffers

kernel_ring_full

sudo rustinel doctor
# PASS / WARN / FAIL per check
# exit code 0 / 1 / 2

cat logs/telemetry.json
# counters only, every 30 s
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Internal queues

item dropped when the queue
is full

dropped

Artifacts

queue saturated - deadline
exceeded

deadline_exceeded

Loss, end to end
Active or degraded hooks
Inert rules on this OS

No event contents

Alerts
writing the alert file

alert_writer
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= A - SECURING THE AGENT

A privileged agent is a target

1 Threat model 2 Input trust
A root or SYSTEM process that reads configs, rules and files from the Refuses rules, I0Cs and configs that another account could modify.
machine.

3 Filereads 4 Active response
Identity checked on open. openat2 + RESOLVE_IN_ROOT to stay Windows handle or Linux pidfd: PID reuse cannot redirect the Kill.
inside the process root. Never PID 0 to 4, nor itself.

Accepted: an attacker who is already an administrator can stop the agent.
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