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“About us”

French Company in Cyber Security

Cert Sekoila

Detection Intrusion experts

Digital Forensics and Incidence Response
Co-Organizer of #BotConf

Members of Honeynet Project
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“Symantec Executive Says Antivirus is Dead”

1/3

of malware is customized
(no signature available at
time of exploit)

of breaches took weeks or of organizations believe

more to discover (+6%) | exploits bypassing their IDS
: and AV systems

(VzB, 2012) (Ponemon)

(VzB, 2012)

\'\\

- !“ ,
‘\.— A .$
‘ n\‘ -\‘

Wall Street Journal 2014, May 4t - Brian Dye, senior vice-president Symantec

SEKOIA
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Our 3 objectives

Fast Data Acquisition for Detection of compromissions
Fast Analysis of an attack

Fast Incident Response to mitigate the impact

vV
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Common denominator after an attack ?




Common denominator of traditionnal forensic?

Business
independent



Old fashioned holistic approach tools

E7 EnCase Forensic

File Edt View Tools Help

INew G 0pen ok Save 3 Print. <o Add Devvce J,sum @ Refresh ghFind

[:)__E ! s Encryption Keys Heicfx el
E)rome = Entres [l nookmerks] 14

1 =
BHOCIIED Windows NT -3 z T 2w e PILE NAME: D41 FILE 10: $108 PARENT ID: 8675 CREATED: 01/16/08 11:14:27PM \
1) Proal O 36 (hx & FILE NAME: desiktop.ind FILE ID: 7411 PARENT ID: 8575 CREATED: 05/30/07 10:54
& vinzp 4k L B FILE NAME: INFO2 FILE ID: 8677 PARENT ID; 8675 CREATED: 05/30/07 10:54:2
SOLIGH 5-14-211016M8-528| | {{TN (i #="RECOVERED ENTRY™* FILE NAME: INFO2 FILE D 16 PARENT ID; 8575 CREATER:
5 L =l | L ¥ S aRECOVERED ENTRY** FILE NAME: INFO2 FILE ID: 16 PARENT ID: 8475 CREATHE
3021 System Volume Information -4 : i
SOOI sestoreicEO0202- || 224 L ¥ IS~"RECOVERED ENTRY*** FILE NAME: INFO2 FILE ID: 16 PARENT ID: 8575 CREA
S OLIE WBOOWS (= L& [P+ "RECOVERED ENTRY™** FILE NAME: INFO2 FILE ID: 16 PARENT ID: $575 CREATEE:
é | i o o
Doc ) tronzarot B prese ZfReport 5] Console @ etat: o Output () L4 | [Ai EnScrmt] I Fiters (55 Conditons % Dtsplay

D0 00 00 ©0 A e Text§
28 00 00 00 &0 01 00 OO0 E3 OF 00 2] Queries ‘\' oo
€7 91 01 00 QC 00 00 OO0 00 00 0O 40 Exampies -

Q0 00 00 08

“§ Compound Fke Viewer

4y Create Index Dictionary
“3 Create Word Document
“3 Excel Create Workbook

1] aockmark Data.., Cw8

m

43 Copy

Cinic
Go To... criG .54 ystan
sg:m A Ctri-A Sl
3 “#§ Hghight Spedfic MFT Record
:J Lowercase 2y e buf
; - 3 ond. Cuid LA 43 NTPS Atirbute 1 5

L NTBS Olvim=s 1)

& dblake_20110311blske_201...\5-1-5-21-1004336345-492894223-854245398-1003 (P 500516 LS 509516 CL 125129 50000 FO 0 LE 4096) BIDK.101155 0f 104455,

Software for data

1 date time  |mACB |source |Description |

Ar=T 5 2548 2/1/2012| 3:00:02|.ACB |WEBHIST |URLhttp: 5 7 i g : 2 E - "a3db0-197-4962C2

acq u I S I tl 0 n 2949 2/1/2012| 3:00:02|.ACB [WEBHIST |URL /1 staples.com/sbd/img/bg/bg_ gif cache stored in: 3ASVQIES/bg_car-arrows[1].gif - HTTP/1.1 200 OK - - ETag: "48cf3-956-49b2c27d<
2950 2/1/2012|  3:00:02|.ACB |WEBHIST /1 .staples. /sbd/reviews/engine/images/stars_small.gif cache stored in: _small[1].gif - HTTP/1.1 200 OK - - ETag: 'bscbc-sa\
3221 2/1/2012|  3:00:19|.ACB _|WEBHIST |URL:http://www.staples.com/shd/img/by b do1_hover.gif cache stored in: 3ASVQ.IE8I do1_hover[1].gif - HTTP/1.1 200 OK - - ETag: "48cfa-147-49b2¢c27d<
3284 2/1/2012] 3:07:24|MACB |WEBHIST :http: . < ? i ¢
3285 2/1/2012| 3:07:25|MACB |WEBHIST |URL:http://www.staples. com/ofﬁue/sueglles/staElesSearch”searchkeEnvelope&mrrenturl:http%SA%zF%ZFwww staples.com%2Fink-Toner-Finder%2Fc
3286 2/1/2012] CB_[OXML - Office Word - Company: Microsoft - AppVersion: 12.0000 - Invoicem}staples-oﬁlce—su plies.docx
3299 2/1/2012] 3:08:40[.CB [LNK C:/Drivers/video/Invoice-#233-Staples-Office-Supplies.docx <-C:/vsc12/Users/| |/AppData/ i [Office/t /invoice-#233-Staples-Offi
3300 2/1/2012| 3:08:40[M... [LNK C: IDnversIvndeo< C:) /vsch/UsersIharreIl/Ap Datall\oamln Mlcrosoft/Wlndows/Recent/vldeo Ink- whlch is stored on a local vol type - Fixed- SN Ox4ce707;|
3301 2/1/2012) LNK
3302 2/1/2012 MACTIME |C:/ 5/ /! #233-Staples-Office-Supplies.docx
3303 2/1/2012 Jump Lists|C:\Drivers) \Invoice-#233-Staples-Office-Supplies.docx
3304 2/1/2012 WEBHIST |URL:file:///C:/Drivers/video/Invoice-
3305 2/1/2012 LNK C:/Drivers/video/Invoice-#233-Staples-Office-Supplies.docx <-C:/vsc12/Users/harrell/AppData/Roaming/Microsoft/Office/Recent/Invoice-#233-Staples-Offi
3306 2/1/2012f LNK
3309 2/1/2012 MACTIME |C:/ /) /! Staples-Office-Supplies.docx
3310 2/1/2012 MACTIME |C:/Users/! ppData/Local/Mi i istory/History.IES/MSHist012012013120120201
3311 2/1/2012 MACTIME |C:/Users/harrell/AppData/Local/Mi i istory/History.IE5/MSHist012012013120120201/index.dat
3312 2/1/2012| MACTIME C/Users/harreII/AppData/Roammg/Mlcrosoft/Ofﬁce/Recent
3313 2/1/2012 MACTIME |C:/Users/| /AppData/ g/! /Office/Recent/index.dat
3314 2/1/2012] MACTIME [C:/Users/| ppData/l ing/ Office/Recent/ -#233-Staples-Office-Supplies.docx.LNK
3315 2/1/2012 MACTIME |C:/Users/harrell/AppData/i ing/Mi Offi /video.LNK
3316 2/1/2012 MACTIME [C:/Users/harrell/AppData/! i i /Wi /
3317 2/1/2012 MACTIME C/Users/harreIl/AppData/Roamlng/ ft/Wi R 1t/ i ions/1b4dd67f29ch1962.
3318 2/1/2012 .C. |MACTIME [C:/Users/! ppData/ g/ ft/Wit /Recent/, i i 77462a.
3319 2/1/2012 MACB |MACTIME |C:/Users/harrell/AppData/i ing/Mi i /Invoice-#233-Staples-Office-Supplies.docx.Ink
3320 2/1/2012 MACB_|MACTIME |C:/Users/harrell/AppData/! ing/ /Wi / /video.Ink
3321 2/1/2012] MAC. |MACTIME |C:/U ,"~ |I/AppDatal/i ing/Mi Word

Spreadshit macrro for data
analysis

Hardware for data
acquisition

vV v
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What is #FastForensic ?

Easy to use
Focused

Fast

Context aware

SSSSSS



#FastForensic : a all new approach

SEKOIA

Specialized hardware
for data acquisition

time must
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Process

SEKOIA

Datas

aaaaaa

e e b lam. o

Assessment

Intelligence

Interested
parties
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Process | A Lean Cybersecurity approach

= Datas

SEKOIA

tela: gumesy

AAAAAA

Assessment

Intelligence

2

Interested.partie
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4
Large company integrated model

Information sources

-

Logs collection / correlation

collection correlation

SOC L2 Business
SOC L1 CERT communlty Lines
Referentiels,
HR
CMDB
Interested parties : _
3. Threat intelligence
IW

4. Remediation

4
SEKOIA
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4
Large company integrated model

Information sources

-

Logs collections / correlation

collection correlation

SOC L1

Referentiels,
HR
CMDB

Interested Parties : :
3. Threat intelligence

4. Remediation
Malware Intll

4
SEKOIA

CERT
AUTHORIZED
TO USE CERT”

-

1 Click Forensic

Business
Lines

Security
community

13



ave develop FastResponder
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Focus on FastResponder

Need for a fast artefact acquisition tool, easy to use and robust

>

. E-mail Index.dat/
File Open/Save Attachmen Skype Places sqlit Downloads.
Download MRU History sqlite
- Application ) .
Program . Last Visited RunMRU o Win7 Jump Services
Execution > ki A55'5t>> MRU >> 5tart—>Run>>compahh'h>> Lists >> Prefetch >> Events >
ty Cache
- : - Office .
File Opening Open/Save Last Visited Recent Shortcut Win7 Jump Index.dat
e > MRU MRU Files Rl‘fﬁg:t Shell bags (LNK) Files Lists Prefetch file://
Deleted File
- XP Search- e e e Last Visited Vista/Win7 XP Recycle Win 7 Index.dat
Kng;ﬁgzge > ACMRU >>w°rd:";:eemu MRU Thumbs.db Thumbnails Bin Recycle Bin file://
VISTA/Win7 Browser
Tilmezone Network Cookies Search
History Terms
: Key . Volume Drive Letter
USE:JDr Ll Identlﬁcatl F'.ﬁ:ﬁ;ﬂ User Serial and Volume [fﬂi;tlgiligs F'&Fl'-gvent
Sage Number s &
Last
Account . Success / Logon
Last Login Password . RDP Usage
Usage T Fail Logons Types
. Flash &
Browser . . Session
History Cookies Cache Super
Usage > >> >> >> Restore >> Cookies >

Source : SANS Windows Forensic FOR 408
SEKOIA

15



y

4

Focus on FastResponder

« Decoding MBR and BootSector
* Dump MFT
« MD?5 files of drive system

 Detect malicious files with yara signatures

SEKOIA
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FastResponder: Enter the code

Python 2.7 + ctypes

PyWin32

WMI requests

Psutils

Events logs new chanels

Export CSV

CLI or Config File

Detect encoding of Operating System

SEKOIA

17
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FastResponder: On IR

* Very simple to distribute and collect the results
* Very simple to use

 The program doesn’tcrash of an decoding
artefact

 Easy to add a artefact source
* Fast Collector

SEKOIA
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FastResponder: On IR

SEKOIA

Profile collector like volatility

Choose an artefact to collect to minimize and
concentrate searching

One module, one source of artefacts

With CSV, you can index in ELK or Splunk
results

You can deploy by script or GPO the .exe

MDS5 of all files to compare with your threat intel

data base
You can use your threat intel signatures with

yara integration

19



FastResponder: Demo time

SEKOIA

20



y

4

FastResponder: Future Features

Ram Dump and analyses

DNS Cache

Embeded Certificates in PE

Multi Browser history

Windows 8.1/10

Console collect like Viper or Meterpreter

SEKOIA

21



y |
For the community |

sekoia |

https://github.com/SekoialL

ab/FastResponder

4 4
SEKOIA 22



Thanks to CERT team

SSSSSS
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sekoia

#HCYBERSECURITY

Sébastien Larinier
Sebastien.larinier@sekoia.fr
@sebdraven

SEKOIA
16, Place de la Madeleine
75008 Paris

www.sekoia.fr
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