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Qu’est-ce que Hopper ?

» un désassembleur interactif
» Intel x86, et ARM
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function sethinpl_AppOelegate_observeValueForKeyPath_ofObject_change_context_ {
rlS = rex;
var_400 = s __stack_chk_guard;
(=l o) (rdi + +0x100041190) |= 0xB) {
rié = sdjc_nsgSend;
AgOress On 100002891, Segrment _teat, methimgs_AsoOtiegite_sbirvevatue! orieyPath_ofOtyed rox = rdi;
rax = [rdi characterOfEntry:rls);
ri2 = rax;
rax = [r15 isChecked);
(rox != 2x0)
var 0 = rox;
rax = [r12 respondsToSelector:@selector(dependencies)):
(rax '= 2x2) {
rid = sobjc_msgSend;
rax = [ri12 deperdencies);
var_B = rax;
rex » [rax countByEnumerat ingWithState:fvar_336 objects:bvar_208 count:8x10);
(rax '= 2x0) {
rlS = svar_3%2;

ri3 = 0x®;
{

(svar_352 '= r15) {
objc_enumerationMutation(var_B);
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0x89, Oxe5, 0x48, 0x83,
Oxfc, 0x00, 0x00, 0xO00,
0x48, 0x89, 0x75, 0xfO0,
Oxe8!.

R A TR A TP ST,

o § A H f
p - ALY Bl it L . 2t
- B » LR ! : /
' W.«-;‘;, N .v‘-‘? ’<‘-—’ .“t.ﬁ",. 3 AN lA-.‘»f" il
. A r R oreers J o A - - ) »

~N _ ] K
010 0Oxwskd

Thde e ) | - AT < . &
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oy |

Adresse

Type

00

Unexplored

Ol

Unexplored

02

Unexplored

03

Unexplored

04

Unexplored

05

Unexplored

06

Unexplored

L3 . f 7 s Tl s --,‘-... . |,‘- '-:- .-- 4 Y
P A nexpiorca

e
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Adresse

Type

00

Code

Ol

Unexplored

02

Unexplored

03

Unexplored

04

Unexplored

05

Unexplored

06

_Unexplored

§ > 5 o
- e L i
s (/e gl
3 .
¥

. & 2
K x

1N AN\ - ~ 1 -

1 Inevynloracd

ak 1 ICTA | N




Adresse Type
00 Code
Ol Code
02 Next
P 03 Next

0x48, 0x89,

0x48, 0x83, 0x10, 04 Unexplored
0xc7, 0x45, 0x00, 0x00, 0x00, 0x00, 0x89,

0x7d, O0xf8, 0x89, 0x75, 0xf0, 0x8b, 0x7d, 05 Unexplored
0xf8, 0x48, 0x75, O0xf0, Oxe8, Oxcc, Oxcc, 06 _ Unexplored
134 A e N e P e S et 5 t.T D < J.o'_.-. D - ‘

= 55 Wa | y L
o LY S B | ..I Wy 1 - LTS 1 s 4 s _-_4. b o PREER ( "r. S Tnevnlaread |
< . ™ 3 - - | ) | -

- Th f'.J‘_ P,

jeudi 4 juillet 13



jeudi 4 juillet 13

0x10,
0x00, 0x00,

0xfo0,

0xfo0,
JOxOZ,_QxOO,_J_

: |
9 - ~| .
J X Vs

0x00,

0x00,

Adresse

00

Ol

02

03

04

05

06




entry point:

+00 0x55,

+01 0x48, 0x89, 0xe5,

+04 0x48, 0x83, Oxec, 0x10,

// Clear variable

+08 O0xc7, 0x45, Oxfc, 0x00, 0x00, 0x00, 0xO00,

+0f 0x89, 0x7d, 0xf8, S |

+12  0x48, 0x89, 0x75, O0xfO0, ' comment. «
- +16 0x8b, 0x7d, 0x£f8,

¥ § - ] N » !
N ’ - e ¢ - § e <. e d A\ ‘ A A T
. qnl o b o A ™~ - s e At N L N, i O : oy L » Al H d ALY A g L5 & o ns o e 1) AT 2
R 4 NQ i o & a A [ r S g o8 wad 2o
U - A A ., ARRS. .. .e v " i . —— oy

- y »

ARYE) e AP .

+ C JXO ., J 2 ) » 4 Ch gt =
R _‘_..-.,—'-. \ :-l h - “' ' o ARy I - i Do, O ET '-f_-.-\”'. . RS A e o -4 R T Ao o ....' e b A ~ Tyt
” o P rre A R ie LA L - Feix 1 - N i g S B b N £ob
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entry point:

55 push rbp

4889E5 mov Lo hacie

4883EC10 sub PSS b 00

// Clear variable

C745FC00000000 mov duoiddesha s ribat ffARE RS 20
897DF8 mov dinondishsssachbesttoat NEF-REE8dunad .
488975F0 mov creaclas s tesaalops0 e Rai fll | Ad bt

ot e e At Sa ity gl S SR (N
4 N DY} ‘.:'. "._ !' o ':'.—'-_:. 3 n .} =y _.‘..' N -, t._t “ 1 iy T T T ( 4 ’ ‘-".

SRS et il O Ees it S tlinl sdond s s et Dbs Qe R R EARERS 2

I T o [ s ‘f"’:' Rl L L
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; Basic Block Input Regs: rax rdi - Killed Regs: rbx rsi
methImpl AppDelegate check:
push rbp

mov 16l O} O ol &

push rbx

push rax

mov rbx, rdi

mov rsi, gword [0x10004a390]

call gword [ds:0x100042080]

belsit: LaXavlicX

] 0x10000220d

""" BasiciBlock Input Regs: rax -  Killed Regs: Lax ‘riiii it b

ERIeL- M
0x100002220

Be sl anganalonee G dlie digRe s iainclsepmr sk el

o ¥ ~ rsi, gword [0x10004a3a8] Sk e o el e S S D LN TS Ex gy A
- >, Ly g B > W5 - el Sre T O ST o - - . A e e - . N o At fas y g AL o e
gy <.'-:?.-. ., ., —f 1 ) 5 .'_ :,: :, b i:. . - :‘-—'. '.'- ;-~‘ ?. "._‘. .. . -."'.t L ' oo A =g '._ "- 2 : .‘:: p" 3 AR vy M .,-\ W '-J."

LV
LV
Lyﬁ
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methImpl AppDelegate check:

push
mov
push
push
mov
mov
@ ol
Eesk
Jne

rbp

rbp, rsp

rbx

rax

Talo-S e el

rsi, gword [0x10004a390]
gword [ds:0x100042080]

T A et 0538

0x10000220d

= o A S B
0x100002220

e o v .5¥ “c‘ - [~ L .".-’ ..-
Si, qword. [0x10004a

.
ey IRt SRR Al

// @selector (registrationData)

// objc msgSend




eax
ol
0x10000bdeO
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Decompilateur
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PROCETDTURE

; Basic Block Input Regs: rax rdx - Killed Regs: rbx rsi
methImpl SWFFile initWithParent
00000001000094c4 55 push rbp
00000001000094c5 4889ES mov RREATIESE
00000001000094c8 53 push rbx
00000001000094c9 50 push rax
00000001000094ca 4889D3 mov 7 O PR ale e

00000001000094cd 488B35E40F0400 mov r51, qword [ds objc sel 1n1t] @selector (init)

-
k — P T v g L el
_.,::A.‘ - ,_\.,v, « BTy ) AT AR o iTh AN e S

~“-"’OOO 0,094,d4’-:- r_.oo-@lﬂ e S b e Qr L J_, R G @ity obic S .', 1 -;,,-'\-'o'..‘c TR =
S O sk g R e A L A ROy TR e

3% oty e $ 2 ey Ao '(J x P
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00000001000094c4
00000001000094c5
00000001000094c8
00000001000094cH
00000001000094ca
00000001000094cd
00000001000094d4
00000001000094da
000000010000944dd

00000001000094dt
00000001000094e6

00000001000094ea
00000001000094ee
00000001000094et
00000001000094£0

55

4889E5

53

50

4889D3
488B35E40
FEF15A68BO0
4885C0
740B

488B0D926
48891C08

4883C408
S
5D
&5

.
14

O F PROCEDURE ================
; Basic Block Input Regs: rax rdx - Killed Regs: rbx rsi
methImpl SWFFile 1nitWithParent :
push
mov ,
push
push
mov ,
F0400 mov , gword [ :objc _sel init] ; @selector (init)
300 call gword [ds:imp got objc msgSend]
test ’
je 0x100009%4ea
; Basic Block Input Regs: rbx - Killed Regs: rax rcx
Cc0400 mov pel e dad :0x100050178]
mov gword [ 3% Jus
reBasiiguBl o ekl aputeRaEgs Al <hg thingers 2Kl diRe g bt X S s paacbp
add Pl 28 ; XREF=0x1000094dd
pop
pop
Heds
endp

methImpl SWEFile initWithParent {
rdx;
[rdi init];

0x0) {

*(rax + *0x100050178)

rox
rax

(rax

rox;

raxy
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fegl=oky
gaileZey
1723,
iy
ol BT
ebx,

o/ R
dyii

TSR eA,

rdi
gword [ds:0x1000501a0]
5
gword [ds:0x100050198]
e
ebx

3 e e Sl

By I e b
s '?7‘\" e"'a‘“z‘s.‘.e““.gﬂ-, ST
o . b N

A = | 3 5 A . ‘1.- ¥ . i :;:. . : T Ly
".-’,'.’.L Q,., L 0 ";.—g o,"";‘~!f-<l§'ﬁ;‘- b ] L r 4
VAR A T R 3 3 7 TnE AR

e S

— SNl
S W vl
% (int *)0x100050198
—$laal il
A SSE e

i LNl =




= rdi
ALl Gl Qe L G005 Gkl
T L MO AR S )
Rl (s s b O B OIS OISO
ol A e
e loxerlideloss

Y P ARYAYS 3 ..:." 1 nbaibe (22 palshel yEs Lld Mot 8 oo
™ \ & \ N PN A R L
= O O N (RS O A el i S A LSS
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def rlb5 use rdi w1y =oell 0
def ril2 T N = S NGt P O D G I C A RO OR O Ve i ) 1
def rl2 D 12 .= rl2 4+ .rl5 ~ rl2 instr 1, rl5 instr O
def rl3 iyt i st IR0 ORE BLHOLE 3
def rl3 use rl3, rlb el inmiss 4 rl3 instr 3, rl5 instr O
def ebx use ebx ebx = ebx * ebx 5

def rl4 pR s S 000 0l 0B Ut R s i ©

rl3 inst 4, rbx instr 8
rdi instr 7
Z instr 8
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= rdi

= ke mEri0x1-00:0:6:0:1:20

EY P 3 WAL 3] instr 1, rl5 instr O
=iA S Gty O3S OAOI0R5 108

T NS ENC e o) instr 3, rl5 instr O

inst 4, rbx instr 8
instr 7
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(a0 o2 0006 0 A Diskak Canelall
Rttt Ol L GO TSR0 Bt sifiadlnt

-] ".. Coy e “...‘:“, L N -
L4t 0N s = - . 3 e I L N e Ao 2
* A - S oy
=T e B Ay Ry 14 et
=t . - o .
\ y a .3 rr ool
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Intel 32bits Intel 64bits
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if (XX) goto Ibl1 | if (XX) goto Ibl1

l

if (XX) goto Ibl1
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-

RS T RCR TN

objc msgSend(rdi, 0x10000a76e, rdx, rcx);

otz " C ii:l-‘.'-.'-s-r_l Yo 28 o o St ado
A LN crdd £ 4 do s e

= A,
v - e LB e . e el wasl otk gl

. - -l y N wre )i IOSES 'L g y
SE sl e Cr bR LA R

e
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= objc msgSend(rdi, 0x10000a76e, rdx, rcx);
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Debugger
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» Serveur GDB

> debuggage a dlstance

.\.l' g
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Signaled (Signal 2 = SIGINT)

FPU MMX

Memory CDB Console

Thread 1: WAITING R8

R9
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L a suite...
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»plugins
pautres types de debugger,
P autres processeurs,
»fonctionnalités...

e endt o ~ L L S e é g Ny ‘ . »
» - = 2 — Yt 54 g e _} fo ..: Ha -. ' . ,"' & £ - I b
- ‘,'.l"l -),.H‘.?'.,.'.: ¥ Y[ \Y i\.' L5 - T et D Rl 4 ™ ;..\: r{apls Tte?
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- http://www.hopperapp.com/

"l "

jeudi 4 juillet 13


http://www.hopperapp.com
http://www.hopperapp.com
mailto:bsr43@cryptic-apps.com
mailto:bsr43@cryptic-apps.com
mailto:bsr43@cryptic-apps.com
mailto:bsr43@cryptic-apps.com

