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I. Rules for 56-bit Products

Type of Product
End User
End Use
License Exception and Territory
ELA
Case by Case Licensing
Reporting

56-bit Mass Market Encryption Software
All except Denied Parties
All except EPCI
TSU 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
None

56-bit Mass Market Encryption Commodities
All except Denied Parties
All except EPCI
ENC 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
None

56-bit Non-Mass Market Encryption Products
All except Denied Parties
All except EPCI
ENC 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
Name and Address for all Military and Government End Users

56-bit Products formerly eligible for License Exception KMI
All except Denied Parties
All except EPCI
ENC 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.


N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
Name and Address for all Military and Government End Users

Notes on Use of License Exceptions:

Exporters must submit commodities, software and technology for a one-time technical review prior to exporting under a License Exception, except:

1. 56-bit Grandfathering.  For mass market and non-mass market encryption commodities and software, exporters of 40-bit or less encryption commodities and software which have been made eligible for License Exception KMI or License Exception TSU or have been licensed for export under an Encryption Licensing Arrangement or a license prior to December 31, 1998, will be permitted to export and reexport these commodities and software under License Exception ENC and TSU (for mass market software) with increased key lengths up to and including 56-bits for the confidentiality algorithm, with key exchange mechanisms including symmetric algorithms with the same or double key length authorized for the confidentiality algorithm, and asymmetric algorithms for key exchange with key space of 512, 768 or up to and including 1024 bits without an additional technical review, provided there is no other change in cryptographic functionality.  Exporters must certify to BXA that the only change to the encryption is the key length for the confidentiality algorithm, the asymmetric or symmetric key exchange algorithms and that there is no other change in cryptographic functionality.  BXA must receive such certification by March 31, 1999 and prior to any export of such upgraded product.

2. Financial-Specific Products.  Exports under License Exception ENC of Financial-Specific products are authorized only if the product has been reviewed and approved for export expressly under the provisions governing financial-specific products.

3. U.S. Subsidiaries, Banks and Financial Institutions (including Insurance), and Health/Medical Companies. Exports under License Exception ENC are authorized to U.S. subsidiaries, banks and financial institutions (including insurance companies), and health/medical companies without a technical review if previously made eligible for License Exception TSU or KMI or exported under a license or ELA prior to December 31, 1998.

4. On-Line Merchants. Exports under License Exception ENC to On-line Merchants are authorized only if the product has been reviewed and approved for export expressly under the provisions governing “client-server” products.

5. II.  Rules for KMI and Recoverable Products

Type of Product
End User
End Use
License Exception and Territory
ELA and Territory
Case by Case Licensing
Reporting

Key Management Infrastructure Products
All except Denied Parties
All except EPCI
KMI 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
No longer required to identify key recovery agent prior to export

Recoverable Products
Foreign Commercial Firms and their foreign subsidiaries.  

No exports to:

1. Foreign Government/ Military 

2. Commercial firms or separate business units of commercial firms engaged in the manufacturing and distribution of products or services controlled on the U.S. Munitions List.


To secure company proprietary information

Telecom’s and ISPs may use products internally, but may not offer encryption services to subscribers.


N/A
Group 1:  Austria, Australia, Belgium, Canada, Denmark, Finland, France, Germany, Iceland, Ireland, Italy, Japan, Luxembourg, Netherlands, New Zealand, Norway, Portugal, Spain, Sweden, Switzerland, the United Kingdom, and the United States and;

For those commercial firms headquartered in country list Group 1 above, further exports to their foreign subsidiaries are permitted for internal company proprietary use in all destinations except Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.

Group 2:  Anguilla, Antigua, Argentina, Aruba, Bahamas, Barbados, Brazil, Czech Republic, Dominica, Ecuador, Greece, Hungary, Kenya, Monaco, Poland, Seychelles, St. Kitts and Nevis, St. Vincent/Grenadines, Trinidad and Tobago, Turkey and Uruguay. 

For those commercial firms headquartered in country list Group 2 above, further exports to their foreign subsidiaries are permitted for internal company proprietary use to Group 1 and Group 2 only.  

(Other countries will be considered by amendment request.)
All others
End User Name and Address

III. Rules for US Subsidiaries and Branches, Strategic Partners, and Other Companies

Type of Product
End User
End Use
License Exception and Territory


ELA
Case by Case Licensing
Reporting

Greater than 56-bit Products
US Subsidiaries and US Branches
To secure company propriety information
ENC 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
None

Greater than 56-bit: chips, integrated circuits, toolkits, executable or linkable modules, source code and technology
US Subsidiaries and US Branches
For company proprietary use including the development of new products.  

All products developed using US encryption commodities, software, and technology are subject to the EAR.
ENC 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria. 


N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
None

Greater than 56-bit Products
Strategic Partners of US Companies
Protection of U.S. company proprietary information
N/A
Will receive favorable consideration
Will receive favorable consideration
Per Riders and Conditions on ELA or License

Greater than 56-bit: chips, integrated circuits, toolkits, executable or linkable modules, source code and technology
Other Companies
For company proprietary use including the development of new products.  

All products developed using US encryption commodities, software, and technology are subject to the EAR.
N/A
Will receive consideration
Will receive consideration
Per Riders and Conditions on ELA or License

IV. Rules for Banks and Financial Specific Applications

Type of Product
End User
End Use
License Exception and Territory


ELA
Case by Case Licensing
Reporting

Financial-Specific Products (any strength)


All except Denied Parties
All except EPCI
ENC 

All except: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.

Note: Exports under License Exception ENC of Financial-Specific products are authorized only if the product has been reviewed and approved for export expressly under the provisions governing financial-specific products prior to December 31, 1998.  


N/A
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
None

Greater than 56-bit non-voice encryption Products
Banks, Financial Institutions, and Insurance Companies
To secure any business financial transactions / communications

End Use within sector; no customer-to-customer or client-to-client usage
ENC 

Anguilla, Antigua, Argentina, Aruba, Australia, Austria, Bahamas, Barbados, Belgium, Brazil, Canada, Croatia, Czech Republic, Denmark, Dominica, Ecuador, Finland, France, Germany, Greece, Hong Kong, Hungary, Iceland, Ireland, Italy, Japan, Kenya, Luxembourg, Monaco, Netherlands, New Zealand, Norway, Poland, Portugal, Seychelles, Singapore, Spain, St. Kitts and Nevis, St. Vincent/Grenadines, Sweden, Switzerland,  Trinidad and Tobago, Turkey, the United Kingdom, the United States, and Uruguay


May be available except for: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
None

V. Rules for On-line Merchants

Type of Product
End User
End Use
License Exception and Territory


ELA
Case by Case Licensing
Reporting

Greater than 56-bit Products

Limited to client-server applications or applications specially designed for on-line transactions 
On-line Merchants

No exports to foreign on-line merchants or their separate business unites engaged in the manufacturing and distribution of products or services controlled on the U.S. Munitions List.

No exports to foreign government end-users.
The purchase or sale of goods and software; and services connected with the purchase or sale of goods and software including interactions between purchasers and sellers necessary for ordering, payment and delivery of goods and software.  

No customer-to-customer or client-to-client usage


ENC 

Anguilla, Antigua, Argentina, Aruba, Australia, Austria, Bahamas, Barbados, Belgium, Brazil, Canada, Croatia, Czech Republic, Denmark, Dominica, Ecuador, Finland, France, Germany, Greece, Hong Kong, Hungary, Iceland, Ireland, Italy, Japan, Kenya, Luxembourg, Monaco, Netherlands, New Zealand, Norway, Poland, Portugal, Seychelles, Singapore, Spain, St. Kitts and Nevis, St. Vincent/Grenadines, Sweden, Switzerland,  Trinidad and Tobago, Turkey, the United Kingdom, the United States, and Uruguay

Note: Exports under License Exception ENC to On-line Merchants are authorized only if the product has been reviewed and approved for export expressly under the provisions governing “client-server” products.


May be available except for: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
End User Name and Address

VI. Rules for Health/Medical Companies

Type of Product
End User
End Use
License Exception and Territory


ELA
Case by Case Licensing
Reporting

Greater than 56-bit Products
Health and Medical Companies

No exports to biochemical or pharmaceutical manufacturers or military government entities.


To secure health and medical transactions for health and medical end users.  

End Use within sector; no customer-to-customer usage


ENC 

Anguilla, Antigua, Argentina, Aruba, Australia, Austria, Bahamas, Barbados, Belgium, Brazil, Canada, Croatia, Czech Republic, Denmark, Dominica, Ecuador, Finland, France, Germany, Greece, Hong Kong, Hungary, Iceland, Ireland, Italy, Japan, Kenya, Luxembourg, Monaco, Netherlands, New Zealand, Norway, Poland, Portugal, Seychelles, Singapore, Spain, St. Kitts and Nevis, St. Vincent/Grenadines, Sweden, Switzerland,  Trinidad and Tobago, Turkey, the United Kingdom, the United States, and Uruguay


May be available except for: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria.
End User Name and Address 


