4 Keyware

Ag CAS Sign On for Windows

Prasarjicijor)
gour '"OSSIR

12 riovarore
2001

Jean-Francois Kin - Keyware




4 Keyware

BIOMETRICS
OVERVIEW




7y

What is Biometrics ?

ol ~ The Science of measuring one or more
~  physical or behavioural characteristics
“ unique to a person.

-

> Face
w > \oice
J\ > Eingerpnnt
> lris
> IHand

> Slgpature
\g > Velnrpattern
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Common biemetric technologies

Technology Infrastruct. Cost Acceptance Speed
100% no high low low DNA
99% no high fair good | iris
99% no down fair good | finger
98% no high fair good | hand
98% can fair good good | signature
95/98% yes low good good | voice
90/95% can down good good | face



Biometri

- Transierm BIometric e datel Inte matiematical
model = template




Biometric Performance

Score has no
real meaning :

It's just a
number .
Each system
IS different.
-1 O +1 Score
EER
FRR FAR

Threshold = minimum score you want during verification
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> Speed ltonation

- lliness, C

angry, ...)
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[ Voice Technology

» Accuracy

- Single passwerd - 1 trial

Threshold € [-0.1,0 ]
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[ Voice Technology

» Accuracy

- Single password - S trals

EER =0.18%

-1 -08 -06 -04 -02 O 02 04 06 08

Threshold =+ 0.8
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ICE(S) Infa VIGEO Streaim

&\Whiteror Color piciure taken by digital
camera.
=

- Liveness & Motion detection
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- Motion
»> Human Influen

- Eyeglasses




Finger Technology

» Minutia cempansen erented

- Speciiic/different inger(s)

B Animation E1

- Liveness detection
> Temperature

> Blood pressure




Finger Technology

» Devices
- Optical Sensors
> Old technologies (Compaag, SeRy, ...)
- Silicium sensors
> Sguare Sensor
o Capacitive (EPSHA10 Veridicom)
o E-field (AE-SAAuthentec)
> SWEEpPIng tEChnoeIoay,

o TThemmal (Themsen FingerChip)




» Environmentiniilence

- Race & Gender

> Cut In finger

Jer moisture & aifliness

- Finger position| & presstire
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Combining Biometrics

»> Adaptable pelicies el situanenal ane access terminal
requirements

> Additive Perfermance

> Multiple biometrics
» Multiple passwerds
» Multiplerugals
Ao 4 > Decisions
- Serial
- Parallel

-\Weighted

<

Enlanced Security and Usalliiy
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[ Combining Biometrics

» Accuracy ImproVements
- Parallel decision :
> Single veice password - 1 tral

> Single finger- 2 trals

-1 -08 -06 -04 -02 0 02 04 06 08

Threshold =+ 0.3






\otomefrice

1% '('Ens &

“Grtal certifh

I

Interfuces

PKI
VPN

ASP
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Directory
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Physical

Network
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CAS™ SignOn for Windows

Protecting your Network with Biometrics

LBVNTLAdmIn

» Client/Server Architecture

> Powered by LBV technoelogy

. . . | {|Face Enrollment _______________________F
» Multi-Factor Layered BIomeics [

» Domain-based Policies :
FINGER

gy, Index

» Multi-Finger support
» Unattended user enrollment

» Support Windows NiFand
Windoews 2000




Keyware

Keyware CAS SignOn

i Microsoft SQL Server
CAS SignOn Server (Active Directory)

=

User and
Domain Info

Windows NT/2000
Server

Keyware
LBV Server 2.0

(=]

9

.|| User Info and

Biometric Data
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Server Administration

» Server Settings

- Hidden Domain Conirellerpasswerd
replacement

> random| generation,, 14*cemplex characier
seguence

> password expiratien Setings
- Support for SQL Server or Active Directories

- Dynamic server changes without
restart/relboot

- Authentication| Iogging accessible through the
Windows Eveni Viewer
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Domain Administration

» Domain Management T

Uszer Manager  Domain Manager | Dynamic Eietting:s:l Static Settings

- Domain policy.
assignment

> Policy options for
serial, parallel; or
score-weighted
Intelligent decision
Processes

> Domain-based
policies with
customizable
matching thresholds

- Auto-add demain
registration Controls user
enrollment
- Set enroliment
reguirements
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User Adminigtration

Which biemetrics ane optienal
or compulsery for enreliment

Minimum number of fingers

Self-enrollment allow: Users to
enroll at own pace

Can also force enrollment

- Temporarily disable biometies
for individual users

- Text passwordicani e added

\
‘|_ Force zer Enrollment

\~ User Defaults

Can Enrall Lzt Enrall

l_ POC 4pires IV “uoice r "'-"I':"i'::E';”
¥ | Face I_,Ee.::e
¥ Finger

FuHh:I |7’

kY
Left Thumb ™

amaha Sound




» [IMPOSSINIE
C passworad

U)
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Roadmap

» New versionrdue for release end ol this year
with:

- New! version of the underying CAS Server
- CAS SignOn Senver available on Lintx
- LDAP support

- New and uniguewel-hased administration
tool

- ‘shadow’ account’

- SUpper eIiis






How to contae
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THANK YOU!
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