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What is Biometrics ?

The Science of measuring one or more 
physical or behavioural characteristics 
unique to a person.

FaceFace
VoiceVoice
FingerprintFingerprint
IrisIris
Hand Hand 
SignatureSignature
Vein patternVein pattern



Common biometric technologies

Technology   Infrastruct.    Cost       Acceptance     Speed

DNA
iris
finger
hand
signature
voice
face

 100% no high low low
 99% no high fair good
 99% no down fair good
 98% no high fair good
 98% can fair good    good
95/98% yes low good    good
90/95% can down good good



Biometric Transactions

EnrollmentEnrollment

-- TransformTransform biometric life data into mathematical biometric life data into mathematical 
modelmodel templatetemplate

Authentication/VerificationAuthentication/Verification

-- Verify the identity of one person (1Verify the identity of one person (1--toto--1)1)

IdentificationIdentification

-- Find one person in a group (1Find one person in a group (1--toto--many)many)



Biometric Performance
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Score has no 
real meaning : 
It’s just a 
number .
Each system 
is different.

Technology EvolutionTechnology Evolution

Score

Threshold = minimum score you want during verification



Voice Technology

PassPass--phrase orientedphrase oriented

-- 2 seconds of speech2 seconds of speech

-- Language independentLanguage independent

-- Text dependent or independentText dependent or independent



Voice Technology

EnvironmentEnvironment InfluenceInfluence

-- NoiseNoise

-- Microphone/Microphone/TelephoneTelephone

HumanHuman InfluenceInfluence

-- PronunciationPronunciation

›› Speed, intonationSpeed, intonation

-- IllnessIllness, Cold, Cold

-- Stress & Stress & MoodMood ((angryangry, …), …)

-- AgingAging effecteffect



Voice Technology

AccuracyAccuracy

-- Single password Single password -- 1 trial1 trial

EER = 1.67 %
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Voice Technology

AccuracyAccuracy

-- Single password Single password -- 3 trials3 trials

EER = 0.18%
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Face Technology

Face Face picturepicture orientedoriented

-- DetectDetect face(s) in a face(s) in a videovideo streamstream

-- Black&White or Black&White or ColorColor picturepicture takentaken by digital by digital 
cameracamera

-- LivenessLiveness & Motion & Motion detectiondetection



Face Technology

EnvironmentEnvironment InfluenceInfluence
-- LightLight
-- BackgroundBackground
-- VideoVideo hardware hardware qualityquality
-- MotionMotion

HumanHuman InfluenceInfluence
-- EyeglassesEyeglasses
-- Skin Skin colorcolor
-- BeardBeard & & HaircutHaircut
-- WearingWearing ((hathat, cap, , cap, scarfscarf, …), …)



Finger Technology

MinutiaMinutia comparisoncomparison orientedoriented

-- SpecificSpecific//differentdifferent fingerfinger(s)(s)

-- LivenessLiveness detectiondetection

›› TemperatureTemperature

›› BloodBlood pressurepressure



Finger Technology

DevicesDevices

-- OpticalOptical SensorsSensors

›› OldOld technologies (Compaq, Sony, …)technologies (Compaq, Sony, …)

-- Silicium Silicium sensorssensors

›› Square Square sensorsensor

•• Capacitive (FPS110 Capacitive (FPS110 VeridicomVeridicom))

•• EE--fieldfield (AF(AF--S1 S1 AuthentecAuthentec))

›› SweepingSweeping technologytechnology

•• Thermal (Thomson Thermal (Thomson FingerChipFingerChip))



Finger Technology

EnvironmentEnvironment InfluenceInfluence
-- SensorSensor dirtinessdirtiness

HumanHuman InfluenceInfluence
-- FingerFinger ((bestbest : index!): index!)
-- Race & Race & GenderGender
-- InjuryInjury

›› BurnBurn
›› CutCut in in fingerfinger

-- FingerFinger moisturemoisture & & dirtinessdirtiness
-- FingerFinger position & pressureposition & pressure



Combining biometricsCombining biometrics



Combining Biometrics

Adaptable policies for situational and access terminal Adaptable policies for situational and access terminal 
requirements  requirements  

Additive PerformanceAdditive Performance

Multiple biometricsMultiple biometrics
Multiple passwordsMultiple passwords
Multiple trialsMultiple trials
DecisionsDecisions

-- SerialSerial
-- ParallelParallel
-- WeightedWeighted

By 
applying

Enhanced Enhanced SecuritySecurity and and UsabilityUsability



Combining Biometrics

Accuracy improvementsAccuracy improvements

-- Parallel decision :Parallel decision :

›› Single voice password Single voice password -- 1 trial1 trial

›› Single finger Single finger -- 2 trials2 trials
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Keyware solutionsKeyware solutions



Keyware Enterprise Solutions



CAS™ SignOn for Windows
Protecting your Network with Biometrics

Client/Server ArchitectureClient/Server Architecture
Powered by LBV technology Powered by LBV technology 
MultiMulti--Factor Layered BiometricsFactor Layered Biometrics
DomainDomain--based Policiesbased Policies
MultiMulti--Finger supportFinger support
Unattended user enrollmentUnattended user enrollment
Support Windows NT and Support Windows NT and 
Windows 2000Windows 2000



Keyware
CAS SignOn

Client

Keyware
CAS SignOn

Server

User and
Domain Info

Microsoft SQL Server
(Active Directory)

User Info and
Biometric  Data

Keyware
LBV Server 2.0

Windows NT/2000
Server

UsernameUsernameUsername
111

User Exists?User ExistsUser Exists??
222

YesYesYes
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444
Captured BiometricsCaptured BiometricsCaptured Biometrics
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User A
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uthenticated888

Network Access Granted
999

User Authenticated

User Authenticated

User Authenticated 777



Server Administration

Server SettingsServer Settings

-- Hidden Domain Controller password Hidden Domain Controller password 
replacement replacement 

›› random generation, 14 complex character random generation, 14 complex character 
sequencesequence

›› password expiration settingspassword expiration settings

-- Support for SQL Server or Active DirectoriesSupport for SQL Server or Active Directories

-- Dynamic server changes without Dynamic server changes without 
restart/rebootrestart/reboot

-- Authentication logging accessible through the Authentication logging accessible through the 
Windows Event ViewerWindows Event Viewer



Domain Administration

Domain ManagementDomain Management
-- Domain policy Domain policy 

assignmentassignment
›› Policy options for Policy options for 

serial, parallel, or serial, parallel, or 
scorescore--weighted weighted 
intelligent decision intelligent decision 
processesprocesses

›› DomainDomain--based based 
policies with policies with 
customizable customizable 
matching thresholdsmatching thresholds

-- AutoAuto--add domain add domain 
registrationregistration

-- Set enrollment Set enrollment 
requirements

Controls user 
enrollment

Controls user 
enrollment

requirements



User Administration

-- Which biometrics are optional Which biometrics are optional 
or compulsory for enrollmentor compulsory for enrollment

-- Minimum number of fingersMinimum number of fingers

-- SelfSelf--enrollment allow users to enrollment allow users to 
enroll at own paceenroll at own pace

-- Can also force enrollmentCan also force enrollment

-- Temporarily disable biometrics Temporarily disable biometrics 
for individual usersfor individual users

-- Text password can be addedText password can be added



Limitations

NTLM authentication only, no support for NTLM authentication only, no support for 
KerberosKerberos

Text password based access is impossible Text password based access is impossible 
due to the replacement of the PDC passworddue to the replacement of the PDC password



Roadmap

New version due for release end of this year New version due for release end of this year 
with:with:

-- New version of the underlying CAS ServerNew version of the underlying CAS Server

-- CAS CAS SignOnSignOn Server available on LinuxServer available on Linux

-- LDAP supportLDAP support

-- New and unique webNew and unique web--based administration based administration 
tooltool

-- ‘shadow account’‘shadow account’

-- Support of irisSupport of iris



DEMODEMO



How to contact us:How to contact us:

ExcelsiorlaanExcelsiorlaan 3232--3434

1930 1930 ZaventemZaventem, Belgium, Belgium

Tel:Tel: 32 2 704 44 0032 2 704 44 00

Web:Web: www.keyware.comwww.keyware.com



THANK YOU!THANK YOU!
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