CSA in Action: Protection JPEG (GDI+) OVERFLOW
ﬂ

6 9/22/2004 xP-PRO-SP1A Alert The process 'CAWWINDOWSWExplarer.EXE' (as user ®xP-PRO-5P1A%Administrator) tried to accept a TCP
5:12:48 PM connection from 172.20.12.1 on port 4444 and this was prevented.
Details  Rule 507 | Wizard A Find Sirnilar =l
5 9/22/2004  xP-PRO-SP1& The critical system application 'C:\WINDOWShExplorer . EXE' (as user xP-PRO-SP1aMAdministrator) tried
£:10:03 PM to call the function CreateProcessa("CMD"™) from a buffer (the return address was 0x19163ch). The

code at this address is '515351ff TEO06872 feb316ff E504ffd0 89e6ff7S 0068addD 05ceffsE 04890362
This either happens when a program uses self-modifying code or when a program has been subverted
by a buffer overflow attack. The user chose 'Ves'.

Details | Rule 97 9 Find Similar=l

The process "CWINDOWSYExplorer . EXE' (as user
#P-PRO-SP1AYAdministrator) bried to accepk a TCP connection
fFrom 172.20.12.1 on port 4444 and this was prevented.

Default action will be taken in 4 minutes:57 seconds

Cizco Security Agent: A problem was detected, press one of the action buttons below.

system process) tried to make a system call from zelf-moditying code. This
narmally happens wwhen a program has been subverted by a butfer overflow
attack. If you want to prevent further execution of the specific thread, choose
‘Terminate' belowy . % our aystem may need to be rebooted in any caze.

@ The netvwork application "C:WIMNDOWEExplorer EXE' (which iz an important

| Yes | | Yesto Al | | Terminste
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CSA In Action: Protection Against Sasser
ﬂ

3 Management Center for Cisco Security Agents - Microsoft Internet Explorer ;|g|5|
File Edit %Wiew Favorites Tools Help ﬁ
= Back - = - @ ot | @Search [32] Favorites @Media @ | %v =
Address I@ https: | fesarmccsamcwebadmin j 6>GD ‘ Links **

Cisco SYSTEMS Management Center for Cisco Security Agents Class | Help | About

Maonitor Systems Configuration Maintenance Reports Profiler Search Help

T 'y W = 'JI_I T =01 O 173t U'_ll_l TTT = N
Details % Find Similars B
7324 5/4/2004 HP-PRO-SP14 Alert TESTMODE: The application 'C:YWINDOWShsystem32NE_up.exe' {as user NT AUTHORITY\SYSTEM) tried to call the
9:55:20 function CreateThread("") from a buffer {the return address was 0x402058). The code at this address is '008d45fE
A E0565668 f51e4000 S5656ffd7 4b75:ee5f ShEaff15 00504000 68b80LON' This either happens when a program uses
self-modifying code or when a program has been subverted by a buffer overflow attack. The program would have
been terminated.
Details | Rule 124 | wizard S Find Sirnilarsl
7323 5/4/2004 HP-PRO-SP1a& TESTMODE: The process 'CiyWINDOWShsystem32he_up.exe' {as user NT AUTHORITYN\SYSTEM) tried ta
0:55:20 open/create the file 'CWWINDOWSSavserve.exe'. This would have caused the user to be prompted as to the action
& to take.
Details Rule 69 Wizard % Find Sirnilar sl
7322 5/4/2004 xP-PRO-SP14 Alert TESTMODE: The program 'C:3WWINDOWSsystem3288_up.exe' was downloaded fram the netwark and is now trying
9:55:20 to execute. This is an unusual event, but can happen during automated software installation. This would normally
A trigger a user query.
Details | Rule 124 | wizard % Find Similarsl
7321 5/4/2004 xP-PRO-SP1A TESTMODE: The process 'C:A\WINDOWSNsystem32sftp.exe' (as user NT AUTHORITYYSYSTEM) tried to apen/create J
0:55:10 the file 'C:WWINDOWSYsystem3248_up.exe’. This would have caused the user to be prompted as to the action to
] take.
Details Rule 69 Wizard % Find Sirnilar sl
7320 5/4/2004 =P-PRO-SP1s Alert TESTMODE: The current application 'C:YWINDOWS \system32ysass. exe' {as user NT AUTHORITYSSYSTEM) would
9:5E:17 not have been permitted to execute the new application 'C:A\WINDOWShsystem32hcmd. exe’,
AR Details Rule 79 | wWizard A Find Sirnilarzl .;I
. Mo rule changes pending _ Logged in as: admin
|®j Management Center For Cisco Security Agents I_I_E (B8 Lacal intranet A
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CSA in Action: Protection Against MxDoom

[2004-01-26 23:48:40]: The process 'D:\Documents and Settings\vbieri\Local Settings\Temp\message.scr' (as
user EMEA\vbieir) tried to open/create the file '"C:\WINNT\system32\shimgapi.dil' and the user was queried.
The user responded by choosing 'No'.

[2004-01-26 23:48:44]: Event: The process 'D:\Documents and Settings\vbieri\Local
Settings\Temp\Rar$DI00.572\document.scr’ (as user EMEA\vbieri) tried to write-value the registry
key'\REGISTRY\MACHINE\SOFTWARE\MICROSOFT\Windows\ CURRENTVERSION\Run', value "TaskMon'
and the user was queried. The user responded by choosing 'No'.

[2004-01-26 23:49:06]: Event: Potential worm propagation: The process 'D:\Documents and Settings\vbieri\Local
Settings\Temp\Rar$DI00.572\document.scr' (as user EMEA\vbieri) has read downloaded content (file
D:\Documents and Settings\vbieri\Local Settings\Temp\Rar$DI00.572\document.scr) and attempted to
access an email or network related resource (vbieri.wab).This is considered suspect. The user chose
‘Terminate’.

[2004-01-26 23:49:23]: The process 'D:\Documents and Settings\vbieri\Local Settings\Temp\message.scr' (as
user EMEA\vbieri) tried to write-value the registry key \REGISTRY\USER\S-1-5-21-1801674531-2025429265-
839522115-189223\SOFTWAREWMICROSOFT\Windows\CURRENTVERSION\Explorer\Shell Folders', value
'History' and the user was queried. The user responded by choosing 'No".
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CSA In Action: Protection Against Fizzer

= Management Center for Cisco Security Agents - Microsoft Internet Explorer

File Edit Yiew Favorites Toaols Help |

“A Back - = - @ ol | @53arch [3] Favorites @Media @ | %v =

Address ] https: | radams-starm/csamefwebadmin j Go | Links >*

Monitor Systems Configuration Maintenance Reports Search Help

CIsco SYSTEMS Management Center for Cisco Security Agents Close | Help | About

Monitor » EventLog

20 pyents |change filterZ

Evert log generation time | &/6/2003 10:42:22 AM

Seuerity @ Information - Ernargency
Host : All
Palicy @ Al
Events per page 50
# Date Host Severity Event
29 5/6/2003 radams-wZksp0 The program 'C:hDocuments and SettingshwinZkyLocal SettingshTemporary Internet
10:40:59 FileshContent . IESYWOBOSKOY fizzer.exe' was recently downloaded and attempted
A to execute. The user was queried whether to allow this operation. The user chose
'Terminate’.
Details Rule 97  Wizard A Find Similarz
28 6/6/2003 radams-wZkspO The process 'C:\Program Files\Outlook Expressimsimn.exe' {as user EADAMS-
10:40:32 W2KSPOZvwin2k) tried to opendwrite the file 'C:hDocuments and Settingshwinz2kiLocal
A1 SettingshTemporary Internet FileshContent, IES\WOBOSKOY \fizzer.exe' and the user
was queried. The user responded by choosing "es'.
Details Rule 99  wizard A Find Similarzl

I

Lagged in as: admin

|@ l_ l_ E 2 Local intranet

i
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CSA in Action: Protection Against BugBear

a Management Center for Cisco Security Agents - Microsoft Internet Explorer

File Edit ‘iew Favarites Tools  Help |

s Back - = - @ it | @Search (3] Favarites @Media @ | %v =h

Address E:l https: ffradams-skorm) csame fwebadmin

-] e | Links >

Close | Help | About

Cisco SYSTEMS Management Center for Cisco Security Agents

Monitor Systems Configuration Maintenance Reports Search Help

| o

Monitor » EventLog

Yiewing 60 - 11 of 60 events

Event log generation time @ &/& 2003 2:02:35 PM

Severity Infarmation - Ernargency
Host : All
Palicy All
Events par page ! =11
|Latest » Earliest|
# Date Host Severity Event
60 6/6/2003 radams-wksp0O The process 'C:\bugbear,102-6480315-2615331704426dd
2:07: 26 [1].pif (as user RADAMS-WEKSPDhwinzk) tried to
=] open/create the file 'COAWINNTYSystem32ywinkbj.exe' and
the user was queried. The user responded by choosing
™o,
Details Rule 277 Wizard & Find Sirnilar =l
59 5/6/2003 radams-storm.example.com Alert The process 'sremote applications' (as user RADAMS-
3:06: 37 STORMYwinZk) tried to opensread the file 'C:3102- ;|

. Mo rule changes pending _ Logged in as: admin
|;E:| | | ré_ (5 Local inkranet o 5




CSA Iin Action: Protection Against Blaster
ﬂ

; Management Center for Cisco Security Agents - Microsoft Internet Explorer

File Edit View Favorites Tools  Help |
&Back + = - () ot | Qhsearch [E]Favorites GfMedia o4 | By S
Address I@ https: fradams-skarm/csame webadmin j Ga |Links =
Cisco SysTEMS Management Center for Cisco Security Agents Clase | Help | About
Monitor Systems Configuration Maintenance Reports Profiler Search Help
Palicy : All =
Events per page ! 50
Latest ®  Earliest
# Date Host Severity Event
73 8/13/2003 rob-wp-pro Alert TESTMODE: The program 'C:yWwWINDOWS\System32ymshlast. exe' was downloaded from the
4:18:13 network and is now trying to execute, This is an unusual event, but can happen during
P automated software installation, This would normally trigger a user query.
Details | Rule 97 | Wizard A Find Sirnilarsl
72 8/13/2003 rob-xzp-pro TESTMCODE: The process 'CIWWINDOWSYSystem32htftp.exe' (as user NT AUTHORITY4YSYSTEM)
4:18:11 tried to rename to the file 'C:WWINDOWSYsystem32ymshlast.exe’. This would have caused the
Pr user to be prompted as to the action to take.
Details | Rule 277 Wizard Q Find Similarsl
71 8/13/2003 rob-xzp-pro Alert TESTMCODE: The current application 'CAWINDOWS\system32ysvchost.exe' (as user NT
4:18:00 AUTHORITYASYSTEM) would not have been permitted to execute the new application
PM 'COAMINDOWS\System324CMD . EXE".
Details  Fule 257  Wizard S Find Sirnilarsl
70 8/13/2003 rob-xp-pro Alert TESTMODE: The process 'CAMWINDOWSYsystem32yswchost exe' (as user NT
4:18:00 AUTHORITYN\SYSTEM) tried to open/read the file 'CyWINDOWSYsystem32iemd.exe'. This would
P have been denied.
Details  Fule 2560 Wizard S Find Sirnilarsl
69 8/13/2003 rob-xp-pro Alert TESTMODE: The process 'COAWINDOWSYsystem32yswchost exe' (as user NT
4:18:00 AUTHORITYN\SYSTEM) tried to accept a TCP connection from 10.5.64.127 on port 4444, This
PM would have been prevented.
Details  Rule 325 Wizard QFind Sirnilarzl
. Mo rule changes pending — Logged in as: admin

€] [ | |3 [BE Localintranet
;jstart”J T & 3 “ (= windows Task...l @CiscoWorks-M...l WC:\,WINNT'I,Svst...l B select WM. ||@Management___ @ﬂlrﬁ,.%eg 4:22 PM
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CSA in Action: Protection Against Slammer
ﬂ

a Management Center for Cisco Security Agents - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help |

‘= Back - = - @ at | @Search [3:] Favorites @Media @ | %v =

Address &jhttps:,l',l'radams-starm,l'csamc,l'wehadmin j pran | Links 2

Cisco SYSTEMS Management Center for Cisco Security Agents Close | Help | About

Monitor Systems Configuration Maintenance Reports Search Help

Monitor » EventLog

1 Evant changa filter Bl

Bvapmt log gansration tme | 1/ 314/2003 44,0245 &M

Bayarity | Irnfarmation = Emergancy

HumEh o il

Paliey )l

fuile 183

fvants par pags | S50

# Date Host Baverity Event

1 1/31/2003 stormserver Warning The application 'C:\Program Filles\Microsoft SQL !
10: 57118 ServeryMSSQLABInM\sglservr.exe' (as user NT AUTHORITYA\SYSETEM) tried i:'
A to call the function LoadlLibrarya from a buffer (the return address was

OxIBc3d457), The coda at this address 18 '6873656e d4balEll am42Bc4h
da50ff16 S08d45a0 S08d4510 S50M1I&G50 belodl0ae' This eithar happans
whan a program uses self-modifying code or when a program has beaen
subvartad by & buffer overflow attack. The uger chosa 'Terminata’,

Diatsils | Rule 1%3 & Fipd Si a8l

L d
. Mo rule changes pending _ Logged in as: admin
|@ |&_ (= Local intranet 4
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