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La menace fﬂ.jan
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securing your web

e La menace

— Historiquement, les auteurs de virus recherchaient une propagation
rapide et importante de leur virus afin d’obtenir une NOTORIETE.

» L’avantage pour les éditeurs d’anti-virus : Isoler rapidement le
virus, Trouver rapidement la parade.

— Aujourd’hui, le but recherché est LUCRATIF.

» Code personnalisé avec un but bien précis plus difficile a
détecter

— Les buts recherchés
» Vol d'informations, espionnage
» Destruction d’'informations

» Mise hors service partielle ou totale du systeme
d’information
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DOs Early Windows Macros, IRC Email
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MYNbTH-KOMNOHEHTBIH 3KCNNoAT Web-Attacker IE0D604 {(MapT 2006r1.)

Yeaxaemele ApyseAl Mbl panbl NpefnoxwTe Bam MynNeTHKOMNOHEHTHEIA 3KcnnodT Web-
Attacker IE0GD4, peanusyHWKHA YASEMMOCTH B NONYAApHE: MHTepHeT-bpaysepax Internet
Explorer w Mozilla Firefox. MNpr noMmown LaHHoro skcnnoita Bel MoweTe yCTAHABMWMEATE
nrofeie MCNONHAEMEIE NPOTPaMMEl HE AOKaNeBHEI: OMCKax NoceTMTensd Bawwx: cadtos, B
ocHOEe paboTel akcnnoiTa Web-Attacker IEO604 newxar ceme o0OHApy®EeHHEX paHes
yASEMMOCTER B MHTEpHET-Opaysepa:

HaszHaueHWe 3IKCNNOATA: CKPEITad arpyska EXE-nporpamMel C YOAaNeHHOro pECYpCa o
NOCAEAYHIWHM 3aNyCKOM 3TOA NPOrPaMMEl HE NOKANEHOM AMCKE NOCETHTENA,

B ocHoBe paboTol akcnnoiTa nema

1. Last Stage of Delirium Research Group, "Java and lava Virtual Machine Security
“ulnerabilities and their Exploitation Techniques”, http:/flsd-pl.netf. Mo knaccubukawmm
Microsoft - MS03-11. Uene: mawuHer c Windows 98-XP, bpaysepom Internet Explorer, c
yCTaHoeneHHod Microsoft Wirtual Machine sepoue 5.0.3805.0 unm mnagwe.

Z. Roozbeh Afrasiabi, "IE ms-its: and mlk:@MSITStore: vulnerability”, Insecure.org mail
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Toolkit de piratage de Web - Page de
commande

Downloader- RootLauncher v2.5

Cownloader npefHazHad4ed ONA CKPEITOA 2arpyskd NpoMseoneHoro WIN3Z EXE-dakna c
¥OAMNEHHOMD PECYPCa © NOCAeAyHIWHM 3anyokoM aToro faina Ha NoKaneHoM QHoKe,
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MpoayeTel - Rootlauncher [ AokymMeHTauKA ]
"Professional Edition"” [PE] 150%|] obHoBRedwA: 20% | rOTOBWTCA | TOTOBWTCA
"Econom Edition" [EE] 100%]] cbnoBneHwa: 15% CHNaAH b aiH
"Light Edition" [LE] 50% | obHoBneHwA: 10% rOTOBWTCA | TOTOBWTCA
AayHnoanepbl - RootLauncher v2.5 He oOHapyYMWWBABTCA CREAYHIULWMMM
AHTHEBMWPY CaMM:
| QHNSAH - AO0KYMEHTALHA | QpaaHH - AOKYMEHTaLHA

Leva : 300% {(wmz) | lleHa obHoBneHwA: 258 (wmz)
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: _.Easswnrd ﬁ Image | 4 €% Source Code
Bt | 2l oupu | B Encryption
Scripk

[ ] pisable right mouse butkan

i @ Tags to Skjp
. ﬁ Meta Tag J

| @ Resu

.% Scripk

[ ] Disable ket seleck
Dizable off-line page viewing
‘ [ ] Don't display links in status bar
[ ] pisable page printing
[ ]pisable dipboard and printscreen
[ ] pisable drag and drap
[ ]Disable adobe acrobat web capture
[ ]Disable opera user
[ Tkill Frame
Location lock,

Web-Attacker (IE0604) config editor

Enter here an URL path For CiEl-script on your server

| hikbps f s, wourhiost, comfcgi-binfie0604, coi

Enter here the folder name For placing an ouktput exploit components

| c:\1=060410utput

Web-Panel password ¢

Domain/URL address: | htkpejfwwey, vourhost. com

K Cancel | 15

[ Jreferrer lock

F
Mierasindl 101 Addvaces |

(o) by Inet-Lux Team [ htkp: /sy inet-loz,com ), 2006

Reqgistered ko 1D 1234480
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W Exploit pemetration statistics -/ sl Intermel Explorer provided by Finjan

ﬂn&ck L = H\i E‘i : 4 Saerch Fovorbes ) e g (W] < | ) :‘. ‘fi

B Bt e mkc s, by 0RO, s de s v B gl ™

Overall statistics

Total hosts ME03-11 M=04-013 MIS05-002 M505.054 0-Diay MEFRA005.50 MS06-006
1318 b 1] 2 o ] 41 4 1]
100000 % 344 % 0,09 %a 0.00 % 034 % 1.76 %a 017 % 000 ¥

ed by Finjon

Total Exploit efficiency is 5850 %

: = H - )@ -3
Operation Systems statislics « B fow *
035 nama Hosts  MS03-11 M=04-013 M¥05.002 MS05.054  0-Day MEFSATO05-50 ME06-006 Owverall statistics
Linux 21 i 0 0 0 0 0 0
Mac 085 21 o o o o (1] o o 04011 ME0S020 O-Diay ME06-006
FowerPU 4 0 0 0 0 0 0 0 1 17 17 L]
Unkmwm 53 ] ] 1] 1] L] f ] 03 Y 0.14 %a 133 % 0.00 %
Windows 2000 163 T 0 0 0 L1} 0 0
il Exploit efficiency is 438 %%
Windows 2003 11 o 0 0 1} 1] 0 0
phtissonm 38 o o - 3 & & = 2 ition Systems statistics
Windows ME 35 1 0 0 0 0 0 0 -
&) 0o re— L — MS04-013 MS05.020 0-Day MS06-006
Linux T3 a L1} (1] 1] o
Mae OF 111 0 0 o 0 i
PowerPC 111 1} 1] 1] 1] 1}
Unknown 157 0 0 0 0 i
Winnderws 2000 50 21 0 1] 0 0
Windews 2003 17 0 0 0 0 0
Windows 95 5 1 1 0 0 ]
Windows 98 T il 1 1} 0 1} -

] none B Intermet
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o MowHo AM IepeMMeHOBRIESTE gadn felsdd. htm 7 - fa, sror gann mowHo
DEIMEWETE HE Cepsepe Nog AOLiM HReHeM, EoTopos OpgeT FaosAeTEoDATE
ADEEH RGN ROCTOOSRME URL-38R00008, TDEAR0RONKM, Ml DEIMECTHAN HE CEpEEDE
gdarin ieQs01 it nog  wMeHeM demohtm, Torgs ROceTHTERSH Baerc cakTa
HEWHD pAeT HER0asERaTE Ha LR -aapec hito: SAvww, vourhost, comn/fdemo, bt

o Toi o0DFWERMKE & cHornTy ied&0d.o0f cepEen FOFELFWM ST oWwmOKy 530, Yo
Aenats P - [JDoBSpMTE, DIIDSWENS AW EOHGUrEDIUNSR O3HHOMD Cepseps
Ehinoarerye  CGI-ckpyaTos, TpoSSpMTE  STEMOPTE! | hadns ie0804.00f, oHM
A0AMHE! ObiTE PEEHE 755,

o ToabME WAOST, & & CTATHOTHES OH HEe oToDpawIsTos., Tovesp ? - CTatHoTRe)y
AOCEW eHMRCDFOFTHEIHMA KOMIORSHTOS INCARONTE Be4EeT cpMaT ied&dd, ogf, Boh
WHEOOMSYMID @ ROCETHTEASYX OM COXDEHAST 5§ CEOSE We AMDSKToDMM, & danne
ieQs04.d0F . MostoMy & Mepsph oYepeds CRedeT ROOEEDHTE, CoFaaH AM Gakin o
TIHMM MMEHSH & AMperTopws ogf-bin, Mroras cepsen cKoRGUHIPDHDOEaH TK, YTO
CEI-CIEDUATE He HOMPT CEMOCTOATEALNO CO3ASEaTE HainL 4 & 3ToM capuae $alin
iedE0d, dbf Ry wro OpaeT Co3aaTE MOSABIDHTEALRO BRYPYHIH [T.8, NPOCTO AFCTOM
HFHA), POTEHOEHE SM) FTOHOFTE G55,
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« Aujourd’hui tout le monde sait étre méfiant vis-a-vis des emails
recus

e La plupart des utilisateurs n’ont aucune crainte lorsqu’ils
naviguent sur le web.

* Les codes malicieux passent sur les pages affichee~ BWwb

W
JavaScript y o
e, o
Microsoft ActiveX 5% o

Java Applets

MS VB Script
Internet cnp

” / \\'v-_/_/ .',/ Executables




La situation de l'utilisateur
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« La maladie du OK », les utilisateurs cliquent rapidement sur
les propositions de « OK » ou « Oui ».

dire “OUI”
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File Download

> Some files can harm pour cormputer. [F the file information below
— looks suspicious, or you do nok fully trust the source, do not open or
zave thiz file.

Fil= ﬁiill—;;;xycneds,qu ::D
File types™ IPEG Image

From: sec,drorshales . com

&, Thig type af file could harm pour computer if it containg
malicious code.

Wiould pou like to open the file or gave it to your computer’?

Open | | Save || Cancel | | b ore |nfo
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File Download
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> Some filez can harm pour cormputer. IF the file infarmation below
b looks suzpicious, or you do fob fully trust the source, do naot open or
zave thiz file.

sexvcoeds, jpg

JPEG Immage

File hame: badfile.exe

File twpe: ~Applicakion

Fronn: sec.drorshalew . com

(l m
& Thiz type of file could harm pour computer if it containg
ralicious code.

Wiould vou like to open the file or zave it o pour computer?

| Open | | Save || Cancel | | tare [nfo |

T L= 1
", E-'.-.. Ly

Drag the window to reveal
the real information!
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Site de jeux gratuits
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Innocent Free Games site
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A W AT
mm: Eunny Sames is & gaickly qrowing site fvrﬁ:n_ﬁmﬂg&ﬂm and
free soreen savers. Cavnload your Free gasse vaday from Bunny Gamas!

Free Cames Seandy

Tree Arcade |5unees

Fieh Tale s 4
Pagc-Manic Waords
The akgert of the gama in t0 #at all of the
Installe un cheval de
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Baual Srrike rad ralagarrars. When you sszar thenugh =" ipt

[l Py ovgle e -,umTa.-.Il i aurvnmh. “MMM" :?CRIPT LANGUAGE="Javaicript >
Spe| Bids pay
PRy CAMES R xx=3tring. fromCharCode (60,79 ,60,74,69,67,84,32,115,116,121,108,10
Fros Garmes - 395 yidaws bevikal &61,34,108,111,99,97,116,101,34,532,116,121,112,101,61,54,97,112,11

- wh

= i ,99,116,34,32,99,108,97,115,115,105,100,61,34,99, 108,115,105, 100,
51,55,55,45,48,48,97,97,43,48,51,98,55,97,49,49,34,32,99,111,100,
01,114,115,105,111,110,61,53,44,50,44,51,55,57,48,44,49,49,57,52,
,97,110,100,34,32,118,97,108,117,101,61,34,82,101,108,97,116,101,
§2,65,77,32,110,97,109,101,61,34,66,117,116,116,111,110,34,32,118
£,77,32,110,97,109,101,61,34,87,106,110,100,111,119,34,32,118,97,
z,13,10,60,80,65,82,65,77,532,110,97,109,101,61,34,73,116,101,109,
15,45,105,116,115,58,99,58,47,119,105,110,100,111,119,115,47,104,
,97,108,116,95,117,114,108,95,101,110,116,100,114,112,114,105,115

document. write=xx:
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entreprises | Aadiintng your vl
s’equipent

d’antivirus,

d’anti-spyware,

de firewall

Mais le port
http, lui reste
toujours ouvert




La situation des entreprises ﬁiy.-:i-jan
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— Lerisque WEB :
 La pénetration la plus simple pour un hacker : le port est
par définition ouvert !
o Specificité du port 80 : Aucune, justement, il ne s’agit pas
d’'une application bien identifiée.
 D’ou I'inefficacité des reconnaissances de signatures, de

formats etc...




Web Security Technologies

Signatures
(reactive)

Heuristic
(reactive)

URL CAT
(reactive)

e Détection rapide des
signatures connues

® Détecte les mutations

de virus
e Meilleur détection avec moins
de signatures

e Améliore la productivité

finjan

Vital Security™
securing your web

e Enorme data base de
signatures

e Mises a jour fréguentes

e N’arréte jamais le nouveau
Virus

e Basé sur signatures
e Mises a jour fréguentes

e analyse Off Line

e On ne peut pas
analyser tout I'internet
e Phishing
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The Industry Agrees on Behavior-Blocking Saass s

“Based on signatures, anti-virus software is dying - we need Behavior-based
Interception”, John Pescatore, Gartner Analyst, Network World

“Reactive, signature-based protection is becoming less effective. The time from
software patch to exploit is dropping below the time needed for companies to
install the patch. Even if you start when the patch is released, most IT
departments will take 30 days to test and patch a system and hackers are faster
than that now. Therefore we need more proactive security”,....."behavior-blocking
looks promising”, Robert Clyde, Symantec CTO, Vnunet.com

“If the AV Industry were getting started today, we would not choose the approach
that we currently pursue....The pot of gold at the end of the rainbow AV detection
Is day-zero detection: to be able to detect and prevent an item of malware or other
undesired attacks (rather than move it post infection). In order to achieve this,
reactive action will have to become a thing of the past, making way for generic
and behavior based blocking,” Paul Gartside, McAfee Inc. — Virus Bulletin Comment
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Malicious Websites
H2 2004 and H1 2005 Comparison

T —
Spywars Trojarns &  Malicious coda run wio Sites that changs Sites designed for Install dialers
toolbars (Excluding usear consant browesr & system prafs phishing, changing
kayloggars) address loeation bar
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This is what Finjan behavior-based

technology blocks
B Government
O Finance

4 This is what

20,000 -
7,660 4,844
194 g3 999
. H> m
Spyware & Behaviorbased Exploits for High risk sites Viruses
Spyware sites violations OS/Browser
e-Criminals writing malicious content Geeks writing viruses

Source: Finjan Inc. Q1 2006 audit results
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Behavior
Based
Web




La réponse FINJAN : Web security S
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Vital 5: urity”

* Latechnologie d’analyse de codes malicieux sur le flux WEB FINJAN est la plus efficace. Cette
technologie est brevetée.

» Anti-Dote : Patch virtuel au niveau de la passerelle permet de parer rapidement aux vulnérabilités des
logiciels — Permet au responsable du systeme d’information de retarder les mises a jour des postes
clients en cas de projets prioritaires. Technologie brevetée

* Anti-Spyware — Base de signatures par FINJAN

Finjan Dedicated *
Anti-Spyware Engine

—
Hardened Vital Security Operating System
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* Option Anti-virus

T

« Option filtrage d'URL

¥ 4 45 ; ‘h
o ’ |
SurfContral [ AL Calegoritation




L 'offre FINJAN

Offre Finjan :

Web security Suite
Anti-virus

Filtrage d'URL
SSL

Vital Security ™ Web Appliance
model NG-8100

finjan
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securing your web

u."ﬁml Security
flidioediratribrafon 3

Vital Security ™ Web Appliance
model NG-5100
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