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 Introduction

* The Norman SandBox

* Demonstration

- Q&A



Introduction: Righard J. Zwienenberg

 1976: First experience computers (9 years old)
« 1977: Actively working working with computers
« 1982: Teaching my first classes (15 years old)

« 1988: Technical University Delft, Technical Informatics (first virus,
Jerusalem.1808.B-A204)

« 1988-1991: Freelance consultant, VirScan.Dat (TBScan/HTScan)

* 1991: Member of CARO

* 1990-1996: The Hague High School, Sector Informatics

* 1991-1995: Founded Computer Security Engineers, Ltd.

* 1995-1998: Research & Development at ThunderBYTE

 1998-now: Norman

« 2000: Co-founded AVED, Board Member on AVED

 2003: Technical Overview Board Member of the WildList Organization
« 2005: Technical Board Member of CME (Common Malware Enumeration)
 2005: Vice-President AVAR, European Operations

« 2005: Chief Research Officer at Norman



ptember 2006

Introduction: Righard Zwienenberg in Norman

* Virus Research
« Scanner Engine Development
« Security Research

 Liaison for Norman to Virus Bulletin, EICAR, ICSA
Labs, AVAR, Certification Organizations (eg
Checkmark), Microsoft, Testers, Reviewers, etc.

* Presentations, Seminars, Workshops, Conferences
« Talking to journalists
* Flying over the world for Norman



* Married for 9.5 years

* 1 boy (almost 18 months)
Matthew

* Drummer
* Magician
* Modelling

« Stand-up Comedy




Commodore Pet-2001

* 4KB Memory
* Video memory: 1KB

 Starts up with Basic
The next code made the
Pet 2001 went up in fire!!!
P =m— I

10 motor 1
20 motor 0
30 goto 10

e




Sandbox: a quick introduction

 Why was it created?

« Why do we make the technology publicly available?

« How do we make it available?



Norman SandBox Solutions Overview

« Norman SandBox Reporter
— Malware information sent by email
— Subscription based

 Norman SandBox Analyzer

— Application to perform fast and efficient analysis of
suspicious files

 Norman SandBox Analyzer Pro
— Application to perform in-depth analysis of malware



Norman SandBox Reporter

* Information gathered by Norman SandBox Information
Center ( ) in the past 24
hours

« SandBox summary

« List of URL’s with possible malicious content

* List of IRC servers including login details found in the
analyzed files

* Provided as .txt and .xml file



SandBox Reporter Sample of SandBox Summar

* Detection Info

Display SandBox classification like, W32/Downloader

If the scanned file are known to Norman, the name of the malicious file will be displayed here like Bagle, Sober etc.
* General Information

— Gives you file length and MD$ hash information

+ Changes to Filesystem, Registry etc.

Here you will find information about files created and deleted as well as new registry keys and deleted registry keys.
* Network services

— Will show information about network services the file are using like, downloading/uploading files from/to a specific
location. IRC networks it will connect to with login details, SMTP server details etc.

» Security issues
— We will describe why this would be a possible security issue
» Signature Scanning
In this case we will scan the created files and if they are know the name will be shown here.
* More information are available depending of kind of malicious file.

[ petectionInfo ]
* sandbox name: wW32/Downloader
* signature name: NO_VIRUS

[ ceneral information ]
# w*IMPORTANT: PLEASE SEND THE SCANNED FILE TO: ANALYSIS@NORMAN.MNO - REMEMBER TO ENCRYPT IT (E.G. ZIP WITH PASSWORD)®*,
* File Tlength: 42496 bytes
* MD5 hash: lcb4b931‘F21ce409481’=30598bbc348a3

[ changes to filesystem ]
* Creates file C: " WINDOWS'SYSTEM3I2"Antivirus. exe.
* Creates file C:'\WINDOWS'SYSTEM3Z'MSN_Messenger.

[ Network services ]
* pownloads file from http://mipagina. americaonline. com.mx/elezinho/x. exe as C: " WINDOWS\SYSTEM3Z2'\ANTivirus. exe.
* pownloads file from http://mipagina. americaonline. com.mx/elezinho/m. exe as C:“WINDOWS'.SYSTEM32“MSN_Messenger.

[ security issues ]
#* starting downloaded file - potential security problem.

[ signature Scanning ]
* I \WINDOWS\SYSTEM3Z2 antivirus. exe (4096 bytes) : no signature detection.
# CIrWWINDOWS'\SYSTEM3Z'\MSN_Messenger (4096 bytes) : no signature detection.



SandBox Reporter - URL List

» Contains exact paths to where files are connecting to download files, as these URL'’s are foul
malware they most likely to be malicious even if we report “no virus” as long as the file conter
PE 1386 and there is a value in the length column.

« Signature means name of malware as reported Norman Virus Control
» SandBox means SandBox classification of malware in the URL

» The example below have 2 lines in blue and are found in the SandBox summary on the previ
slide (show the link between the 2 reports).

Norman Sandbox Information center URL digest
(C) 2004-2006 Norman Asa. All rights reserwved. . .
The material presented is distributed by Norman aAsa as an information source only.

content Length signature sandbox URL

PE_I386 NO_WIRUS htt S/B69_46.28. 122 Texplorer. exe

FE_T386 NO_WIRUS http:.//abusados0l. xpg. com. br /deva. jpg

N N htt S Sarguivovivo. webcindario. comySICBE. jpg

FE_I3S6 WIRUS http://baladasnight. pop3. ru/melhoresl3. exe

VIRUS htt A /ex002. ubbihp. com br/cartao jpg
¥/ hometown. ao .com/esﬁ roqueentenda/sICE. jpg
//megaswaiter.info /4ghhh/socksret.php?Zip=101.0.168.192&por t—4730&1 00812144
S /megaswaiter.infos4ghhh/socksret. 01.0.168.192&poOrt—4730&1 02054805
#/megaswaiter.infos4ghhh/socksret. 01.0.168.192&port—4730&10246802
ss/megaswaiter.infos4ghhh/socksret. 01.0.168.192&port=4730&10266274
Ysmegaswaiter . infos4ghhh/socksret. 01.0.168.192&port=4730&109603494
s/megaswaiter.infos4ghhh/socksret. 01.0.168.192&port=4730&28451621
s/megaswaiter.infos4ghhh/socksret. 01.0.168.192&port=4730&31530599
s/megaswaiter . infosdghhh/socksret. 01.0.168.192&port=4730&35723668
s /megaswaiter.infos4ghhh/socksret. 01l.0.168.192&por t=4730&37304676
s /megaswaiter.infos4ghhh/socksret. 01l.0.168.192&port=4730&50366358
s /megaswaiter.i ghhh/socksret. 01.0.168.192&port—4730&59163802
S /megaswaiter.i ghhh/socksret. 01.0.168.192&pOrt—4730&6240874
/s /megaswaiter. i ghhh/socksret. 01.0.168.192&pOrt—4730&63080946
: S /megaswaiter. i ghhh/socksret. O e Ee e &GRS S 0KG /4200
: S /megaswaiter . i ghhh/socksret. 01.0.168.192&p0Ort=4730&7442777
/S /megaswaiter . i ghbhh/socksret. 01.0.168.192&port=4730&82759216
b7 megaswar Eeniy Shth/Sosi=nstE o1.0 192&port=4730&874106084
hh/socksr ol1.0 19Z&port=4730&98876071

b
Plastike. darkc CatS.org, u

s/schonnayder . tripod. tomdmotulosrcars. ipg

ts//Tvinterativa. paginas. sapo.prt/twvinterativa. scr

S wintercat. di myrice. com/cat2. exe

L veenw. cliquevirtuall. net /foto. 3pg

:;§ v, dwnnowo. itafree. com /rica. xs

E

S

ater. ini

W muangboran]ournaT.com/teit/1ex lTore. exe
wnw . wodpdiscount. pop3. ru. /freedownload,/System. exe
zapcards. com. sapo. pt/zap/Isass. jpg

1073280
IZEG 1014244

TTUTTTTTTT ekl

WIRUS NO_WVIRUS htt



SandBox Reporter - Summary

[ petectionInfo ]
# sandbox name: w32/Backdoor
#* Signature name: NO_VIRUS

[ ceneral information ]
# SHIMPORTANT: PLEASE SEND THE SCANNED FILE TO: ANALYSIS@NORMAN.NO - REMEMBER TO ENCRYPT IT (E.G. ZIP WITH PASSWORD) %%,
Creating several executable files on hard-drive.
File Tength: 48640 bytes.
MD5S hash: 68f1966e98c21a8643e9e7edd7966100.

%

A

[ changes to filesystem ]
* Creates directory C:“WINDOWS'win32dc.
Creates file C:\WINDOWS'\win32dc'\Daol + Tix.exe.
Creates file C:\WINDOWS'win32dc'5ims 2 + cheat.exe.
Creates file C:\WINDOWS'win32dc\Battlerield 1942 + serial.exe.

%

% B o6

[ Network serwvices ]
#* Connects to "us.undernet.org” on port 6667 (IF).
* Connects to IRC server.
IRC: Uses username xtrmasterwgdkctilnrulaeemtfri.
: Uses nickname MYDOMwQDKCTITnrULaEemtFRI.
IRC: Joins channel #vdm with password fuck2l.
IRC: sets the channel mode for channel #vdm to fuck2l.

L % 8 % %
»
M

[ signature scanning ]
FOCOWWINDOWS ' win32dchDaol + Tix.exe (51841 bytes) : no signature detection.
* CIWWINDOWS \win32dchsims 2 + cheat.exe (48769 bytes) : no signature detection.
¥ CIWWINDOWS'win32dchBattleField 1942 + serial.exe (50817 bytes) : no signature detection.



SandBox Reporter - IRC List

+ Contains information about IRC servers found in the analyzed malware

* Information provided includes
Server name, port connects on, password used, IP address, active or not
Nickname, username, channel password, user mode
Etc.

* These IRC networks are likely to be Botnets as they are found in malware

lcount serwver Port Password e necke user <hannel channel-password Setsusermode setschannelmode
00000 telnet.Ox0539.us 00006667 066.111. [Rx]2178 nfhkp #hck 11 NSA —x+B T
00000 sSayan. easydns. us 00008885 069.119. [011653393] xP-1848 #PLaGuE . PLaGuE +3 A
00000 aboubress. dynu. com 00006667 211.231. r8o ezki eya. #urx ram N A
00000 Jtcrew.wirus.be ggoo1ses 127.000. Currentuser? Currentuser? #spybot# 1234 +B +nuTs
00000 drc.efhnet.net 006667 ©080. 240! Tygofl Tygo A NSA NA
00000 black.secilmisler.com 80065544 084244 ezkieyaca ezkieyaca #black Turavma —x+1 NA
00000 chit.badpenguin. 00006667 072.023 Zvuvt Zvuvt ##Tucked open N A NA
00000 707.crestsiderO7y.com 00042086 222 17a. 521508 miraczsp bay NA
00000 55.43.95.23 00000445 Fxrtklfbt ©055.043. wloeefu_10 yloeefu_10 SaSffen-ss NA A
00000 216.81.243. 244 00006667 216.081. | 80340 ezkieya #crewtest N/A +sntp
00000 Frwalid. d-irc.be 000018 o64.018. [dnlso3400 ezkieyac ##dn sk313ton T
00000 dirc.sobnet.n 000066 o72.029. [803400248 ezkieyacagi e oiTenwn madden NA
00000 epO.ma. cx 00003922 207.0a4. ezkieyacagi ezkieyacagi #1rxr! NSA NA
00000 main. hybridtx. com 00002280 143 2as! [0]1559399] xP-3872 EHTesTHE 1zoash N A
00000 206.63. 81. 00007030 206.063. [0] 16913757 *xP-7040 . geckoman. +smnTtMu
00000 ram. peruwvianpower.com 00006667 069.255. [8O 34 ezkieyaca online +mun.
00000 st4bllo.4irc. com 00006667 i25.000. [H]S8034002 cozruii Em NA
00000 Ge.ninth-gate.org 00009178 o82.192. [01 16133531 xP-9422 nietech NoA
00000 ownage.cable.n 00006657 150.10 [206 120664 Tickmanutz NA
00000 For dnet. 00008080 220.228 \2(:7102 ufiwe &5 A
00000 1ol.durresi.com 00006667 216.152. souk N chk— NA
00000 s.s7113nt. com 00005566 oB4.2aa; \80;40024832 SZkieyacagizl kaki NoA
00000 nzm.ma. cx 00003921 207.044. | 80340 ezkiey: i 2711 NiA
00000 free.avautoupdate. info 00008080 205.177. 157723% blucoo NoA
00000 gen. linux-site.net 00007000 140.115. GR-20 4 1234567, +1i =B NA
00000 KossSi.hanashteam.com 00006667 068.192. 11455 #3missionss impossible N A NA
00000 al11.glccino. ws 00005050 i54.054. Mir3n— mOd . ## 777 +XT+R NA
00000 tTopsyturwvyfun.com 00022345 203.129. 1B0340 et #jdownload cannot enter X+ NA
00000 irc.expressbot.net 00001814 064.018. [bot] #HDEM-Digzee N/A +piB-x NYA
00000 wwwi. karv. com 00000080 066.185. o2 #kar cunt +3 NA
00000 free.avupdates.biz 00000080 066.185. [oll22 #pg dool NA
00000 aim. egydwe. com 00007000 072.029. [fols =Fors S XX +x1 NA
00000 irc: galaxynet.com.sg 00006667 wahoo 202.001. bjlpr= e ves N A NA
00000 sa.kuws5.c 00007000 o72.029. DED5-80340 A a —x—1 N
00000 Saudi-d2g:b 00051115 203.253. A2a-348B68923236 #c Cxxpass. +ix N A
00000 Jrc. Sandzak(hat info 00005555 1s3.102! |80 #ddos# +nrE A
00000 ya.hmar.info 00006667 nadjoe o83.098. [0]1631393] ##xgnew G mntsu
00000 1632-20.127. 34 00008321 162.02 r80 #ai aimpass —x+1 A
00000 coko.serwver.us 00006667 ©080.122. |80 = ur xsw2 +X+B A
00000 cyber.ircxpro. 0000665 216.075. =] ##nomadi## detonator —x NoA
00000 creative.proircd.net 00006667 208.009. [RAPEDWVL ] -BO3: go —-x+iB N A
00000 abuser.easydn 00006657 211.239!. SneNutwonderl7 6545899 OneNutwonderly 6545899 #hack NSA NSA NSA
99909 00006667 064.018. MYDOMWODKCFITNrULAEemTERT xtrmasterwadkctilnrulacemefod #vdm Fuckz1 NSA t
0000 FC.expres net 00006667 064.018. 21893, 803400 ezkieyac HHERHOWN SRS H 1337 4+ NA
50006 156 StbrmiInox. net oQo12347 202.091. ezkieyac e yes +3 N A




SandBox Reporter: where to use...

* In (Personal) Firewalls...

 |In Filters...

 Etc...



Norman SandBox Analyzer

« An applications for analyzing files, deeper, faster and more efficient than
previously seen

» Analyze files one by one or in batch jobs to increase efficiency
« Ability to set number of emulation cycles to increase detection rate

« Get SandBox summary of files analyzed for fast evaluation of file action like
type of malware, changes to filesystem, registry, network services used,
signature name if existing and more

* Get the complete API log of the analyzed file actions

» Analyze further dropper files from analyzed files.



Norman SandBox Analyzer

* Designed for organizations dealing with suspicious
files

— Security organizations

— Malware researchers

— Network security application and appliance vendors etc.
— ISP’s

— Large corporate

— Helpdesks



SandBox Relations Between API Log & Summa

APl Log

KERNEL32!CopyFileA ("C:\WINDOWS\SYSTEM22\ KERN32.EXE", "C: \wmnows\s'rsTEuzz\kernzz El:e " 0x00000000)

KERNELZ2!GetFileAttributesA ("C:\WINDOWS\SYSTEM22\kern32.axe")

KERNEL32'GEtFI|Eﬁttthu|:EEA[ C: \W'INDDWS\SYSTEMEZ\'(EHISZ exe")

NELZ2!CreateFileM ("C: \WINDDWS\S‘I'STEMSZ\KERNEZ EXE" D‘:KSDBD'U'D'DD' D2 0000000, D‘KUDDOGODO 0200000002, 000000000, 02x00000000)

NEL3Z2!SetFileAttributesA ("C: \mNDUWS\SYSTEMEZ\kErHEZ exa" u’xl}l}ﬂl}l}l}ﬂﬁ]

21RegCreateKeyExA [D’xBDDUODDZ,"Suﬂ:ware‘\MlcrcrsuFt\Wmdcmrs‘\CurrentVersmn\RunDnc\e" OO 000000, NULL, 0x00000000, 0x000F002F, 0x00000000, 0x4FD011 54, 00D

AD 2IRegSetValuebExdA (0272002148, "kernel22" 000000000, 000000001, "C: \WINDOWS\EYSTEHEZ\I‘:EHIEZ exe -gys" , Gx00000023)
AD 21RegCloseKey (0x7200214B) :

KE 21CreateMutexA (0x00000000,0x00000000," " SEVFrK"™)

KE 21GetLastError () :

KE 21CreateThread (0x00000000, 000000000, 0x00402769,0x74116F00,0x00000004, U‘J:?"ZIZIEFDU)

dBox Summary

ngth. 58368 bytes.
ash: 60a8d2e41147f48364e leh3?296c53f‘b.

'tO&ﬁﬁgﬁiﬁmj

* Sets Yalue "kernel32"="0C: XWINDDWS\SYSTEH:-Iz\kernBz exe -sys" in key
“HKLH\Snftware\.chrusnﬂkwlndDWSXQmmmmlmmm

[ Changes to system settings ]
¥ Creates WindowsHook monitoring keyboard EICtIVIt‘jF

[ Metwork services ]
* Connects to "200.223.3.130" on port 6667 {TCP}
* Connects to IRC server.
* IRC: Uses nickname CurrentUser[FRK][19].

¥ JRC: Uses username SErVERINO.
* JRC: Joins channel #5l4cK_r0oT.



SandBox Analyzer Pro

« Norman SandBox Analyzer Pro

— Target market, security organizations, security companies needing
to do deep analysis of file behavior

— Since deep analysis is not time critical you can set it to run a higher
number of emulation cycles

— By the use of a large set of parameters you are able to monitor
various sections of the code as it runs and after it have been
running

« See the changes to the OS as the file is running

Set breakpoint’s and insert additional code to see the reaction
Watch library being loaded

See Threads running

See Sockets created

— All in all you will get the full picture of the actions done by the file
that is being analyzed
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SandBox Analyzer Pro

AN SANDBOX AMALYZER PRC EDITION 1.03a - BETA - (C) 20006 NORMAN ASA - BUILT FOR MORMAN R&Dx
AIFFFF EBX 738@33@8 ECX A0ABRAAA EDX 4FF78455 EBP 4FF72284 ESP 45EH 1 00410838 O02B:@042FED6  S[[5 TR0 o5 MRN8 §5 e

72208 EDI 7 3748 DS @A3IM ES ©A3A F5 QA8 GS APAA@ S§ A@30 GCSEH 2 7C801568 OOOP:AAPAPEAA B10A 6004 TERMINATED AA4000AA c:~sample .exe <)
I0EBE DR1 @ HEAE DRZ2 AEBEBEEH DR3 PAUPEOEGOR DRt ABOBBEEE DRY O0DO00O0AG0 806 - A0 A 9188 @adB WAITING 08488888 c:\sample .exe <)
: PAROR1 01 read: BEEAEEAD : C:\WINDOWS\SYSTEM3Z2\wininit32_exe 9806 : 300 0 8aac WAITING A0408A@A c:\sample .exe )
A1@2[N] PageFault=A0072683EF BP: FFFFFFFF Cycles: ?FFFF?D1 9806 : A0 0 8a@D ACTIVE 304080688 C:~WINDOWS \SYSTEM3I2\wimin:
#32/10PL=81 ["i connect+16bh"1 [EXCEFTION] BA0E WAITING 004080688 C:~\WINDOWS \SYSTEM32 \wimin:
. @aaF WAITING @04080688 C:\WINDOWS \SYSTEM3I2 \wimin:
161d23 663dEfFEF ax,.FE£Ff gai@ TERMINATED B8840000A C:~WINDOWS-SYSTEM32“winin:
3151d27 741 j 73351447
3151429 e ax, IE0EEA06
3151d2¢c ] 73351447
i61d2e e ax,. HE0EEAA2
3151d31 hBEfFFFFfff eax FFEEFFFF
161d36 7448 j 73351478
351d38 Bhbhdfc m ehx,ss: [dword ptr ehp—B4] [B@3@:4FF722881=73803308
151d3h c?7836404A000801 . . [dword ptr ehx+BA0AG464], A0BOO01 [0030: ?3AA376C1=00000000
3151d45 eh2f ] 73351476
3151d47 hBFEFFFFfff eax . FFFEFFFF
i51d4c  833d6264357383 [dword ptr 73356462 1, 90A0BO03 [AA3A: 73356462 1=0000800041—
3151d53 7586 Jinz 73351d5h [ General information 1
351d55 83°7dE835 cmp sst [dword pty ebp—@A8]1.0080BR35 [8038:4FF7227C1=-00801A8BY in32 PE validation check:

OK.
3151459 7514 Jjnz 73351478 *x]MPORTANT : PLEASE SEND THE SCANNED FILE T0: ANALYSISEN(

351d5h 8h5dfc mov ehx,.zs: [dword ptr ehp—B4]1 [B@38:-4FF722881=73803388Anti debug-emulation code present.

351d5e c7835cB4B0000E. . mou [dword ptr ehx+80EEA45c ], A000000ALI0A30: 73803764 1=-00000000ANnt1i debug-emulation code present.

3151468 6aBl push aa

}hidba  6Gab@ push [5]5] [ Conclusion 1

}t1dbc  Gab@ push [5]5) #% Could not resolve APl 77DCHABE — EnumDependentServices:
}G1dee FE7508 push g2 [dword ptr ebp+A8] [B@38:-4FF7228C1=00000001 ** Could not resolue API 77DCHABE — CloseEwentLog [BAABAL
351d71  eB5f01606088 call ["ipstack! ip_transfer_data'] #% Could not resolue AFI 77DCEHABE — EnumDependentService:
351d76 33cH OB Bax.eax #¥* Could not resoluve API 77DCEAAA — CloseEventLog [B886AI
351d78 G&5fF pop edi

[ Changes to filesystem 1
reates file C:\WINDOWSSSYSTEMZ2\wininit32.exe.
Creates file C:\WINDOWS~TEMP-rZ178._.hat.
Deletes file C:~DRG.EXE.
Deletes file C:“Program Files“win32_dll.
Deletes file G:“Program Files“winsru3i2_exe.
Deletes file C:“JZANDEMPFUCKEDYOU .exe.
Deletes file C:“Documents and Settings“All Users“Start Me
Deletes file C:“Documents and Settings“All Users:Start M:
Deletes file C:xWINDOWS“Hello—Kitty_exe.
Deletes file C:sWINDOWS“BigMac.exe.
Deletes file C:~WINDOWS-UWINMGM32.EXE.

12FBEG B8 OW BA B8 0P AA B8 OW BP B8 BB B BW B0 B0 B
12FBF6 B0 0P B0 A0 OF 00 BB B@ 00 B BA 00 OM A 00 BA
12FCHG6 B8 OF B0 A0 OP 04 BB BP 00 B B 00 OA A 00 BA
12FCi6 A0 AR BB AA BOA BA A AP 00 AP AP OO OA AR OO BA
12FC26 A8 AR BA A8 AP BA B8 AP A0 BA BA B0 BH AA B0 BA
12FC36 A0 0P AA A BP 04 AB BA 00 A AP 00 BA A 00 BA
12FC46 A8 O AA A8 BP 04 BB B 00 B B 00 BB A 00 BA
12FC56 A0 0P B0 A0 OP 08 BB B@ 00 B B 00 OM A 00 BA
12FCAE6 B8 OF B0 A0 OP 04 BB BP 00 B BA 00 OM A 00 BA
12FC?76 A0 AR BB AA BA AA BB AR BA AR BA BA BA AA BA BA
UIEY: Process 8181 : C:S\WINDOWSSSYSTEM3Z2“wininit32.exe
Bx0048AD31 1 =-KERNEL32tS]leep (BxAAABBO32)

Bx0048CD6 9=KERNEL32*Createloolhe 1p32Snapshot (AxPAR0AAGA2 . AxBAAB008H)>

B@x004ACDE C=KERNEL32!Proce=s32First (OxA0BBOEAOA, Ax4FF53ACED>

Ax004ACES A=KERNEL32*CloseHandle <(BxAA0AABAA>

BxBA4BACE? 6=USER32*Enunttindows <(BxBA4ACEAD . AxAAB0A00A>

Bx8048CE3 3I=USER32?GetWindowTextA <BxHH0AAH1FE,8x4FF53874, 008008810685
Bx004ACEFE=USER32*PostMessagel (AxBAABA1IFE. AxA000001 4, BxABBE0AA0 . 3xA000 8000 . B:cCABB2CAF>
@x004BCE? A=KERNEL32tS1leep (BxHO0OBO32)

BxBE4BACEE=LI52_32tinet_addr <''l.love_.ywou.oilly_afraid.org")
BxBA4PBACEF=W52_32*gethosthyname ("1_love.wvou.oilly_afraid.org'">
BxBA4BACD1=UW52_32%inet_ntoa <BAxBB4BOACL >

Bx733BL5BE=USER32%wsprintfA <(Bx733B4885,"x3d.x3d.»3d.x3d".8«B00880C1....>
Ax004AF148=US2_32%socket (BxB000BBO2 . BxBBBBBBBl Ax00ABARAA D>

@x73351A2 E=KERNEL32tHeapfilloc (BxPO0HERO0 . BxBR0E AD00 . B> BBBEB46 C)
Bx004BAF159=U52_32thtons (@x00001ABE>

Bx004AF166=W52_32%inet_addr ('"193.8.75.11"

BxBA4BAF176=W52_32%'connect <(BxBAAABBOAL ,Ax4FF722C8 ., Bxﬂﬂﬂﬂﬂﬁiﬂ)

—connect porxt B666T. ['IP'] IP "1. 1oue yvou.oilly.afraid.org""

Bx7335101F USER32*wsprintfA (Ax4FF721F8,"Connects to "s'" on port =5d (xsD

to Morman Analyzer FRO
1se a84000808

RARAYTDN S



SandBox Analyzer Pro

* Register view

Shows the emulator “CPU” status.

The normal registers, including some debug registers and “CPU” flags.
ThreadScheduler

PageFault

Breakpoints

Emulation cycles

Status Line

SEH 1 7CEH156E
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SandBox Analyzer Pro

eDisassembler view

— This view will disassemble the instruction at CS:EIP, or any given memory
address.

— Arrow keys can be used to move up and down.

— The view will update, together with the “Register View” to show the state of
the emulator.

— The disassembler will try to resolve addresses against imported functions

- BE48f cd? mo i [BE33 -4FFB12FA 1=-0008
@48 f cdb add edi . HAEAA1

048 f cde dec BCx

4@ f cdf Jnz= aa4ar cd?

tEEAAf el aunnd elbx . BEBEEET

48 fce4d Jn= BE4@fcE b

048 f ceb 8ha4241 8 mouw eax,.53: [dword ~ ezp+1A] "Ethereal'

@48 fcea 5hb pop ehbox

tAd4@fceh 5Se pop esi

4@ f cec 5F pop edi

ti4B@fced c retn

4@ fcee cCC int3d

4@ fcef cCC intld

4@ fcf@ad 57 push edi

4@ fcfi1 B8hYc24@8 mow edi,.,ss:[dwvord ptr» esp+ES1 [BE3@-4FFBAB34 1=0041
@848f cfS ebba Jmp aa4ardel

tHA4@Efcf Y 2dadZ240800080008 lea ezp.s=: [dvord ptyr eszp+HEAEEAEEAE ] [BA3E-4FFBABZC 1=00004
4@ fcfe Bhif mow edi.edi

tHA4EfdBn  Sbhadc24a@4 mouw ecx,. 53 [dwvord pty» esp+E4] [AA3@-4FFBAB3IA 1=000A
4@ fdag4 57 push edi

t@A4@af d@as f7cl1@30808080 test ecx . AAOAEAAZ

= BA4Ef AL J= BE4AFrdilc

4@ f diad mouw al.[hyte ptr ecxl [AEA33 -BAAAE1L?
4@ f d@af inc

ag48fdia
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SandBox Analyzer Pro

‘Memory dump view

— This view can dump any memory

area.
I33 PP42FBDG E? 25 E4 FF FF P 9D 8P 54 46 46 A5 1E FC 02 EE ¥ e TFF. ..

kernel32.dll
EE4EFEEE usepld2.dll 2 @2 Be...........o.
:H3842FC6T? GetModuleHandleR w i.......sD.i....
AB42FC7?7? HMessageBoxi 2 ooy uﬁefgi“ﬁﬁg
HA42FCY? NAR 1 ..GetModuleHandl
FFFFFFFF H. A - - -MessageBoxA

: FFFFFFFF N./n
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SandBox Analyzer Pro

Command input view

— This view will receive information from the sandbox regarding detection,
emulation cycles done etc

— You are able to give specific command to the SandBox
— Currently 30 commands are available, including;
» Set a breakpoint on a given interrupt
« Set a breakpoint on a memory write on the given selector:offset
« Will display stack trace
« Show the MMX registers
« Show page table.

* +25 more

e = Mo 3 alvze PR

a9e base NS AL
-, NG N8298
H = - ANA10DBL - =
'_ ) EEE- - ) —p
Hese = = = - oL 800 - = S AL 380 ]
) exe =0 acddre — A2 G898

ap AL ated 260 =5 - = l= = 2Xa1d
- - A1 AL

ancbo - - AN DeepMode

andbo - - ANANANAAS == alals

—|= AL ated AoY880 - =ma ALDSYAK



SandBox Analyzer Pro

*Thread view

Shows information on all created threads

 thread ID
e thread status

 Information regarding active threads
— Possibility to navigate the different threads

HAAH AR WAITING
TERHIHHTED H8A4886880H
HA4HHAAAH
2848808080
HA4HHAAH
HA4HAEH
HA4886880H
234800810

C
C S
C =
C:
C:

[
C:

=Hsample-exe D

~zample.exe <>
~sample.exe <>
HHIHDDHEHEEETEHEEHUlnlnltEE exe
“SWINDOWUS~SYSTEMIZ2 wininit32 _exe
“SWINDOWUS~SYSTEMIZ“wininit3i2 _exe
“TWUHINDOWUS~SYSTEMIZ2Z*wininit32 _exe
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SandBox Analyzer Pro

SandBox Summary View
A view summarizing the findings of the emulation

Grouping them into different categories like
» Changes to file system
« Changes to registry
» Changes to system settings
» Network services used by the analyzed file
» Process/Window information created

TARTUP-~dLl lHw. e,

o L Y e ¥ o [ o
1 |

H

:|:|_|:| |'IE| (] |:

WIMOOWS-SYSTEMIZ2- 1328 .. eqe™ in kew "HELM~Sof tware~Microsoft~llindo

z : o Al ]
. pro TR |'|l- |. I"‘"' plorer =WIHOOWS-SYSTEMSZ2-~urd32u. exe™ in section [hootk
. WindowsHook monitoring journa rec “j act ivity.

L
r_"l [}
L

d-host ing.com™ on port 25 (IF).

fulndnu information 1
ly restart after boot (ITL1 be back...].

=m Xk m



Connecting to the real internet

 Why would you want to connect to the real internet?



LA A4

Connecting to the real internet

F

EXTERNAL CONNECT - ID d48888Aa1

You have enabled the sandbox to use a real Internet connection.

The application C:s\WIMDOWS~S¥STEM32>wininit32.exe wants to connect to

Address ityoilllgoto.¥GTO.com
Port 6667
Type #IF it

Max delay 2

[#] I want to wverify each packet going tosfrom this source
[¥]1 Copy this network activity to log

(%) Log as text C(ASCII>

¢ ) Log as hex

Motify when the connection is closed

Rememhbher the answer on this connection

P
e Ll

If you let the application connect the remote server
your personal firewall should react.

Do you approve of this external connection?

Press MO to treat it internally

YES NO STOP

oy, ——— —— — — — — —— — — —




onnects
onnects
onnects
onnects
onnects
onnects
onnects
onnects
onnects
onnects
onnects
onnects
onnects
onnects

Internal and/or external

to
to
to
to
to
to
to
to
to
to
to
to
to
to

NN
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[ Metwork services 1]

onnects to "“ityoilllgoto . ¥YGTO.com"™ on port 666T CIP>.

onnects to IRC sepuvep.

onnects to "ityoilllgoto.¥YGTO.com" on port 666Y C(TCP>.

onnects to IRC server.

IRC: Uses nickname rpawu™puwg.

IRC: Uses username 1234BLA.

IRC: Sets the usermode for user rpawun™puwg to —x+i.

IRC: Joins channel Hot imacaton with password =P.{*Ih*+F986 . (=kjji>.
IRC: Sets the channel mode for channel Hot imacaton to .

[ Network szervices 1

"ityoilllgoto.¥YGTO.com" on port 666 (IP>.
"hostlliill .mooo.com" on port G6GBGT <IP)>.
"11iil11l1iill.afraid.org" on port 666T <IP)>.
"tillliliill .afraid.org" on port GGG (IP>.
"thiszisliill . b3ta.org" on port G66GLT CIP>.
"imiillillnot.afraid.orq" on port 6667 <IP)>.
"uwserdlil.a—pe.maf-i-a.com" on port 66GLT (IP
"l.1ove.you.oilly.afraid.org" on port 6667 <IP)
"ilil.dB8.1l.hear.all.mooo.com" on port 666GT <IP)
"hlphBpflipfiBp.afraid.org" on port 666TY C(IP>.
"11211 .8On.my.ignorelist.com' on port 666T C(IP)>.
""Ftp.binaryd1 018811 .YGTO.com" on port 6667 <IP>
"I111T111 - 2803 zuxx .. xxuz..com' on port 666T <IP>
""ityoilllgoto . ¥YGTO.com" on port GGG (IP>.



What can Norman Sandbox do for you?

« Save time
— The average response time to a new threat is 6 — 24 hours.
— Start with knowledge of what the sample is trying to do.

¢ Save money

— Growing number of viruses to analyze, growing number of analyst needed to respond
to these threats.

« Save the day

— You've been in the situation where something needed to be analyzed yesterday and
now you have access to the tools to make it happen.



Demo-time...



Questions and Answers

Righard J. Zwienenberg

Chief Research Officer

Righard.Zwienenberg@norman.no

DATA BEFENSAE A¥RTEMA

Norman France

8 Rue de Berri

75008 Paris

Tel: +33-1-42 99 94 14
E-mail: info@norman.fr

http://www.norman.com/fr
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Cortina

14 avenue J-B Clement
92100 Boulogne-Billancao
Tel : +33 (0)1 41 10 26 10

Email : info@cortina.fr



