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NEXThink in short

Swiss company created in September 2004 on the campus of the
Swiss Federal Institute of Technology (EPFL)

Core technology based on research initially conducted at the
Artificial Intelligence Laboratory by Pedro Bados co-founder and
CTO

2 pending-patents
Method of detecting anomalous behaviour in a computer network
Method of visualizing anomalous behaviour in a computer network

Awarded technology and business model

Start-up of the year 2005 by IMD Business School
PERL 2005 — Prix entreprendre région Lausanne
Swiss Technology Award 2006

Prix de I'lnnovation 2006 des Assisses de la Sécurité
CTI Start-up Label (Swiss government certification)

The REFLEX™ solution is in operation at customer’s site since
October 2005 with deployments in large and multi-sites
environments
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The human factor is the missing piece in today's security puzzle

Billions of dollars spent on defending
(efficiently) against technical
vulnerabilities

Failing to recognize the threats from
unintentional, unknown and
careless behavior lead to security
Incidents

Human factor essential for IT security

People and processes more important than technolagy
Robert Jagues, vnunet,com 26 Oct 2006 Human factor biggest computer security risk,
say hackers and safety experts

Global enterprises need to focus moare timme on paolicies, pr
technology if they are to successfully secure IT infrastrucka| Angust 08, 2006 Ecition 1

A poll of more than 4,000 information security professiona : ; T f
aut by IDC on behalf of the International Information Syst The mastvexing weaknes_s ,ln .cumputer security is notin the
(I5C)2, found that organizations have traditionally overlao hardware or the sqﬂware, itis in the people who use the o
favour of trusting hardware and software to solve security g machings, accarding to top hackers and cyber-safety specialists.

Hawever, survey respondents say organisations are now be " req|lvis more of 3 hurman problem than s technical problem,”

= @) Staff are the weakest link minisky of Dox Para Research said atthe world's prermier
Fosted by Guy Matthews at 10:27AM, Thursday 26th Gotober 2006 . .
- - All the IT security spending in the world won't protect your conference, DEfCDn. which ended in Las Vegas an
Secu rlty SO I utl 0 nS h aVe a systems if the staff are stupid research finds

' People are usually the weak link in information . o
. security, and not technology, concludes research by Ild do & hetter job making it clear how people can make

(B S Ives safe. We cant stop them from shooting themselves in

technological component, but
dg;:;g;g;gm:;;fg?; SANS: Human error top security worry

security is fundamentally a people

palicies, users that follaw

recruitment of qualified <9 Targeted attacks focus on humans, and they often work

International Informat

Certification Consortium (15C2), a not-for-profi y _ ; .
p ro b I em security professionals. Robert McMillan_Today's Top Stories » or Other Security Stories »

h . . The research, conducted by IDC, concludes that dj November 15, 2006 (IDG Mews Service) - The SANS Institute has some controversial advice for computer
Bruce Sc neier, Secrets & Lies and hardware come fourth and fifth respectively inf security professionals laoking to lock dawn their networks: spear-phish your employees.

securing data. T
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Managing the human factor is the opportunity to a better security

You can’t manage the human factor if you can’t measure
behavioral risk

What are the key requirements?
Common and measurable risk definition

Transversal diagnostics and metrics that can be shared
and compared across various organizational or geographical
units

Risk trajectory versus status
Metrics at individual and group level

Behavioral risk integrated with audit reports, policies &
standards, and user awareness

Risk mitigation processes integrated with education
programs and identity management
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The risk impact of the human factor is related to the behavior and

usage of information technology

RISK = Critical Activ

ity Xx Abnormal activity

Who am | for the company ?

Critical Activity is related to the
type of applications and destinations
being accessed

Copyright NEXThink

Do | behave dangerously ?

Abnormal activity is related to
the level of abnormal behaviors
for a user, an application or a
source
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The risk impact of the human factor is related to the behavior and

usage of information technology

wWho From Where How To Where
With What When
7 ® -
ime
N~
Source N
[
@I’ Source
>
Port
User Application
R
@!’f Destination
N4
Time Q Binary
information
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With REFLEX™ NEXThink refocuses information security on the

human factor

Abnormal application activity [port]

zam e e REFLEX™ detects identity's
behavior changes

(38% globallyy O
Gswe gloall) - B REFLEX™ warns upon usage of
(65% globally) O - - -
% gebals) denied applications (hash and
version)
ok : REFLEX™ identifies abusive
! usage of network connections
i REFLEX™ alerts with meaningful
[ Download users active on 256.11.2006 Informatlon tO a”OW Immedlate
Alarms summary for 26.11.2006 {Lausanne - Switzerland) reactiVity

Ouo O1 03 W= Total: 9

— : - REFLEX™ shows hard data
Abnarmal application act?vit\,r I\ S related tO the . h U m.a.n faCtor Wlth
Abnormal application activity i I IL.cE powe rfu I and I ntu Itlve

Unknown application with abus

Abnormal user behaviour :; . . Visualizations

9 Copyright NEXThink® - PUBPLIC INFORMATION nex IH"""(



REFLEX™ delivers risk diagnostics at corporate level with

capabilities to understand root cause up to the user

4 = 5 = oo n T msmsgs.exe / MSN Messenger A [ =] et | pending alams | [ ]| =l
| November 2006 | December 2006 e dbb7i7adeer259 10:51:57 17:35:43 ~ e
4rps | 1e4Sb03ET0d4acch 10.11 2008 10.11 2008 T
bBaLSARIE03EEl 0:59:24 0:59:24 application
Strangeness 083645933351 2bazet 01.12.2008 D?D“%Zggs S EcclEm
0o £B0 Tres tzsearan 07:15:04 ] L e
3011.2006 M application "
C:D O General | Versions T2 Gy mamsgnene Sure Criical B
2911.2006 M application .
150344 G memsgs v Sure Critical
i 1411.2005 Abnomal application activity
O &) JE T AT = — fiaod fign B
1011.2006 Modified application binary
O B osizs G5 memsgs.zxe hash: 1245560857 0d4ac3bbEabS3.. L Fitiest I
Cause...
| Threatlevel...
1 connection involving 1 user and 1 source
100920 | ipee 172,16 4381 172.16.42.15 msmsgs.ene ['USD“,“,]
02112006 1M application
CD 2551 G memsgs exe Sure Critical B
2910.2006 M application .
DEB G memsgs v Sue Sea L]
IM applicati
@ - ’“‘“’I“B“Hsa"" weation Sure Ciiical
51D: 5-1-5-21-627550368-264192176- e
1727480226-500
Statistics from 18.11.2006 to 24.11.2006 Spp=aredon the retwtikon Stangeness  Impaer  Astiviy
Active applications Active users
Tatal 33z 100% +332 Total 1563 100% +1563
Very high criticality 173 52% +173 Wery high criticality 1052 34% +1052
High criticality 1) 0% 1] High criticality 713 23% +713
Denied 108 I2% +108 Mew 1563 100% +1563
Active sources Active internal destinations
Tatal 1675 100% +1675 Tatal 832 100% +832
Very high criticality 1503 §1% +1503 Wery high criticality 48 5% +48
High criticality 47 81% +47 High criticality [1} 0% 1]
10 v || most active v | USErS Users active on 30.11.2006
ElAnC ARy Total 622 (39% globallyy O
ery high criticality 438 (40% globallyy O
High criticality a0 (43% globally) O
Mew 2 (100% globally) O
+625
'
8 '
'
'
8 a8 a8 :
'
'
Y S
'
'
8 <) :
5 1
8 :
'
525 '
Criticality 30,11.,2006
Diownload users active on 30.11.2008
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REFLEX ™ has various risk reporting data

Sources involved in alarms Sources active on 25.11.2006
1. 172,18 7 +7
> Total 1689 f100% globallyy O
Highl itical destinati i Ived in al . e
. Very high criticality 1527 (100% globally) O
4.1 1. 17218 7 +7 . .
= 2 High criticality 16 [100% glabally) O
5: 3. - |Highly critical users involved in alarms
7. | 4. 1. User 060 on REFLEX Engine "Engine-2" 5 +5 ppe=
o
3.0 E2. ]
& | Denied applications '
q, B, 3. !
10| 70| 4. 1. firefox.exe 12167 +12167 ]
E 2 1 = 2 AT Comes Users active on 25.11.2006
| 1. Cenied application 731 +781 -
g [+ , PR Total 1568 {100% globallyy @
Dol 8. - Highly critical applications involved in alarms very high criticality 1002 (100% globally) 0
9. ' 1. launch~1.exe 22 42z . o
10 7. | % , High criticality 231 (100% globally) |
: . 5. . pocsyncZ.exe 21 +21
[ D o | 6. | 3 bmailexe 18 +1a Mew 5 (100% globally) O |
1. 7 4, MsMsgs.8xe 17 +17 1134
—| g. | 5 skype.exe 17 +17 :
@ o | 6 dw.exe 15 +15 ] —
10, | 7. webshots.scr 15 +15 :
@ 8. windvd.exe 15 +15 :
9, winamp.exe 14 +14 L AL O -
10. btstacel.exe 13 +13 :
| Download list | :
1
1
1
-1134 '
25.11.2006
[ Daownload users active on 25.11.200k ]
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NEXThink has developed technologies and methodologies to

measure, control and manage internal risks

O P
NZ NZ Behavioral Influencers

User Source Application Time Port Destination
Q REFLEX by NEXThink Q NEXThink Smart
Technology
RISK Metrics and Diagnostics New_Hard Data_ and
_/ _/ Risk Analysis
by NEXThink
<
= % D Key Information
2. 2 é Security Activities
0p)

Behavioral Sy Management
Audit Policy Review [ Of Awareness NEXThink Methodologies

Program

Management
EBATM SPATM

MAP™
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REFLEX technology is self-learning, non intrusive, simple to deploy,

and patent pending

ECOLE POLYTECHNIQUE
FEDERALE DE LAUSAMNE

REFLEX Driver .ﬂiﬂ.

CTISTRAT-UP
Université de Fribourg
i L'Université suisse bilingue

Haute Ecole d'Ingénierie et de Gestion
du Canton de Yaud

\

.

REFLEX Engine REFLEX Supervisor
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REFLEX Driver

Minimized and
meaningful
information
collection

Passive operation
Silent installation

Insignificant local and
network performance
impact

REFLEX components and innovations

REFLEX Engine

Independent and
deported intelligence

3-layer Artificial
Intelligence
modelling and
analysis applied to
security

Unique users and
applications
Interactions modelling

Copyright NEXThink® - PUBPLIC INFORMATION

REFLEX Supervisor

Visualization methods for
network security events with
new graphical and metrics
concept

Understand exceptions in
a matter of an eye-blink

Visualizations are tailored to
security knowledge

NEXTHINK



REFLEX extended architecture for multi-Engine deployments

REFLEX Engine REFLEX Engine

REFLEX
Link

REFLEX e REFLEX
Third-party Gate Enterprise Event Third-party alarm
Bl software —— management
REFLEX
Vision
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Example of behavioral vulnerabilities (user)

User account
connected to 23
sourcesl!

Potential abuse
of access rights

Username/pwd
leakage

A dndndndndndndndndndndndndndnd 4 L .1

o3

Applization Fuort Crestination
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Example of behavioral vulnerabilities (application/network)

- Alarm
Connection 2a 02 2006 Abnormal application activity [port)
through a new 18:41:31 G userini exe 4 53 (UDF)

port that was
never used
before by that
application
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Example of behavioral vulnerabilities (internal scanning)

Application (and it S e s
user?) scanning
the network
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21

Example of behavioral vulnerabilities

Applications connecting
to the outside over port
80 (TCP & UDP)

Misconfiguration
security equipments

Untrusted or even
unknown applications
activities

(port/network)

% dd exe

g dlloader. exe

'@ downloadzatelite. exe
% griatify. exe

'@ gongledesktapmail exe
% miviewerIme. exe

% outlook. exe

QB shype.exe

% trnprosy. exe

% winlogon. exe

g* Oo* og°* o* Do M=

oe

-
=

Be pe Be Qo

[ —
b
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Example of behavioral vulnerabilities (application)

Time - Alarm Caonfidence

nn220s  Unknown application with |M behavior
e 02,

Instant messaging 47075, @ anoptiak o edean 3
application usage v

Cayrce Application Dreztination
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Example of behavioral vulnerabilities (malware)

- - sanzzons  Malicious application »
Silent / hidden ST T —— e Ol L

Cauze.___

mal ICIOUS Threat level...
7 zonnection s involving 1 users and 1 sources

application

tk t ncravalll A IE 192.168.10.3 B9.42.70.12 command exe 20 [TCF)
(ro o I ’ e I BT 192 162.10.3 205.65.175.114 | command.exe 80 [TCF)
S pyware’?) 2511.?3550803 117 192 168103 B9 .42 7012 command exe &0 TCF)
commun |Ca_t| N g 22:3:%22:2:: I 17 192.162.10.2 812232114 command ese 20 (TCF)
- ] ST 17 192 162.10.3 £9.42.70.12 command exe 20 (TCF)
Wlth the OutSIde 2233"?%?335 D17 192.162.10.3 81.22.32.114 sommand.ee 80 [TCF)
23022008 47 192.168.10.3 £9.42.70.12 sommand exe 80 (TCF)

(at non Standard 23:40:28
working hours)
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=l

Time =

18:30:37

Causze. __
Threat level._.

1 connectian

26.06 2006

18:30:37 1D 1373

g’ win3.tmp. exe

Source

192 168130128

o 2n0s  Unknown application with spyware behavioo

Crestination

216.255.178.208

Medium [

Application

wind.tmp.exe

&0 TCF|

Complete scanning result of "windows_server_2003_enterprise_ed", received in

WirusTotal at 06.26.2006, 12:11:47 (CET).

Example of behavioral vulnerabilities (unknown application) 1/2

STATUS: FIMISHED

Antivirus Version Update Result

Antivir 6.35.0.16 06.26.2006

Authentium 4.93.8 058.23.2006

Ayast 4.7.844.0 06.23.2006

AN 286 06.25.2006

BitDefender 7.2 06.26.2006 |Trojan.Mezz.A
CAT-QuickHeal 2.00 06.24.2006 |(Suspicious) - DMNASCan
Clarmah devel-20060426 06.26.2006

Driveb 4.33 06.26.2006 |BackDooriocoo
eTrust-InoculatelT 23.72.49 06.25.2006

eTrust-vet 12.6.2275 06.26.2006

Ewido 2.5 06.26.2006 |Dropper.Small.agg
Fartinet 2, 77.0.0 06.26.2006 |suspicious
F-Prot 3.16f 06.23.2006

Ikarus 0.2.65.0 06.26.2006

kKaspersky 40224 06.26.2006 |Trojan-Dropper.Win22.5mall.agg
Mcafes 4792 05.232.2006

Microsoft 1.1481 06.25.2006

MNOD32va 1.1623 06.26.2006

Horman 5.90.21 06.26.2006

Fanda 9.0.0.4 06.25.2006 |Suspicious file
Sophos 4.07.0 06.26.2006

Symantec 2.0 06.26.2006

TheHacker 5.9.8.165 06.26.2006

LMD, 1.83 05.232.2006

YRBAIZ 3.11.0 06.26.2006

virusBuster 4.3.7.9 056.25.2006

Copyright NEXThink® - PUBPLIC INFORMATION
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Example of behavioral vulnerabilities (unknown application) 2/2

& 192.168.150.128

Appeared on the network on
26.06 2006 at 18:29

019

Strangeness  Activity

Cource

[lazt updated on 2

Application

Port Drestination

pending alarms

Time * Alarm

Unknown apphcation with zpyware behavior
g 6082006 Nk pp i Good Medium [
sl ‘g s win3.tmp.exe
B Cause:
A non identified application with pozzible zpwware behawvior iz active [a cateqory and a palicy

muzt be applied to any application]
Threatlevel...

1 connectian

Source Crestination Application

26062006

18-30:47 IC 1372 192.162.150.122 2ME.235.178 206 winZ tmpoexe 20 [TCF)

NEXTHINK
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Audit EBA™ -- Endpoint Behavior Analysis

discover, evaluate and measure risk

Who is using your critical
business applications
and from where?

Are your priviledged
accounts being used
properly?

Activity

Who is using unused, unmonitored, or unsolicited
applications—putting your infrastructure at risk?

being used outside of normal
business hours?

Are your business applications R

@' Who is using unlicensed
" or illegal applications—
% %K ~/  creating licensing liability risk?

Is “Segregation of Duties” properly implemented
between your development, test, and production
environments?

. . Self-learning EBA™ EBA™
Preparation >> Installation phase > service >> report

Pre-configuration Installation of REFLEX Engine EBA™ phases Report
questionnaire and REFLEX™ self-learning 1. Discover presentation
interview phase 2. React

Performance 3 ?nal:'ze

tuning - reate
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Initial inventory of activity

s|nstallation :
eUsers :
*Applications :
eSources:

September 15th, 2006
110
180

160

28

200 @ Nombre d'applications O Nombre d'applications
180 ® Users ( normal account ) 200 @ Nombre d'applications actives lors des 5 derniers jours
180 -
160 160 -
140 140 |
120 120 -
100 100 -
80 80 -
60 60 -
40 40 1
20 20 -
0] 0 : : : : : : : : : : : :
© © © © © © © © © © © © ©
& 8§ 8§ & ¢ ¢ &8 & & 8 & 8 8 o o F WP
g 3 3 8 ¢ § g § ¢ g g g2 4 & F L A WY WY
ITo) S > S I5e) [=} < 3 3 N 3 3 B ) % N v ) % % v > ) 4 V Vv
o - — N o - - N ™ o - N N
20 vl newest | applications vl 100
90 A 5 . . .
Application First time = 80 | Life cycle of applications (in days)
% sgeasyscreensavers by 20112008 70
HOtBar ~' hotbar. scr 16:31:06 60 -
&7 hbtsrv.exe 3?;;;?35 50 7
e 40 -
30.11.2008
& hbtv.ere 16:29:02 30
30.11.2006 20 A
& cmlexe 16:29:01 10
Fn 30.11.2006 0
g% glbb1.trp 14:00:14 K ROy R e TRy RN
o 30.11.2006 SEF & P FFIT ST NT o ST F I PSP S
. ) g5 ezetup.exe 135654 L B & F ;@&Q & \;\@/ ¥ <& Z&& & @i o &
N &
Incredlmall\ﬂ’% incredimail_inztall exe RTeary <
iexplorer.exe bonhomme de neige.exe

Copyright NEXThink® - PUBPLIC INFORMATION

NEXTHINK




Reactivity based on intuitive visualizations

Network Activity ( last 3 days )

Thursday November 30th Friday December 1st (next day)

|LJSE[S [account only] - | I highest activity \sers [account only] | EEEEE R |

D 148 {training)

urrent MWebwark Aot
Current Metwark, Aok

&l a
- | -]
- & :

- H
8 1 T ®
ames” @) & - -

Law impact b edium impact High iFI'II:IE.IEit Laow impact kM edium impact High impact
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Immediate qualification of the potential problem

&

SID: 5-1-5-
17274

Event on Thursday Nov 30th 17:22

Appeared on

30.11.200E at 17:22 setivity

New Local Admin User

Heavy/abnormal traffic of this new “local
admin user” with explorer.exe towards
external destinations

Application
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Causal analysis based on time, user, application and source

« 2 similar version of MSN Messenger are active
* ...but the binaries are different (hash not the same)

I

msmzgs.exe ;/ MSH Meszenger
SR dbb7i 7253 10:51:57 173543 = e Canfiden & S evei
Time - Alarm Confident e SEveErky
e 12455b05E7 0d4ac3h 1011 2006 10,11 2006 —
e bEabSIEEENZasaf 10:59:24 10:59:24 04122006 M application c Critical
05a6d593335f2baast 01.12 2006 10:-51-57 = L=
B 779818026673 07:19:04 &) msmsgs.exe
IM application
Yersions 30'1_1'2_005 b - Sure Critical BN
151323 &3 memsgs exe
29.11. 2006 IM application »
150944 % e Sure Critical I
Abnormal application activi
a8 g b v Goad High
HEL % MEMEgs. exe
10.11.2005  Modified application binary v =
105924 3 msmsgs.exe [hash 1e455b08870d4ac3bbEabsa. . sure Ele

Cause._..
Threat level.._.

1 connection involving 1 uzer and 1 source

Cestination Application

10.11.2008 1300

10:5a:24 |0 68 172164381 17216 .42 .15 MSM=gs aHe [(UDF|

0211 2005 1M application
212751 % MEMNE0s. exe

29102005 1M application :
223538 G msmegs.ene Sure Critical 1

20102005 1M application
20 4£:33 % MEMI0s Exe

Sure Critical B

Sure Critical I
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Impact alerting and full scope of the problem

Successful buffer overflow against « windows messenger »
Local anti-virus did not react (although up to date)
Backdoor to exploit the process « explorer.exe » has been installed
To finally scan the whole internal network (silently)

Confidence Severity

1611 2005  Silent network sganning :
[+]
B 30305 &4 10 93 @ explorer exe R d=atn
14.1.1.2.EIEIE Application withfabusive behavior s Medium [
12:21:30 g explorer exe
1411 2005  2ilent network fcanning _
[+]
£ 02:39:05 &l D 93 % explorer. exe PRl Heai
Application wilh abusive behavior
L Giood Medium [
B % erplorer. exe
10112005 Silentnetwork scanning )
[
= 11:13:04 &l ID 83 % explorer. exe GEe e
Abnormal application activi
= 1D'1,1 'E,DDE B v Moderate High [E
11:01:4E % explorer. exe
Cause._.
Threat level. ..
1 connection
Destination Application
110113122,53 10 33 172 16 43 81 17216 430 erplarer ane 445 [TCF|
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Risk analysis of a highly critical destination

Critical Server

Infected PC

Malware

Application

explorer.exe
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Risk analysis of a shared computer

o0 Poste XYZ

o Dimanche 26 novembre

0 Apparition de : ing alarms | where [severty =] is]any =]
" emule.exe ( peer-to-peer ) Alarm Confidence Severily

IM application .
. . Sure Critical [
= limewire.exe ( peer-to-peer) Rinied o
Application with abusive behavior biedaa Medi 0
» shareaza.exe ( peer-to-peer) &3 sharsaza.ce abde T e
Abuszive network usage )
; Moderate High E
& FOINTUEC
Unknown application with P2P behavior _
Good Medium [
&} shareaza.exe
Abuzive network usage
. = b oderate High @
& F0iNEUSC
Abuszive network uzage
: g Moderate High O
& F0INEUEC
Denied application
) .pp Sure Critical
% limewire. exe
Unknown apphcation with zpyware behavior
s it Giood Medium [
‘g stubinstaller. exe
P2P licati
e Sure Critical [
QB emule. exe
MNew application binary verzion .
% emule.exe [version: 0.47. 2 6] e Riga I
o517 2005 Abnormal application activity .
152159 @ emule.exe Good High M
I licati
S Sure Critical [
% MENMEgr. exe
IM application
3 Sure Critical [H
QB mszr_sl.exe
IM application
26112006 e Sue Critical Bl
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Conclusion and proposed actions

35

Well secured organization
Update and patch management
Anti-Virus updates tested every day
Application proxies
Firewalls on the perimeters
On going log monitoring

Human factor remains a threat not to be
overlooked

Leverage user risk perception with focused
awareness programs and assess their efficiency
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